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ABSTRACT

In this paper, we consider a scenario where a user queries a user profile database, maintained by a
social networking service provider, to identify users whose profiles match the profile specified by the
querying user. A typical example of this application is online dating. Most recently, an online dating
website, Ashley Madison, was hacked, which results in disclosure of a large number of dating user
profiles. This data breach has urged researchers to explore practical privacy protection for user profiles
in a social network. In this paper, we propose a privacy-preserving solution for profile matching in
social networks by using multiple servers. Our solution is built on homomorphic encryption and allows
a user to find out matching users with the help of multiple servers without revealing to anyone the
query and the queried user profiles in clear. Our solution achieves user profile privacy and user query
privacy as long as at least one of the multiple servers is honest. Our experiments demonstrate that our
solution is practical.
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1.INTRODUCTION

Matching two or more users with related interests is an important and general problem, applicable to
a wide range of scenarios including job hunting, friend finding, and dating services. Existing on-line
matching services require participants to trust a third party server with their preferences[1]. The
matching server has thus full knowledge of the users’ preferences, which raises privacy issues, as the
server may leak (either intentionally, or accidentally) users’ profiles. When signing up for an online
matching service, a user creates a “profile” that others can browse. The user may be asked to reveal
details, such as age, sex, education, profession, number of children, religion, geographic location,
sexual proclivities, drinking behavior, hobbies, income, religion, ethnicity, drug use, home and work
addresses, favorite places. Even after an account is canceled, most online matching sites may retain
such information. Users’ personal information may be re-disclosed not only to prospective matches,
but also to advertisers and, ultimately, to data aggregators [2] who use the data for purposes unrelated
to online matching and without customer consent. In addition, there are risks such as scammers, sexual
predators, and reputational damage that come along with using online matching services. Many online
matching sites take shortcuts with respect to safeguarding the privacy and security of their customers.
Often they use counterintuitive “privacy” settings, and their data management systems have serious
security flaws. In July 2015, “The Impact Team” group stole user data from Ashley Madison, a
commercial website billed as enabling extramarital affairs. The group then threatened to release users’
names and personal identification information if Ashley Madison was not immediately shut down. On
18 and 20 August 2015, the group leaked more than 25 gigabytes of company data, including user
details. Because of the site’s policy of not deleting users’ personal information, including real names,
home addresses, search history and credit card transaction records, many users feared being publicly
shamed [3]. On 24 August 2015, Toronto police announced that two unconfirmed suicides had been
linked to that data breach. Such a data breach has raised growing concerns amongst users on the
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dangers of giving out too much personal information. Users of these services also need to be aware of
data theft. A main challenge is thus how to protect privacy of user profiles in social networks. So far,
the best solution is through encryption, i.e., users encrypt their profiles before uploading them onto
social networks. However, when user profiles are encrypted, it is challenging to perform matching. In
this paper, we consider a scenario where a user queries a user profile database, maintained by a social
networking service provider, to find out other users whose profiles are similar to the profile specified
by the querying user. A typical example of this application is online dating. We give a privacy-
preserving solution for user profile matching in social networks by using multiple servers. Our basic
idea can be summarized as follows. Before uploading his/her profile to a social network, each user
encrypts the profile by a homomorphic encryption scheme with a common encryption key [4].
Therefore, even if the user profile database falls into the hand of a hacker, the hacker can only get the
encrypted data. When a user wishes to find people in the social network, the user encrypts his/her
preferred user profile and a dissimilarity threshold and submits the query to the social networking
service provider. Based on the query, multiple servers, which secretly share the decryption key,
compare the preferred user profile with each record in the database. If the dissimilarity is less than the
threshold, the matching user’ contact information is returned to the querying user [5].
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2.LITERATURE SURVEY

Recently, mobile social software has become an active area of research and development. A
multitude of systems have been proposed over the past years that try to follow the success of their
Internet bound equivalents. Many mobile solutions try to augment the functionality of existing
platforms with location awareness. The price for mobility, however, is typically either the lack of the
popular friendship exploration features or the costs involved to access a central server required for this
functionality. In this paper, we try to address this issue by introducing a decentralized method that is
able to explore the social neighborhood of a user by detecting friends of friends. Rather than only
exploiting information about the users of the system, the method relies on real friends, and adequately
addresses the arising privacy issues. Moreover, we present VENETA [6], a mobile social networking
platform which, among other features, implements our novel friend of friend detection algorithm.

Increasing dependence on anytime-anywhere availability of data and the commensurately
increasing fear of losing privacy motivate the need for privacy-preserving techniques. One interesting
and common problem occurs when two parties need to privately compute an intersection of their
respective sets of data. In doing so, one or both parties must obtain the intersection (if one exists),
while neither should learn anything about other set. Although prior work has yielded a number of
effective and elegant Private Set Intersection (PSI) techniques, the quest for efficiency is still
underway. This paper explores some PSI variations and constructs several secure protocols that are
appreciably more efficient than the state-of-the-art.

Computing Set Intersection privately and efficiently between two mutually mistrusting parties
is an important basic procedure in the area of private data mining. Assuring robustness, namely, coping
with potentially arbitrarily misbehaving (i.e., malicious) parties, while retaining protocol efficiency
(rather than employing costly generic techniques) is an open problem. In this work the first solution to
this problem is presented.

A new signature scheme is proposed, together with an implementation of the Diffie-Hellman
key distribution scheme that achieves a public key cryptosystem. The security of both systems relies
on the difficulty of computing discrete logarithms over finite fields.

We consider the problem of computing the intersection of private datasets of two parties, where
the datasets contain lists of elements taken from a large domain. This problem has many applications
for online collaboration. We present protocols, based on the use of homomorphic encryption and
balanced hashing, for both semi-honest and malicious environments. For lists of length k, we obtain
O(k) communication overhead and O(k In In k) computation [7]. The protocol for the semi-honest
environment is secure in the standard model, while the protocol for the malicious environment is secure
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in the random oracle model. We also consider the problem of approximating the size of the intersection,
show a linear lower-bound for the communication overhead of solving this problem, and provide a
suitable secure protocol. Lastly, we investigate other variants of the matching problem, including
extending the protocol to the multi-party setting as well as considering the problem of approximate
matching.
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3.PROBLEM STATEMENT

When signing up for an online matching service, a user creates a “profile” that others can browse. The
user may be asked to reveal details, such as age, sex, education, profession, number of children,
religion, geographic location, sexual proclivities, drinking behavior, hobbies, income, religion,
ethnicity, drug use, home and work addresses, favorite places. Even after an account is canceled, most
online matching sites may retain such information. Users’ personal information may be re-disclosed
not only to prospective matches, but also to advertisers and, ultimately, to data aggregators who use
the data for purposes unrelated to online matching and without customer consent. In addition, there
are risks such as scammers, sexual predators, and reputational damage that come along with using
online matching services [8].Many online matching sites take shortcuts with respect to safeguarding
the privacy and security of their customers. Often, they use counterintuitive “privacy” settings, and
their data management systems have serious security flaws [9].

4. PROPOSED SYSTEM

In this paper, we consider a scenario where a user queries a user profile database, maintained by a
social networking service provider, to find out other users whose profiles are similar to the profile
specified by the querying user. A typical example of this application is online dating. We give a
privacy-preserving solution for user profile matching in social networks by using multiple servers. Our
basic idea can be summarized as follows. Before uploading his/her profile to a social network, each
user encrypts the profile by a homomorphic encryption scheme with a common encryption key.
Therefore, even if the user profile database falls into the hand of a hacker, the hacker can only get the
encrypted data. When a user wishes to find people in the social network, the user encrypts his/her
preferred user profile and a dissimilarity threshold and submits the query to the social networking
service provider. Based on the query, multiple servers, which secretly share the decryption key,
compare the preferred user profile with each record in the database. If the dissimilarity is less than the
threshold, the matching user’ contact information is returned to the querying user [10].

Our main contributions include

We formally define the user profile matching model, the user profile privacy and the user query
privacy. We give a solution for privacy-preserving user profile matching for a single dissimilarity
threshold and then extend it for multiple dissimilarity thresholds. we perform security analysis on our
protocols. If at least one of multiple servers is honest, our protocols achieve user profile privacy and
user query privacy. We conduct extensive experiments on a real dataset to evaluate the performance
of our proposed protocols under different parameter settings. Experiments show that our solutions are
practical and efficient.

5. SYSTEM ARCHITECTURE
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6. IMPLEMENTATION

6.1.Admin:

In this module admin will login into application with user and password. Admin will view users and
logout from application

6.2. Initiator &Responder

In this module Initiator &Responder will Register into application. Initiator &Responder will login
and search similar profiles in the same catageory.
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7. EXPECTED RESULTS
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In this paper, we proposed a new solution for privacy-preserving user profile matching with
homomorphic encryption technique and multiple servers. Our solution allows a user to find out the
matching users with the help of multiple servers without revealing the query and the user profiles.
Security analyses have shown that the new protocol achieves user profile privacy and user query
privacy. The experimental results have showed that the new protocol is practical and feasible. Our
future work is to improve the performance of computing conditional gates by parallel computation.

9. FUTURE SCOPE

safeguarding user information in contextual networks will likely involve advancements in
encryption, decentralized systems, and Al-driven privacy protection. Technologies such as
homomorphic encryption could enable computations on encrypted data without exposing sensitive
information. Decentralized identity solutions like blockchain may enhance user control over their
data. Additionally, Al algorithms could play a crucial role in dynamically adapting privacy measures
based on contextual cues and user preferences. Integrating these technologies will be key to ensuring
robust user information protection in contextual networks.
Advanced Encryption Techniques: Continued development of encryption methods, including
homomorphic encryption and quantum-resistant cryptography, to secure data both in transit and at rest.
Decentralized Identity and Access Management: Implementation of decentralized identity solutions
such as blockchain-based identity management systems to give users greater control over their personal
information and permissions.
Privacy-Preserving Technologies: Adoption of privacy-preserving technologies like differential
privacy and federated learning to enable data analysis while protecting individual user privacy.
Al-Driven Security: Utilization of artificial intelligence and machine learning algorithms for real-time
threat detection, anomaly detection, and adaptive security measures tailored to the specific context of
each user interaction.
Regulatory Compliance and Standards: Development and enforcement of robust privacy regulations
and standards, such as GDPR and emerging frameworks, to ensure organizations handling user data
adhere to strict guidelines for data protection.
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