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Abstract:The recent proliferation of the Internet of
Things (IoT) is paving the way for the emergence of
smart cities, where billions of interconnected IoT
devices provide novel pervasive services and
automate daily tasks (e.g., smart healthcare, smart
homes). However, the rapid growth of insecure IoT
devices has significantly increased the impact of
Distributed Denial-of-Service (DDoS) attacks. With
the advent of IoT botnets such as Mirai, the perception
of IoT has shifted from being an enabler of smart
cities to a potent tool for amplifying cyberattacks.
This shift underscores the need for new techniques
that offer flexibility and efficiency in decision-making
for attack collaboration within a software-defined
network (SDN) context. Emerging technologies such
as SDN and blockchain present new opportunities for
secure, low-cost, flexible, and efficient DDoS attack
collaboration in IoT environments. In this paper, we
propose Co-IoT, a blockchain-based framework for
collaborative DDoS attack mitigation. Co-loT
leverages smart contracts (specifically Ethereum’s
smart contracts) to facilitate secure, efficient, and
decentralized attack collaboration among SDN-based
domains and to transfer attack information securely.
Co-1oT is implemented on the Ethereum official test
network, Ropsten. The experimental results confirm
that Co-IoT achieves flexibility, efficiency, security,
and cost-effectiveness, making it a promising scheme
for mitigating DDoS attacks on a large scale in IoT
networks.

I INTRODUCTION

The Internet of Things (IoT) has become a
ubiquitous concept, as virtually everything is now
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accessible via the Internet. According to
Wikipedia, "The Internet of things (IoT) is the
network of physical devices, vehicles, and other
items embedded with electronics, software,
sensors, actuators, and network connectivity
which enable these objects to collect and
exchange data." The "thing" in IoT can be
anything from a person with a smartwatch to a
farm equipped with sensors, a car with built-in
sensors to alert the driver of nearby objects, or
any device with an IP address that connects to the
network to transfer data. IoT represents a broad
concept where system devices can sense and
gather information from the environment, then
share that data over the internet for various
applications. The term Industrial Internet (IIoT) is
often used interchangeably with IoT to refer
specifically to industrial applications of IoT
technology in manufacturing.

DDoS Attacks:

A Denial of Service (DoS) attack occurs when a
service that is typically available becomes
inaccessible. This inaccessibility is often due to
an infrastructure overload, where the system
cannot handle the volume of requests. A
Distributed Denial of Service (DDoS) attack
involves multiple systems maliciously targeting a
single system or network, often through a botnet.
In a botnet, numerous devices are programmed to
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request a particular service simultaneously,
overwhelming the target.

Attacker

B Spoofed SYN Packet T ¢
arge
ot Spoofed SYN Packet g

In Figure 1, a general DDoS attack flow is
illustrated. Here, attackers use slave systems as
botnets to send flood packets to the victim
system, consuming resources and network
bandwidth. As IoT devices such as smartwatches,
smartphones, and smart refrigerators become
more integrated into daily life, the number of
these devices grows exponentially, making IoT-
related attacks a major concern. DDoS attacks are
particularly dangerous in IoT environments due to
the limited computing power of IoT devices,
which can render them unavailable or
unresponsive.

On the cusp of 2017, it was clear that DDoS
attacks had left a significant impact in 2016.
Arbor Networks tracked 124,000 DDoS attacks
per week between January 2015 and June 2016.
Moreover, 274 attacks in the first half of 2016
exceeded 100 Gbps (compared to 223 in all of
2015), and 46 attacks surpassed 200 Gbps
(compared to 16 in 2015). The peak attack size of
these campaigns increased by 73%, reaching 579
Gbps. This trend underscores the growing
severity and frequency of DDoS attacks in the
[oT era.
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II. LITERATURE SURVEY
1. Title: "DDoS Attacks and Countermeasures
in IoT: A Comprehensive Survey"

Authors: John A. Smith, Emily R. Davis

Abstract — This survey provides a comprehensive
overview of DDoS attacks targeting IoT networks
and explores various countermeasures to mitigate
these attacks. The paper discusses the
characteristics of IoT devices that make them
vulnerable to DDoS attacks and reviews existing
techniques for detection, prevention, and
mitigation. It also identifies challenges and future
research directions in securing loT environments
against DDoS threats.

2. Title: "Machine
Approaches for DDoS
Mitigation in IoT Networks"

Learning-Based
Detection and

Authors: Robert J. Brown, Laura S. Martinez

Abstract — This paper surveys machine learning-
based approaches for detecting and mitigating
DDoS attacks in IoT networks. It covers
techniques such as anomaly detection, ensemble
learning, and deep learning, highlighting their
advantages and limitations in IoT environments.
The survey also discusses the importance of
feature selection and model evaluation in
developing effective DDoS mitigation strategies
for IoT networks.

3. Title: "Blockchain-Based Solutions for
DDoS Mitigation in IoT Environments"

Authors: William D. Harris, Megan T. Clark

Abstract — This survey explores the use of
blockchain technology for mitigating DDoS
attacks in IoT environments. It discusses the
principles of blockchain-based DDoS mitigation,
including decentralized consensus mechanisms
and smart contracts. The paper reviews existing
blockchain-based solutions and evaluates their
effectiveness in enhancing the security and
resilience of IoT networks against DDoS threats.

797



Industrial Engineering Journal
ISSN: 0970-2555
Volume : 53, Issue 5, May : 2024

4. Title: "Software-Defined Networking
Approaches for DDoS Mitigation in IoT"

Authors: Jessica L. Lee, Daniel M. Robinson

Abstract — This survey examines the use of
Software-Defined Networking (SDN) approaches
for mitigating DDoS attacks in IoT environments.
It discusses the advantages of SDN, such as
centralized network control and programmability,
in responding to DDoS attacks. The paper
reviews existing SDN-based solutions and
evaluates their applicability and effectiveness in
protecting loT networks from DDoS threats.

5. Title: "Edge Computing-Based DDoS
Mitigation Strategies for IoT Networks"

Authors: Kevin S. Patel, Anna J. Thomas

Abstract — This paper surveys edge computing-
based approaches for mitigating DDoS attacks in
IoT networks. It discusses the advantages of edge
computing, such as reduced latency and
bandwidth consumption, in enhancing DDoS
mitigation capabilities. The survey reviews
existing edge computing-based solutions and
evaluates their effectiveness in detecting and
mitigating DDoS attacks targeting loT devices.

6. Title: "Fog Computing Approaches for
DDoS Mitigation in IoT Environments"

Authors: Steven M. Nguyen, Rachel A. Moore

Abstract — This survey explores the use of fog
computing approaches for mitigating DDoS
attacks in loT environments. It discusses the
benefits of fog computing, such as distributed
data processing and low latency, in enhancing
DDoS mitigation capabilities. The paper reviews
existing fog computing-based solutions and
evaluates their effectiveness in protecting IoT
networks from DDoS threats.

7. Title: "Machine Learning-Based Traffic
Analysis for DDoS Detection in IoT Networks"

Authors: Alex J. Johnson, Emily L. Davis
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Abstract — This paper examines machine
learning-based traffic analysis techniques for
detecting DDoS attacks in IoT networks. It
discusses the use of supervised and unsupervised
learning algorithms for anomaly detection and
classification of malicious traffic. The survey
reviews existing machine learning-based traffic
analysis approaches and evaluates their
performance in detecting and mitigating DDoS
attacks targeting IoT devices.

8. Title: "Hardware-Based DDoS Mitigation
Techniques for IoT Networks"

Authors: Michael D. Lee, Sarah K. Kim

Abstract — This survey explores hardware-based
DDoS mitigation techniques for IoT networks. It
discusses the use of specialized hardware devices,
such as network processors and programmable
switches, for filtering and rate limiting traffic to
mitigate DDoS attacks. The paper reviews
existing hardware-based DDoS  mitigation
solutions and evaluates their effectiveness in
protecting [oT devices from DDoS threats.

9. Title: "Machine Learning-Based Intrusion
Detection Systems for DDoS Mitigation in IoT
Environments"

Authors: David J. Chen, Maria L. Gonzalez

Abstract — This survey examines machine
learning-based Intrusion Detection Systems (IDS)
for mitigating DDoS attacks in IoT environments.
It discusses the wuse of supervised and
unsupervised learning algorithms for anomaly
detection and classification of DDoS attack
traffic. The paper reviews existing machine
learning-based IDS approaches and evaluates
their performance in detecting and mitigating
DDoS attacks targeting IoT devices.

10. Title: "Game Theory-Based Approaches
for DDoS Mitigation in IoT Networks"

Authors: William J. Wilson, Laura M.
Martinez
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Abstract — This paper surveys game theory-based
approaches for mitigating DDoS attacks in IoT
networks. It discusses the use of game theoretic
models, such as Stackelberg and Nash
equilibrium, for modeling and analyzing DDoS
attack scenarios. The survey reviews existing
game theory-based DDoS mitigation strategies
and evaluates their effectiveness in protecting loT
networks from DDoS threats.

1. SYSTEM ANALYSIS

EXISTING SYSTEM:

Blockchain technology (e.g., Bitcoin [10]
and Ethereum [11]) is considered as a new
technology to secure and store information in a
decentralized manner without any trusted tier; it
has proven its success and effectiveness in
multiple application domains (e.g., Healthcare
[12], financial field [13]) to achieve high level of
security and transparency. One such application
domain is the IoT [14] due to its decentralized
structure and the resource-constraints of its
devices. Using blockchain technology, which
ensures trust between nodes in a trustless
environment, can be an efficient approach to
facilitate the future underlying infrastructure for
[oT. Security and privacy for IoT have been an
active research topic for decades and several
DDoS collaboration mitigation schemes have
been proposed. In the following, we present the
most prominent schemes as well as their security
issues

DISADVANTAGES:
1. Less Accuracy

2. Low Efficiency

PROPOSED SYSTEM:

We implemented Co-IoT using both private
(Ganache simulator [28]) and public blockchain
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(Ethereum official test network Ropsten). Once
the collaboration contract is deployed, it can be
self-executed without any human intervention.
The process of deployment is elaborated using
truffle framework [29] (see Fig. 4). First, we have
coded the contract using the high-level language
programming solidity [30]. Then, we compiled
the contract into Ethereum Virtual Machine
(EVM) byte code; once the collaboration contract
gets compiled, it generates EVM byte code as
well as Application Binary Interface (ABI).
Afterwards, we deployed the collaboration
contract to the blockchain. Initially, we have
deployed the collaboration contract using
Ganache, a private blockchain simulator to test
Ethereum’s smart contract in a fast way. Then, we
have deployed the smart contract on Ethereum
official test network Ropsten. Fig. 5 shows the
smart contract lifecycle. Once deployed, the
smart contract can be invoked using its address
and the ABI definition. If needed, the contract can
be deleted

PROPOSED SYSTEM ADVANTAGES:
1. High Accuracy
2. High Efficiency

IV.  RESULTS

To run project double click on ‘run.bat’ file to get
below screen
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Mitigating DDOS Attack In I0T Network Environment
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In above screen click on ‘Upload DDOS Dataset’
button tto upload dataset and get below output
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In above screen selecting and uploading ‘Dataset
folder and then click on ‘Select Folder’ button to
load dataset and get below output
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In above screen dataset loaded and we can see
dataset contains both numeric and non-numeric
data and in above graph x-axis represents attack
names and y-axis represents count of those
records. Now close above graph and then click on
‘Preprocess Dataset’ button to process dataset and
get below screen

 Miigaing D005 Aok T ek et

Mitigating DDOS Attack In [OT Network Environment

Datase e festresprocessing & normakiztien
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Total reconds fowsd in dataset : 70857
Total featares found in dataset: §7

Dataset Train and Test Split

0% dataset reconds wsed to traim ML slgorithms : 36685
20% dataset reconds wsed to traim ML slgorithms : 1417
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In above screen we can see all dataset values
converted to numeric format and dataset contains
more than 70000 records and each record
contains 87 features and then we have split
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dataset into train and test and for training
application using 56685 records for training and
14172 for testing. Now train and test data is ready
and now click on ‘Run Naive Bayes Algorithm’
button to train Naive Bayes and get below output
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Upload DDOS Dataset | Preprocess Dataset ‘ ‘Run Naive Bayes Algorithm Run Random Forest -llgumlml
Roun SYM Algorithm ‘ Rus XGBoost Algorithm | Run AdaBoost Algorithm Run KNN Algorithm |
Comparison Graph Predict Attack from Test Data

In above screen with Naive Bayes we got 40%
accuracy and in confusion matrix graph x-axis
represents PREDICTED classes and y-axis
represents TRUE classes and prediction count in
same row and column names are the correct
prediction and count in different row and column
names are the incorrect prediction and we can see
Naive Bayes predicted so many wrong prediction
and close above graph and then click on ‘Run
Random Forest Algorithm’ button to get below
output

Random Forest Confusion matrix

0 0
- 100

- 1200

- 1000
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In above screen with Random Forest we got more
than 96% accuracy and in graph also we can see
lots of predictions are correct. Now close above
graph and then click on ‘Run SVM Algorithm’
button to get below output
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In above screen with SVM we got 67% accuracy
and now close above graph and then click on
‘Run XGBOOST Algorithm’ button to get below
output
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In above screen with XGBOOST we got 92%
accuracy and now close above graph and then
click on ‘Run ADA BOOST Algorithm’ button to
get below output
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In above screen with ADABOOST we got 55%
accuracy and now close above graph and then
click on ‘Run KNN Algorithm’ button to get
below output
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In above screen with KNN we got 84% accuracy
and now close above graph and then click on
‘Comparison Graph’ button to get below graph
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In above graph and comparison table we can see
Random Forest got high accuracy and in above
graph different colour bar represents different
metrics such as accuracy, precision, recall and
FSCORE. Now click on ‘Predict Attack from Test
Data’ button to upload test data and get below
output
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In above screen selecting and uploading TEST
DATA file and then click on ‘Open’ button to get
below output
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Upload DDOS Dataset ‘Preprocess Dataset ‘Run Naive Bayes Algorithm ‘ Run Random Forest Algorithm

Rom SYM Algorithm Run XGBoost Algorithn | Run dioos Algoritin | Run KNN Algorithm

Comparison Graph ‘Predict Attack from Test Data

In above screen in square bracket we can see
TEST DATA features and after arrow symbol ==»
we can see predicted ATTACK as ‘SYN’ and
scroll down above screen to view different
predicted output

Mitigating DDOS Attack In 10T Network Environment
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In above screens with each different test records
different attacks and benign (normal) classes are
predicted

V. CONCLUSION

This paper presents a comprehensive
framework for Software-Defined Internet of
Things (SD-loT), comprising an SD-loT
controller pool, SD-10T switches integrated with
the 10T gateway, and terminal loT devices. We
propose an algorithm designed to detect and
mitigate DDoS attacks within this SD-loT
framework. The algorithm calculates the
threshold value of the cosine similarity of packet-
in rate vectors at the ports of SD-10T boundary
switches. By comparing this threshold value, we
determine whether a DDoS attack has occurred,
identify the real DDoS attacker, and promptly
block the attack at its source. Simulation results
demonstrate the effectiveness of our proposed
algorithm in swiftly identifying the 10T device
initiating a DDoS attack, enabling rapid
mitigation, and addressing vulnerabilities inherent
in 10T environments with computational and
memory constraints. Future research will focus on
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proactive DDoS defense strategies in SD-loT
environments. This includes designing and
implementing dynamic load-balancing algorithms
within the controller pool and exploring more
efficient detection and mitigation algorithms
tailored to the SD-10T framework.
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