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Abstract 

Data security and forensics are becoming a major issue in today’s era of advancement 

in IoT-based wireless communication networks. IoT and its many applications, 

particularly in industries, smart cities, smart homes, smart vehicles, and so on, 

communicate confidential data that helps forensic investigators inves tigate cybercrimes 

IoT devices are more susceptible to security attacks, which leads to the development of 

secure forensics methods. Tracking cybercrime in an IoT environment often requires 

investigations, for which the traditional dig ital forensics methodology may find it 

difficult to support forensic investigators due to the complexity of the Internet of Things 

network and the amount of data generated by that network. Advanced digital forensics 

frameworks and forensics tools play a major role in cybercrime investigation. This 

paper describes and analyzes digital forensics procedures and issues like identification, 

evidence-based preservation, correlation, and presentation. It uses latest literature to 

compare these issues. It presents a comprehensive review of current IoT forensics tools and 

techniques for forensics investigation. A novel forensics investigation algorithmic method 

is suggested. 

Keywords: Cyber Forensics, IoT Forensics,Digital Forensics, Digital Forensics Tools, 

Digital Forensics Pro- cess,challenges in DF Process. 

 

1  In t roduc t ion  

Cyber forensics or Digital Forensics is a branch of forensic science which deals with  the 

recovery and investigation of material found in a digital devices known as digital  

evidence, often associated with cyber crime.. Also it is a post forensic process which deals 

with the digital evidence to find out the crime and criminal involved with the 

crime[1].Digital Forensics is a process of collecting and analysing the data from com puter 

systems, storage devices, and networks in a form that presented as evidence in the 

court.[2].  Digital forensics is the science of presenting, documenting, analyz ing, 

preserving and identifying information and evidence of electronic and digital data from 

devices without hampering the user privacy. In addition, he also uses scientific techniques to 

reconstruct and explain the sequence of events. By assessing, examining and recording these 

sequences, digital forensics aims to present these illegal artefacts as evidence in court.[3] 

The main motive of digital forensics is to acquire and analyse data reviewed as part of a 

legal proceeding, while conceal, manipulate and even erase data, or target the credibility of 

the collected evidence is the motive of Anti-forensics techniques. [4] Digital evidence refers 

to the footprints left by the criminal at the compromised system can be recorded in the log 

files , in hard disk and any other places in the system which proves the crime and the 

criminal. Digital or electronic evidence is any useful information stored or transmitted in 

digital form that a party to a legal matter can use at trial.  
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2 System under Study 2.1 Digital Forensics Process 

 
Fig.  1  Digital Forensics Process Model 

The Figure 1 describe the basic five steps of the Digital forensics process which is the 

representation of the investigation process which represents all the steps of execution which 

involve identifying, acquiring, preserving, analyzing and reporting the digital evidence. 

1. Identification: This step specify the identification of initial compromised device in the 

network and all the connected systems/device to the compromised system. Then the 

extraction of digital evidence from the crime related systems is carried out. 

2. Acquisition : In digital forensics there is a rule of never ever work on the original 

evidence so in the stage of acquisition initially a duplicate copy of original digital 

evidence will created with which the acquisition process initiated.  

3. Preservation : It is an important phase of the lifecycle where the digital evidence will 

transferred from the crime scene to the analysis team for farther evidence anal ysis. So 

because the digital evidence is carried out there is a chance of evidence tampering or 

damage. Example like the hard disk contain magnetic tape which can be got damaged if 

it is near to high extension line,because of the high extension line the magnetic tape will 

rotate automatically without power supply which cause the damage of digital evidence. 

4. Analysis: In the analysis process the analysis team uses different types of autho rized 

tools and techniques to acquire the useful digital evidence by processing and interpreting 

the digital evidence collected from the crime scene. Then the analysis result acquired 

from the evidence analysis process will be interpret for the presenta tion process. 

5. Presentation: The presentation step deals with the preparation of the report for the 

result acquired from the analysis process which can be presented in the honorable court. 
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Fig.  2  IoT Forensics Working Model  

Figure 2 depicts the IoT forensics working model where it shows different tools used in difference 

steps of the forensics process to find the digital evidence for finding the criminal  Chain of custody is 

a documents that represents the people who have been entrusted with the evidence. It contain all the 

reference of all involved people, methods, tools work with the evidence everything resides with in the 

chain of custody.[5] 

2.2 Issues in Digital Forensics Process 2 .2 .1  Ident i f ica t ion:  

In the field of IoT having a complex network configuration it is very difficult to find out 

the field of damage in the network at the time of the Identification process of Digital 

Forensics Investigation . 

A report conducted by the International Data Corporation (IDC) states that the estimated 

growth of data from 2005 to 2020 is expected to be 40.000 exabytes which makes it more 

complicated.[6] 

IoT devices are mainly design to monitor the live environment that leads to gener ation of 

tremendous amount of digital data which can be stored in multiple cloud data centres where 

the investigators face a major problem of gaining access to the digital evidence from 

multiple cloud data centres due to their security protocols .  

2 .2 .2  Evidence Acquis i t ion:  

Rana et al. [7] also suggest That law enforcement agencies should organise training 

programs for their first responders in order to instruct them how to acquire digital 

evidence in a forensically sound manner.  

The term “in a forensically sound manner” is extensively used in the Digital Foren sics and 

implies that there must be a specific procedure applied while collecting the evidence 

information in order to make it usable in court  [8]  

Another extensive issue is the heterogeneous software and hardware specifications means due 

to the advancement of IoT devices different operating system and hardware are designed and 

introduced to design advance IoT devices. So that leads to a huge issue of evidence extract 

from the devices . 

2 .2 .3 Evidence Preservat ion:  

Suppose if the investigators are able to find the affected device which have important 

footprint and also gathered all the evidence , now the issue is to preserve the gathered data in 

such a way that it guarantees its integrity.  

The term “Chain of Custody” could be defined as the accurate auditing control of 

original evidence material [9]. The objective of the chain of custody is to provide clean 

information on the timing and manner in which evidence was collected, stored, analyzed and 
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presented. [10]. In IoT forensic maintaining the Chain of Custody while collecting evidence 

from multiple servers located in remote areas even complicate the process.[11] 

In table 1 all the issues in IoT Forensics Process addressed by different research paper are 

mentioned. 

Another is the lifespan of the IoT data because contentious generating data could easily 

cause data overwritten and also due to the fixed memory space causes data loss. Again there 

are some IoT devices that employ Real-Time Operating Systems(RTOS) and do not store 

the data by default[16].Again the protection of data and the transparency in the cloud 

service is a issue in the forensics investigation although the data is kept in different 

countries gaining access to those data from the data centres or to gain the access to case 

–related information will be governed by the laws of the country is a challenge at the time 

of forensics investigation . 

SlNo. Problem/Issues 

Stoyan 

ova et 

al.[1] 

Alazab et 

al.[12] 

N. Ranaet 

al. [13] 

Hany F. 

Atlamet al. 

[14] 

F. Casino 

etal.[15] 

1 

Upgradation of IoT 

devices to fight with 

cybercrime 

No No Yes No Yes 

2 
Device and Data 

Proliferation 
Yes Yes Yes No Yes 

3 Data Location Yes No No Yes No 

4 Device Type Yes No No Yes Yes 

5 

Lack of Training and 

Weak Knowledge 

Management 

Yes No Yes No Yes 

6 Data Encryption Yes Yes Yes Yes Yes 

7 

Heterogeneous 

Software and/or 

Hardware 

Specifications 

Yes No No Yes Yes 

8 

Privacy and Ethical 

Considerations by 

Accessing Personal 

Data 

Yes Yes Yes No No 

9 
Lack of a Common 

Forensic Model in IoT 
Yes No No No Yes 

10 
Securing the Chain of 

Custody 
Yes Yes No No No 

11 
The Cloud Forensic 

Problem(s) 
Yes No Yes No No 

12 

Data Protection and 

Lack of Transparency 

in Cloud Services 

Yes Yes No Yes Yes 

13 Data Storage Yes Yes No Yes Yes 

14 Legal Issues Yes Yes No No Yes 

15 
Complexity of IoT 

architecture 
No Yes No Yes Yes 
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2.2 .4  Evidence Analys i s  and  Corre la t ion  

This stage involves a thorough systematic search for evidence relating to the alleged crime 

and identifying importance, piecing together data fragments and making evidence-based 

conclusions.[17] The most of the IoT devices do not store any meta-data like time stamp , 

modification information etc which leads to the difficulties in the evidence collection by 

the investigation team . 

2 .2 .5  Evidence Presenta t ion:  

In the evidence presentation the evidence will be presented to the panel called voir dire 

those who have a minimal knowledge about cloud computing and forensics at that time to 

describe the evidence from a technical way to in a simpler way can change the actual 

meaning of evidence. 

 

3  E x i s t i n g  T o o l s  an d  M e t h o d o l o g y  i n  Io T  b a s ed  D F  Models 

3.1 OSForencics 

OSForensics is a live forensics tool which provides various features to extract evidence from 

various kinds of files including web browser,emails,text,images etc by analyzing in a live 

system. Its provide an easy and user friendly forensics tool which extract meaningful 

evidence from the system. It’s also provide features to display recent activ ity without 

effecting the system evidences that’s makes it’s a leading live acquisition tools. 

3 .2 BulkExtractor  

Its a forensic tool which used to extract and carve files from compressed files, pdf 

,incomplete and partially corrupted files and folders. It’s provides a user interface which 

for bulk extraction which also provides feature for malware analysis . Its take care of the 

evidence and intelligence data while extracting the bulk data from the devices. The main 

features provided by the BulkExtractor are data reduction method and Data Reduction by 

Selective Imaging for digital forensics analysis. Furthermore, its is useful to extract data 

from hard drives, IoT devices, optical media, camera cards etc. 

3.3 FOREMOST 

It provides console which allows to execute the process called data carving by forensic 

examiners. This process is used to regained partial or full files from a bit image based on 

their internal data structure and their headers and footers. This process is also known as 

data carving. Its also provide the option to recover only the selected type files from the 

system for the further forensics process which makes the investigator flexibility in their 

process. 

3.4 WireShark 

Wireshark is a forensics tool started in the year 1998 by Gerald Combs which is initially 

named as Ethereal later renamed in the year 2006 is an open source widely used network 

forensics packet analyzer tool with user interface used to analyze the packets in the wired 

or wireless connectivity of network simplifies to analyze the packets and connectivity in the 

network which display live or in a file which recorded the flow of packets.It also an 

important tool which serves the role of identification and gathering information about the 

protocol information and sniffing packets traversing in between the interconnected IoT 

devices.[1] 

As an efficient tools for network forensic its provides information related to the packet 

source and destination IP address as well as port information which helps the investigator to 

leads their investigation further in an correct direction.  

3.5 X-Ways 

X-Ways is a highly flexible and portable forensic tool by providing features like file 

carving, disk imaging and cloning ,extraction of lost or deleted data, ensuring data 
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authenticity, Disk cleaning ,file detection , running process acquisition, provides data 

recovery techniques and many more. 

3.6 FTK Imager 

FTK imager is a high speed multi threaded distributed processing forensics tool designed 

for data extraction from the compromised devices. By calculating the MD5 hash value its 

check the file integrity while extraction .In addition to this it also used for disk imaging 

and cloning of Hard drive, CDs , USB derives also.  

3.7 Autospy 

Autospy is an automated evidence analysis tool . by using NIST NSRL, EnCase, Hash 

Keeper, and MD5 hash database formats analyzing disc images, local drives, and 

directories to determine possible causes of an event. Its provides a user interface which display 

all the details of data which helps in investigation . It supports file -system types, such as 

NFTS, FAT12/16/32, Ext2/3/4, HFS/HFS+, ISO9660, and UFS.Most importantly it 

provides site artifact analysis and registry Analysis which makes its unique then other 

forensic tools.[12] 

3.8 MemGator  

MemGater is an open source, portable, cross platform and server tool provide a CLI 

written in Go language. Its provide a report by extracting data from the files auto matically 

which is used by the examiner at the time of memory analysis. The report may contain 

anything like details, password, process, malware detection, network connection, 

encryption key etc.[12] 

 

4  S t a t e  o f  A r t  r e s u l t  a n d  A n a l y s i s  4 .1 Algori thm 

After the systematic state of art analysis the overall forensic process with the digital 

evidences is algorithmically represented in algorithm 1.1 and 1.2 . The algorithms mimic 

a novel step by step representation of IoT forensic process as per the current industry 

standard. 
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Algorithm 1.1 defines the process of Identification, Acquisition and Preservation in the 

IoT forensics process in an algorithmic way.This phase carried out in the crime location 

where the investigators collect evidences from the devices available.Here in this phase 

maintaining the CoC is an important work which ensures the integrity of the evidence . 

 
Algorithm 1.2 is the process of analysis and report presentation where the analysis team 

extract the useful evidences to proof the crime committed by the cyber criminal by 

examining the evidence collected in the previous phase of investigation.  
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4.2  Problems and Solu t ion  

Table 2:Challenges and Suggestion in IoT Forensics  

 
To overcome the short falls found during the forensics process faced by the forensic 

investigators is depicted in table 2 as a whole. [18] [19] [20] [21] [22] [23] 

 

5 Conclusion 

Due to the constant rise of cyber crime and forensics in IoT environment emerges major 

challenges to the security researcher’s community. This paper reviews all the latest trends 

of digital forensics tools, equipments in IoT enabled digital forensic environment following 

the recent state of art literatures . Step by step forensics process is depicted with the high 

end tools to meet the cyber secured approach. A novel algorithmic approach of IoT 

forensic process is suggested to mitigate the emerging challenges . This paper can be 

extended towards IoMT and IoVT based forensics environments to deal with the cyber 

crime using ML. 
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