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ABSTRACT 

Cloud servers can scan over encrypted data without having to decode it thanks to searchable encryption. 

A user can view a subset of documents that include the keyword of their choice thanks to single-

keyword searchable encryption. For applications where several data owners upload their data and 

different users can access the data, we provide a single keyword-based searchable encryption strategy in 

this work. The system makes use of attribute-based encryption to let users access a specific portion of 

cloud data without disclosing their access credentials to the cloud server..In the random oracle model, 

the technique is demonstrated to be adaptively secure against chosen-keyword attacks. We put the plan 

into practice on a Google cloud instance, and its effectiveness was discovered to be useful in real-world 

applications.. 

1. INTRODUCTION 

Due to the availability of on-demand data and services at lower costs in an effective manner, many firms 

find that outsourcing data to the public cloud supports an appealing business strategy. To the service 

provider and service users, however, the security and privacy of data have grown to be major concerns 

as organisations employ cloud services, particularly public cloud, to achieve their business objectives. 

When sensitive information is contained in outsourced data, such as in personal health records (PHRs), 

bid information submitted for a tender, financial records of an individual or organization, and so on, the 

cloud server or unauthorized users may be able to access the data and/or infer sensitive information..One 

workable solution to the problem of data privacy and access control is to encrypt the documents prior to 

outsourcing them to a cloud storage server. Consider the use cases where several data owners upload 

their encrypted documents to public cloud storage services and various users have access to the 

documents stored on the cloud storage server. Using a fine-grained access control policy in these 

applications will enable the desired security control on document access.. 

An intriguing cryptographic technique called Attribute Based Encryption (ABE)[1] enables data secrecy 

and owner-enforced fine-grained access control. With an ABE scheme, a data owner can encrypt a 

message using a set of attribute values (such as an access policy) so that only authorized parties who 

have the necessary set of attribute values can decrypt the cypher text. A practical necessity for 

contemporary cloud storage data is the ability to explore databases with encrypted data. Many methods 

for searching over encrypted data have been introduced in the field of searchable encryption. A receiver 
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may be able to securely and arbitrarily get data from publicly available cloud storage that is of interest to 

them by using searchable encryption..For instance, a doctor may want to look up all of his patients' 

records who have been identified as having chronic renal disease and for whom he has been granted 

access to their medical information, each of which has been encrypted and uploaded by the patient. 

Single-user searchable symmetric encryption techniques cannot be applied in this situation since the 

patient must first encrypt his medical records with a secret key before sharing it with the doctor..A data 

owner, such as a patient, can create a shared secret key or search token from his master secret key and 

distribute it to the authorized users (in our example, the doctor) for searching over encrypted data. As a 

result, multi-user searchable symmetric encryption schemes [6–8] are the most effective for requiring 

searches over encrypted data and enforcing access control policies. Although these schemes can function 

in a single-sender, multiple-receiver configuration, they are unable to function effectively in a multi-

sender, multiple-receiver configuration because each data sender must securely communicate with each 

data receiver in order to distribute the secret key or search token, incurring a significant communication 

overhead..The goals of searching across encrypted data and implementing fine-grained access control 

rules can both be achieved instead by using keyword-based searching over attribute-based encrypted 

data. In scenarios with several senders and receivers, the ABE scheme performs effectively. Direct 

communication between the data owner and the data receiver is not necessary. For the purpose of 

enabling single keyword searches over attribute-based encrypted data, numerous techniques for 

keyword-based searching over encrypted data have been developed in [9–12]. The Wang et al. approach 

[9] offers single keyword searches and assigns a portion of the decryption effort to the cloud service 

provider..The search system in [10] not only allows for searching over encrypted data but also for the 

verifiability of search results. The plan in [11] offers keyword search verifiability over attribute-based 

encryption with key policy. In addition to keyword-based search operation over encrypted data, the 

developers of [12] also addressed the issues of data sharing and keyword updating. The [13] scheme 

offers a disjunctive multikeyword search option. Dong et al. [14] suggested a plan that uses an online-

offline strategy to offer an effective keyword-based searching operation over ABE. Proxy re-encryption 

(PRE) and a secret sharing scheme (SSS) are both incorporated into the [15] scheme. Nonetheless, all of 

these schemes have clearly defined access control policies..Protecting user privacy is a crucial criterion 

in order to maintain the confidentiality of the data and/or the goal of the service requested [2-5]. The 

attacker can identify the receiver by using the attributes that are revealed by the access policy that is 

connected to the encryption text in clear form. Due to this worry, the access policy is frequently 

regarded as confidential information because the cypher text shouldn't make the contents of the cypher 

text's contents obvious. For instance, in a healthcare setting, an adversary can infer information about 

the patient's ailment from the access policy of the patient's medical report..As a result, maintaining the 

privacy of data access is a practical necessity in addition to maintaining the confidentiality of the data, as 

doing so would allow one to deduce the cypher text's intended use. If an encrypted document's access 

policy is listed in plain form, the adversary will find it easier to extract the receiver information, and the 

receiver information can then be used to reveal statistical statistics about the encrypted data. The access 
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policy must be in a hidden form to solve this issue. The hidden access policy protects the confidentiality 

of the encrypted text's intent and intended readership. 

2. PROBLEM STATEMENT 

The attacker can identify the receiver by using the attributes that are revealed by the access policy that is 

connected to the encryption text in clear form. Due to this worry, the access policy is frequently 

regarded as sensitive information because the encrypted text should not make its contents visible.. 

For instance, in a healthcare organization, an adversary can infer information about the patient's ailment 

from the access policy of the patient's medical report. As a result, maintaining the privacy of data access 

is a practical necessity in addition to data confidentiality because doing so would allow one to deduce 

the cypher text's intended use.. 

If an encrypted document's access policy is published in plain form, the adversary will find it easier to 

extract the receiver information, and the receiver information can then reveal statistical statistics about 

the encrypted data. 

2.1 LIMITIATIONS  

In the literature, there are numerous attribute-based, keyword-searchable encryption algorithms. 

Unfortunately, the crucial issue of receiver anonymity is left unaddressed by these approaches.. 

3. PROPOSED SYSTEM 

We introduce a single keyword-based searchable encryption scheme (PSE) that protects privacy and has 

granular access control. The proposed PSE approach offers attribute-based encrypted data with hidden 

access rules and a keyword-based search function. The plan can be used in a situation where there are 

numerous data owners and recipients.. 

A trusted authority verifies each user's attributes and gives him a secret key according to the scheme, 

which allows each user in the system to have a set of attribute values. One of the most important aspects 

of the PSE scheme is that, after obtaining the secret key, the user can create the search query on his own 

in the form of a trapdoor by utilising the secret key supplied to him. 

3.1 ADVANTAGES 

The PSE scheme protects data confidentiality and user access rights privacy. The PSE scheme's search 

functionality has demonstrated adaptive security against chosen-keyword attacks. Over encrypted 

documents kept on CSP, the PSE method enables authorized users to obtain a subset of those 

documents. 
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4. IMPLEMENATION  

4.1 Data Owner  

The data owner uploads their data to the cloud server in this module. The data owner encrypts the file 

and the index name for security reasons before storing them in the cloud. A specific file can be deleted 

by the data encryptor. Also, he will perform the following procedures and observe the transactions based 

on the files he uploaded to the cloud. Login and Register Owners, Need cloud to grant enc key access 

and see resources, enc, browse the file, apply the ABE, and upload All uploaded files can be seen with a 

digital signature. Go over your files and update the content, Browse your files and delete them, View the 

security request and grant it. 

4.2 Data User  

User logs in to this module using user name and password. After logging in, the user requests search 

control in the cloud, searches for files using the index term, receives a search result score, and 

downloads the file. The user can view the results of a file search and perform other operations such as 

requesting a cloud-based dec and viewing the results, requesting sec key authorization from a third 

party, searching a file, and viewing the results for a certain data owner. Save the file.. 

4.3 Cloud Server  

A cloud is managed by a cloud server to offer data storage services. For sharing with Remote Users, data 

owners encrypt and store their data files on the cloud. Data consumers download and decrypt the 

encrypted data files they want from the cloud in order to access the shared data files. The cloud server 

grants permission to the data owner and user and fulfils user-submitted search queries. The personalised 

search model and the interest search model are also displayed in this section..may inspect every file 

attacker and perform the following actions examine data owners and consent, See End users and give 

permission, View the EC key and approve, Observe the Dec key and approve, View uploaded 

documents, See all files and audit owner data and send log to associated owner, See each owner- and 

user-related transaction. look at file attackers, See all attackers of file content, Chart showing file 

ranking outcomes Look at the Time Delay Results, View results for throughput 
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5. SYSTEM ARCHITECTURE 
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7. CONCLUSION 

We suggested an attribute-based searchable encryption method that protects privacy. An authorised user 

can retrieve a subset of documents, over encrypted documents stored on CSP, that satisfy his access 

privileges and relate to his chosen keyword using the suggested PSE scheme. The PSE scheme protects 

data confidentiality and user access rights privacy. Under the DBDH assumption in the random oracle 

model, the search functionality of the PSE scheme is demonstrated to be adaptively safe against chosen-

keyword attacks. The PSE system was put into practise on a Google cloud instance, and its effectiveness 

was found to be useful in real-world applications. 
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