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ABSTRACT 

Energy, agriculture, mining, transportation, and healthcare are just a few of the top industries being 

transformed by the industrial internet of things (IIoT). The Industrial Internet of Things (IIoT) 

revolutionises data collection, exchange, analysis, and decision-making by utilising sensors and 

actuators with computation and communication capabilities. Industry 4.0, which mainly relies on 

machine learning (ML) to take use of the vast interconnectedness and large volumes of IIoT data, is 

primarily driven by IIoT. Yet, ML models that are trained on private information are more vulnerable to 

hostile attacks.This study proposes the PriMod Chain framework, which combines differential privacy, 

federated machine learning, the Ethereum block chain, and smart contracts to guarantee privacy and 

trustworthiness on IIoT data. Using simulations created in Python with socket programming on a 

general-purpose computer, the viability of PriMod Chain in terms of privacy, security, dependability, 

safety, and resilience was assessed. 

1. INTRODUCTION 

A large-scale IIOT-based industry setup is made up of a number of businesses that are widely dispersed 

geographically.. 
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Human-specific sensitive private data is significantly entangled in sectors like open finance and smart 

healthcare. Because of this complexity, dispersed data collecting techniques in an IIoT-based Industry 

4.0 environment are rather difficult to implement. Sensitive data can be used to train ML models that 

potentially reveal private or sensitive information to highly skilled attackers. An adversary may 

undertake a "man in the middle" assault in order to alter the original ML knowledge that the source 

transferred. It is possible to create malicious algorithms and make them available as a part of the training 

procedures used to memorise sensitive data. Thus, trustworthiness and privacy are crucial elements of 

ML in IIoT systems. 

2. LITERATURE SURVEY 

Block chain for the IoT and industrial IoT: A review Qin Wang, Xinqi Zhu, Yiyang Ni, Li 

Gu, Hongbo Zhu . Computer Science Internet Things . 2020 

Prior to summarizing the security requirements for the development of IoT and Industrial 4.0, we first 

describe the fundamental structure and key characteristics of block chains. Then, we investigate how 

blockchain's security tools and technology can be used with the Internet of Things for Industry 4.0.. 

Blockchain Applications for Industry 4.0 and Industrial IoT: A Review TejasviAlladi, Vinay 

Chamola, +1 author Kim-Kwang Raymond Choo . Published 2019 . Business, Computer Science . 

IEEE Access 

Block chain's potential has received a lot of attention in literature and the media, particularly in the 

banking and payment sectors. At the company level, one relatively new trend is the use of blockchain as 

the foundation for immutability and internet security. Industrial Internet of Things and Industry 4.0 are 

examples of emerging application domains (IIoT).. 

Blockchain-Enabled Secure Energy Trading With Verifiable Fairness in Industrial Internet of 

Things : Meng Li, DonghuiHu, +2 authors Zijian Zhang . Published 2020 . Computer Science . 

IEEE Transactions on Industrial Informatics 

 In this article, it was suggested to develop a secure energy trading system and enhance energy 

quality for Industry 4.0 by using a block chain-based energy trading scheme to monitor and control the 

energy trading process. To preserve user privacy, we specifically use anonymous authentication, and to 

provide verifiable fairness during energy trading, we create a timed-commitments-based approach. 

3. PROBLEM STATEMENT 

The adoption of Internet of Things (IoT) devices in so many applications has raised serious questions 

about user security and privacy. Two recent examples of IIoT-based Industry 4.0 systems are real-time 

quality monitoring in additive manufacturing and fault detection and isolation in industrial processes. 

The increasing growth of cyber dangers renders the current security and privacy measures ineffective. 

https://www.semanticscholar.org/author/Qin-Wang/2116761599
https://www.semanticscholar.org/author/Xinqi-Zhu/2116313849
https://www.semanticscholar.org/author/Xinqi-Zhu/2116313849
https://www.semanticscholar.org/author/Yiyang-Ni/2387794
https://www.semanticscholar.org/author/Yiyang-Ni/2387794
https://www.semanticscholar.org/author/Li-Gu/2069590618
https://www.semanticscholar.org/author/Li-Gu/2069590618
https://www.semanticscholar.org/author/Li-Gu/2069590618
https://www.semanticscholar.org/author/Hongbo-Zhu/145538902
https://www.semanticscholar.org/author/Hongbo-Zhu/145538902
https://www.semanticscholar.org/author/Tejasvi-Alladi/1404262167
https://www.semanticscholar.org/author/Tejasvi-Alladi/1404262167
https://www.semanticscholar.org/author/Vinay-Chamola/3185174
https://www.semanticscholar.org/author/Vinay-Chamola/3185174
https://www.semanticscholar.org/author/Kim-Kwang-Raymond-Choo/2840539
https://www.semanticscholar.org/author/Kim-Kwang-Raymond-Choo/2840539
https://www.semanticscholar.org/author/Kim-Kwang-Raymond-Choo/2840539
https://www.semanticscholar.org/author/Kim-Kwang-Raymond-Choo/2840539
https://www.semanticscholar.org/author/Meng-Li/31289209
https://www.semanticscholar.org/author/Meng-Li/31289209
https://www.semanticscholar.org/author/Donghui-Hu/7352442
https://www.semanticscholar.org/author/Donghui-Hu/7352442
https://www.semanticscholar.org/author/Zijian-Zhang/1993577888
https://www.semanticscholar.org/author/Zijian-Zhang/1993577888
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As a result, hackers can use anyone on the Internet as a target. Since the resulting outputs can be used to 

predict and detect vulnerabilities in IoT-based systems, Machine Learning (ML) methods are utilised to 

generate precise outputs from huge, complicated databases..In addition, BC approaches are gaining use 

in contemporary IoT applications to address security and privacy concerns. There have been numerous 

studies on either ML algorithms or BC methods. The need for a comprehensive overview of current 

work addressing security and privacy concerns using ML algorithms and BC approaches arises from the 

fact that these research focus on either security or privacy issues using ML algorithms or BC 

techniques.. 

LIMITATIONS OF SYSTEM  

Due to a lack of block lever data verification, the system now in use leaks a lot of information. Due to a 

lack of ABE approaches, the current uses very little security and doesn't use digital signs.. 

4. PROPOSED SYSTEM 

In order to address the privacy and trust challenges of machine learning in IIoT systems, the system 

suggests a framework called PriModChain (Privacy-preserving trustworthy machine learning model 

training and sharing framework based on block chain). Differential privacy, federated learning (FedML), 

smart contracts, and the Ethereum block chain are all combined in PriModChain (EthBC). For off-chain 

data management, PriModChain makes use of the interplanetary file system (IPFS). A privacy paradigm 

known as differential privacy (DP) maximises privacy by reducing the possibility of individual record 

identification. [10]. The amount of data about a data item that can, in theory, be made available to a third 

party for analysis is limited by DP. Federated learning is a method for creating machine learning models 

from datasets that are dispersed across various sites. A distributed ledger of data records kept by 

network nodes not controlled by a single entity is known as a block chain. The blockchain's data blocks 

are linked to one another using cryptographic concepts. A block chain-based application will by default 

become transparent and attack-resistant..Ethereum is a free and open-source platform for decentralised 

applications that manage value in the digital realm. "Smart contracts" are the name for the programmes 

that execute on the Ethereum Virtual Machine (EVM). Two of the most widely used programming 

languages for creating smart contracts on Ethereum are Solidity and Vyper. A peer-to-peer distributed 

file system called IPFS offers a content-addressed block storage format with content-addressed 

hyperlinks and fast throughput. Once an agreement is reached between the distributed entities (DISTEN) 

and the central authority (CENTAUTH), the smart contract gives PriModChain transparency while 

creating the global ML model. To enforce security, EthBC ensures that this agreement is backed by the 

greatest level of data encryption.. 
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FEATURES  

The multi-key encryption protocol's security verification has been implemented, giving the system more 

power. The device PriModChain's multi-key encryption security procedures were put into use to make 

sure there were no unforeseen security flaws. 

5. ARCHITECTURE 

 

 

 

6. IMPLEMENATION 

6.1 Data Owners (DO)  : 

DO choose the access policy and use CP-ABE to encrypt the data. The servers will receive the encrypted 

data. In the system, DO are taken for honest people.. 
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6.2 Data Receivers (DR) : 

 The decryption request is sent by DR to the server, and the cypher texts are obtained online. They can 

only access the plaintexts if their attributes meet the requirements of the cypher text's access regulations. 

Data requesters and recipients may band together to gain access to data that would not otherwise be 

available separately.. 

6.3 IOT Server : 

The server is in charge of managing a sizable amount of data. DO cannot put their trust in them. Hence, 

in order to guarantee data confidentiality, DO must set the access policy. It is expected that CS will not 

work with DR.. 

6.4 Attribute Authority (AA) : 

Users must register with AA, who then evaluates their qualities and generates their secret key SK when 

necessary. It executes the Setup process and provides each DO with a master key MK and public key 

PK. It is regarded as completely reliable. 

7. RESULTS 

The above permission is given by Authority. 
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Next the Data Receiver, The operations that are performed by the Data Receiver are listed below and the 

Data Receivers should also get registered themselves before the login as same as the Data Owner. 
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8. CONCLUSION 

In an IIoT environment, we proposed a brand-new framework called PriModChain that may be utilised 

for reliable machine learning and sharing. To impose privacy and trustworthiness on ML in the IIoT, 

PriModChain combines the principles of smart contracts, blockchain, federated learning, differential 

privacy, and interplanetary file system (IPFS). While differential privacy imposes privacy on the ML 

models, federated learning serves as the overall framework for federating and sharing ML models. When 

smart contracts and the Ethereum blockchain are combined, the framework gains traceability, 

transparency, and immutability..With safe P2P content distribution, IPFS delivers immutability, low 

latency, and quick decentralised archiving. The viability of the suggested framework was examined in 

terms of privacy, security, dependability, safety, and resilience. In terms of the five pillars of 

trustworthiness, PriModChian produces good results, demonstrating that it is a workable solution for 

trustworthy privacy-preserving machine learning in IIoT systems. One of the suggested work's potential 

future directions is to research various methods for reducing latency in order to increase efficiency. 
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