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Abstract

Facial recognition is a biometric recognition technology that verifies identity using information
about human facial features so it is used for access control systems. Current access control systems are
implemented using traditional Radio Frequency Identification (RFID) technology or keys. Users must
carry an access card or key; the access card or key can be forgotten, lost, or copied by others to use an
access control system. This study proposes a multi-function facial recognition access control system
that uses Python and Intelligence RFID. The system’s facial recognition scheme uses Principal
Component Analysis (PCA) and Linear Discriminant Analysis (LDA) facial recognition algorithms.
In addition, Password systems and Bluetooth access control systems were also introduced for high-
security purposes. This project aims to design and implement a secure lab access system using a
combination of card scanning and facial recognition technology. The system will utilize a card scanner
to read identification cards, and a camera to capture facial images of users. The system uses PCA
(Principal Component Analysis) and LDA (Linear Discriminant Analysis) for facial recognition to
increase the accuracy and robustness of the facial recognition system. This addresses a problem with
current facial recognition technology, which achieves good results for different facial models under
different lighting conditions. To render the system more user-friendly and versatile, the system requires
swiping and a password. The Intelligence RFID access control function uses a high frequency (13.56
MHz) and the ISO/IEC14443-3 protocol is used for data communication between the access card and
the card reader. Using a dynamic binary search algorithm, the password is saved and read using an
EEPROM. This study uses a combination of software and hardware to allow double confirmation,
which increases the stability and accuracy of the system.

Keywords: Access control systems, principal component analysis (PCA), linear discriminant
analysis (LDA), radio frequency identification (RFID), Dynamic binary tree search algorithm, face
recognition, accuracy, and robustness.

l. Introduction

Facial recognition technology is widely used, especially in transportation hubs that require high
levels of security, such as banks, airports, railway stations, public security departments, hotels,
automotive systems, and laboratories. It is also used to ensure travel safety. An access control system
is used to control the person who enters a facility. It allows a self-managed (no human intervention)
system that allows safe areas to be separated from unsafe or public areas. Compared with other
biometric systems that use fingerprints or palm prints or the iris, facial recognition requires no contact
with the equipment and it can capture facial images at a distance. Radiofrequency identification (RFID)
technology uses the electromagnetic field in space for bidirectional transmission of data to allow non-
contact automatic identification.

Radio Frequency identification (RFID) technology uses the electromagnetic field in space for
bidirectional transmission of data to allow non-contact automatic identification. They are easy to
operate, free from external environment and human interference, and work automatically using radio
frequency identification technology, which allows communication at a long distance without direct
contact. In order to obtain an efficient facial recognition system, Two facial recognition techniques:
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principal component analysis (PCA) and linear discriminant analysis (LDA) facial recognition
algorithm. This system is also used for Raspberry Pi. Unlike a single feature extraction method, PCA
combined with LDA produces good results and has a higher precision, the facial recognition part of
this study uses PCA and LDA and the Intelligence RFID access control part uses the binary tree search
algorithm.

The motivation of the project is to improve the security of a lab by implementing a more
advanced and secure access control system that is less prone to errors and unauthorized access
compared to traditional methods such as using keys or passcodes, to reduce the time and effort required
for managing access to the lab by automating the process of granting or denying access based on a
user's ID card and face information, to take advantage of the latest technology, such as card scanners
and face recognition, to improve the security and efficiency of the lab access control system, to meet
the security and compliance requirements of the lab or organization. To provide an additional layer of
security and reduce the risk of unauthorized access, to promote the use of biometric authentication
instead of traditional methods like passwords or key-based systems.

li. Literature review

Biometric technologies are used to identify individuals based on unique physical or behavioural
characteristics. Among various biometric technologies, fingerprint recognition, face recognition, and
iris recognition are most widely used for access control. Compared to other biometric technologies,
face recognition is a convenient, non-intrusive, and cost-effective solution for access control. Recent
research has shown that integrating face recognition with other biometric technologies can further
enhance the security of access control systems. For example, combining face recognition with card
scanner technology can provide two-factor authentication, requiring both a physical token (the access
card) and biometric authentication (the user's face). A study by Zhou et al. (2020) proposed a system
that uses face recognition and smart cards to control access to sensitive laboratory areas. The system
requires users to present their smart card and verify their identity through facial recognition before
gaining access. The results of the study showed that the proposed system was effective in preventing
unauthorized access while providing a high level of convenience for authorized users. Another study
by Kuo et al. (2021) proposed a face recognition-based access control system for a university
laboratory. The system used a combination of facial recognition and RFID-based access control,
requiring users to present their ID card and verify their identity through facial recognition.

1. METHODOLOGY
3.1 Problem Statement

To develop a secure laboratory access control system that combines face recognition and card
scanner technologies to enhance the security of laboratory access control.

The proposed system should be accurate, reliable, and easy to use, while providing a high level
of security against unauthorized access.

3.2 Facial Recognition System
3.2.1 Principle Component Analysis (PCA)

Principal Component Analysis (PCA) is a popular dimensionality reduction technique in
machine learning and statistics. It is mainly used for visualizing and analysing high-dimensional
datasets. PCA can also be used for data compression, noise reduction, and de-correlation of features.
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Fig.1. PCA working flow

Data preparation is collect a set of face images and pre-process them by resizing, normalizing,
and aligning them to a standard size and orientation.

Compute the covariance matrix of the pre-processed face images, which represents the statistical
relationship between the different pixels in the images.

cov(x,x) cov(x,y)

COV (X,Y) = cov(y,x) cov(y,y)

-(1)

1 ’
cov (X, X) = E Zfor allX(X —-X ) 2 --(2)

Compute the eigenvectors and eigenvalues of the covariance matrix, which represent the
principal components and their corresponding magnitudes.

det {c — AI}=0 [Eigen values]--(3)
det{c—AI}U=0 U:[Z%] [Eigen vector]--(4)

Select the principal components: Select a subset of the eigenvectors that capture the most
variation in the data, based on their corresponding eigenvalues. This subset of eigenvectors is known
as the principal components.

Transform the data: Transform the pre-processed face images into a lower-dimensional space
using the selected principal components. This reduces the dimensionality of the face images and
simplifies the face recognition algorithm.

Train and test the face recognition algorithm: Train the face recognition algorithm using the
transformed face images and test its performance on a validation set of face images. By applying PCA
to the face images in this system, you can reduce the dimensionality of the data and improve the
accuracy and efficiency of the face recognition algorithm.
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3.2.2 Linear Discriminant Analysis (LDA)

LDA is a classification algorithm that can be used to classify data into multiple classes based on
a set of input features. In your project, LDA can be used to classify face images into authorized and
unauthorized users based on their facial features.
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Fig.2. LDA working flow

Data preparation: Collect a set of face images and pre-process them by resizing, normalizing, and
aligning them to a standard size and orientation. Also, create a labelled dataset indicating which face
images belong to authorized and unauthorized users.

Feature extraction: Extract features from the pre-processed face images, such as the distance
between the eyes, the angle of the nose, and the shape of the mouth. These features should capture the
most important aspects of the face that distinguish between authorized and unauthorized users.

Compute the class means and scatter matrices: Compute the mean feature vectors and scatter
matrices for each class, which represent the statistical properties of the feature vectors for each class.

Compute the Fisher's discriminant: Compute the Fisher's discriminant, which is a linear
combination of the feature vectors that maximizes the between-class variance and minimizes the within-
class variance. This discriminant separates the feature vectors into two classes: authorized and
unauthorized.

Classify new face images: Given a new face image, extract its features and compute its feature
vector. Then, apply the Fisher's discriminant to the feature vector to determine whether the image
belongs to an authorized or unauthorized user. By applying LDA to the face images in this project, you
can classify the images into authorized and unauthorized users based on their facial features. This
provides an additional layer of security to the access control system and helps prevent unauthorized
access to sensitive areas.

Machine learning is used to classify the traffic density level based on the output from Canny Edge
Detection and Hough Line Transform.

3.3 RFID Access Control System

Radio Frequency Identification (RFID) access control systems are security systems that use
RFID technology to control and manage access to a specific area or facility. The system typically
consists of three main components: RFID tags or cards, RFID readers, and a control panel. Radio
Frequency Identification (RFID) access control systems are electronic security systems that use radio
waves to communicate between a reader and a tag or transponder attached to a person or an object. The
primary purpose of RFID access control systems is to provide secure and efficient access to restricted
areas.
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3.4 Dynamic Binary Tree Algorithm

Dynamic binary tree algorithm is a data structure that allows efficient searching, insertion, and
deletion of data elements. In your project, the dynamic binary tree algorithm can be used to select and
implement the most appropriate access control system based on the user's preferences and the security
requirements of the lab. the dynamic binary tree algorithm can be used to select and implement the
RFID system, password system, and Bluetooth system in this project.

The steps for applying the dynamic binary tree algorithm to select and implement the access
control systems in this project are as follows: Defining the security requirements of the lab, such as the
level of security required, the types of threats that need to be protected against, and the criticality of the
data and equipment in the lab. Defining the preferences of the lab users, such as the ease of use, the
convenience, and the familiarity of the access control system. Build a dynamic binary tree that stores
the various access control systems, such as the RFID system, password system, and Bluetooth system,
as its nodes. The tree should be constructed based on the security requirements and user preferences
defined in steps 1 and 2. Traverse the dynamic binary tree to determine the most appropriate access
control system for the lab based on the security requirements and user preferences. Once the most
appropriate access control system has been selected, implement it in the lab and integrate it with the
other access control systems, such as the card scanner and face recognition algorithms. By using the
dynamic binary tree algorithm to select and implement the access control systems in this project, you
can ensure that the most appropriate system is chosen based on the security requirements and user
preferences. This helps to provide a robust and effective access control system that prevents
unauthorized access to the lab and protects sensitive data and equipment.

3.5 Flow Chart
The flow chart for the proposed system is as follows:

Fig.3. Flow chart of proposed system
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The flow chart outlines the system starts by connecting the hardware circuit to the PC and opening
the Python IDLE window. The system is implemented using Python code, which includes face
recognition algorithms to identify the user. Once the code is executed, a window appears for face
recognition. The user enters their ID and name, and the system uses the webcam of the PC to take
images of the user's face. These images are used as input for the face recognition algorithm. To train the
face recognition algorithm, the user clicks on the Train Images' button. The algorithm uses techniques
such as PCA (Principal Component Analysis) and LDA (Linear Discriminant Analysis) to train the
images. The facial database is already stored in the PC, which helps the algorithm to learn and recognize
the user's face accurately. Once the images are trained, the user can click on the "Track Images' button
to match the input image with the database. If the match is successful, the control moves to the Arduino
board.

The Arduino board acts as a decision-making board and provides three options for access control:
card scanning, password, and Bluetooth. The card scanner uses the MFRC 522 card reader to scan the
access card. If the card scan is unsuccessful, the user can use the password system. The password system
requires the user to enter a correct PIN on the matrix keyboard. If both of these systems fail, the
Bluetooth access system is used. The Bluetooth access system requires the user to install the Bluetooth
terminal app on their phone and connect it to the Bluetooth module in the circuit. The user gives the
command '1' to unlock the door. If none of the systems provide access, the process restarts, and the user
can try again.

In summary, the secure lab access system using card scanner and face recognition is implemented
using Python code and Arduino board. The system uses face recognition algorithms to identify the user,
and the Arduino board provides three options for access control: card scanning, password, and
Bluetooth. The system provides multiple layers of security to ensure that only authorized users can
access the lab.

V. Result

After running the face recognition code on the PC the below-shown window will be opened, then
enter the person ID and name and click on take images then it can take images as a database.

Fig.4. Face recognition window
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Then enter ID, and name of the person then click on Take images, it will take the images as input
through the webcam of PC. That will be shown in below figure.

Fig.5. Face database

After taking the images, click on train images and then click on track images again the PC
webcam will take the input and compare it with the database.

Fig.6. Tracking images

After the face recognition is granted, the command goes to the next authentication process is
card scanning, password, and Bluetooth system. Now it shows the option like SCAN/PIN In display if
we have a card then scan it will give access to the person.

Fig.7. RFID system

Now the password system in this we press the # key in the matrix keyboard then the process will
start.
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Fig.8. Password system

If both the systems will fail in giving access then the control goes to the Bluetooth system in the
Bluetooth module is connected to our mobile app and we give the command as 1’ then it will give
access.

Fig.9. Bluetooth system

Finally, user get the access by all these systems are implemented by using different conditions
and methods and then finally we get the access granted for the person to unlock the door for secured

Method Sample Recognition rate
PCA 200 8.6
LDA 200 90.7
PCA+LDA 200 98.9

places.

The performance of the "Secure Lab Access Using Card Scanner Plus Face Recognition™ system
can be evaluated based on several key performance metrics. Recognition accuracy is a critical
performance metric, as the system must be able to accurately recognize authorized users and deny access
to unauthorized users. The system should have a recognition accuracy of at least 95% to ensure that
only authorized users are granted access to the lab. Another important performance metric is the speed
of the face recognition algorithm and access control system. The system should be able to quickly
recognize the user's face and grant access. The system should be able to recognize the user's face and
grant access within 3 seconds to minimize waiting times and ensure a smooth user experience. The
system should be able to operate under varying lighting conditions and be able to recognize the user's
face consistently in different environmental settings, with a minimum recognition rate of 90%.

UGC CARE Group-1, Sr. No.-155 (Sciences) 108



Industrial Engineering Journal
ISSN: 0970-2555

Volume : 52, Issue 3, No. 1, March : 2023

IV.  CONCLUSION

In conclusion, Secure Lab Access Using Card Scanner Plus Face Recognition System
summarizes the main findings and results and highlights its advantages over existing systems. It
provides a comprehensive summary of the project, including its strengths and limitations, and suggests
its potential for future research and application. It will be more useful for unauthorized places and give
more security than other systems. This study designs and implements a multi-functional facial
recognition access control system that combines facial recognition technology and Intelligence RFID
technology and uses a combination of PCA and LDA facial recognition and a dynamic binary tree anti-
collision algorithm.

The system controls a user’s access using an image of the user’s face and the user’s radio
frequency identification card or input password and records the user’s data. Compared with a traditional
access control system, this system is multi-functional, simpler to operate, and highly secure. The
experimental results show that the system is feasible and can be used in offices, laboratories, and other
secure sites.
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