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Abstract 

The application of optimisation methods in steganography—the practice of concealing confidential 

information in other data—is examined in this review study. Shown that optimisation strategies work 

well to enhance steganography systems' performance, especially when it comes to maximising the 

quantity of secret data that can be concealed while minimising the influence on the cover data. The 

most recent optimisation methods for steganography like genetic algorithms, particle swarm 

optimisation, ant colony optimisation, and fruit fly optimisation, are thoroughly reviewed in this study. 

The advantages, drawbacks, and possibilities for future advancement of these approaches are also 

covered in this study. Additionally, the PSNR (Peak Signal to Noise Ratio), payload capacity, SSIM 

(Structured Similarity Index), and other metrics were compared between the state-of-the-art 

techniques. The significance of optimisation approaches in steganography and their possible influence 

on the creation of more effective and safe steganography systems are highlighted in the review's 

conclusion. 
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1 Introduction 

These days, information technology has had a huge effect on the types of online business possibilities 

that are available. New technologies have many benefits, but they can also put some businesses at risk 

when it comes to information protection. Because of this, safe data sharing is becoming more and more 

important [1]. This study aims to come up with a strong answer to this problem using image 

steganography, a powerful way to hide protected data within pictures to keep it safe from prying eyes 

[2]. Steganography is a safe way to send secret messages over networks and the internet. Because of 

this, it is very useful in many places, like the military and secret companies. When cryptography [3] 

and steganography[4] are used together, they add an extra layer of security that makes moving secret 

information safer. 

The Imperative for Secure Data Transfer: 

Making sure data transfers are safe has become very important for all types of businesses because 

cyberattacks are happening more often and are getting better. Traditional ways of encrypting data are 

useful, but they might not be enough to stop skilled attacks.  [5] Because of this, extra steps like 

steganography are becoming more and more necessary to protect private data from people who 

shouldn't have access to it and people who want to steal it. 

Image steganography is a strong way to keep information safe. 

Secret info in pictures is a great way to keep it safe when using computers.  [6] Steganography hides 

secret data by weaving protected data into. This makes it almost impossible for people to find it. [7] 

This secret layer of security makes the information being sent more private and secure, keeping it safe 

from possible breaches. 

Versatile Applications of Steganography: 

Steganography is very useful in many situations, but it is especially useful in military activities. [8] 

When dealing with private companies, steganography makes it easier for clients and service providers 

to send and receive private information safely, protecting both privacy and trust. People in the military 

use steganography to send secret messages to each other. This defends national interests and makes 

missions safer. 
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Adding to existing cryptographic methods to make them safer: 

Data that is encrypted can't be read by people who shouldn't see it. Steganography adds another layer 

of security, making it hard to find data that is hidden. [9] By using these two steps, you can make sure 

that doing business online is safer and that your important info is safer as well. Digital steganography 

is often used to show who owns multimedia content. Powerful steganography is needed to hide data in 

a safe and secure way in many multimedia programs. Figure 1 uses terms that are unique to this field 

of study to show the most common ways that steganography is used. Watermarking is an important 

part of steganography because it hides an owner's mark right into multimedia files so that the real 

owner can be found. [10] A stamp (W) is added to the source media (X) to make the marked picture 

(X'). The stamp acts as a secret mark that lets you know who owns the paper. It should be impossible 

to find and impossible to attack or change for the watermarking process to work. But sometimes, extra 

needs may mean that you need watermarking that is clear or simple to get rid of. [11] A general plan 

for steganography is shown in Figure 2. It reveals how the stamp is hidden in the original file. During 

this step, a key can be used to create a better mark, which in turn makes the information that is put in 

safer and more private. With digital steganography in multimedia programs, you can hide information, 

protect intellectual property, show who owns something, make sure the information is real, and track 

down changes that have been made. Today, strong steganography techniques are needed to protect 

intellectual property rights and make sure the accuracy of multimedia content.  

 
FIGURE 1 How to use steganography and the different terms for it [14] 

 
figure 2 Block diagram of how to hide data: encoder (A) and decoder (B) [13] 

A key that is used for steganography can also be used for cryptography. This gives the hidden message 

an extra layer of protection. Figure 1B [14] shows that once the receiver gets the stego picture X', it 

has to figure out what the message means and put the steganography process backwards to find the 
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secret mark W'. The following equations (1) and (2) show how the original cover picture X maps to 

the marking W. This helps us show the ideas behind steganography formally. When a key is used, it is 

shown between the quotes. The key is a big part of figuring out where the replacement bit goes, which 

makes the embedded message safer overall. 

 

 
In equation (1), X' is the marked image that was moved. It is made by adding the stamp W to the cover 

picture X. It is possible to attack the system even if the key is used because it is an extra input that 

guides the steganography process and helps describe where the new bit goes. The signature that was 

found on the stego picture X' is shown by W' in equation (2). The extraction process is easy when the 

key is used, and the secret mark is always found properly. I'm going to call the first cover picture X a 

"cover" image and the marked image that was moved a "stego" image. The ideas behind steganography 

are clearer when you use these mathematical notations. This makes it easier to understand and use 

properly. By using both steganography and cryptography together, information can be safely added to 

and taken out of multimedia material. They are mostly used to solve problems with multiple goal 

functions that are at odds with each other. 

These methods are based on natural processes and make it easy and quick to solve difficult optimisation 

problems. One problem with them is that it's not always possible to reach global optima [15]. This 

paper describes a new way to improve the Peak Signal-to-Noise Ratio (PSNR) in picture 

steganography that is based on bio-inspired methods. One major goal of this method is to keep the 

quality of the picture while it is being steganographed. The tests showed that the suggested way does 

raise PSNR, which means that after steganography, the picture quality is better kept. Along with that, 

the study looks into the best order to use the chosen bio-inspired algorithms in order to get the best 

outcomes. These bio-inspired algorithms can be used together to make the picture steganography 

process better and more effective. We can use their best features and get around their flaws. Exploring 

different combos helps us find the best ones, which improves the quality of steganographically changed 

pictures and makes the whole system work better.  

 

Related works 

LSB, pixel value differencing, randomised, circular, and other ideas have been put forward for digital 

steganography over the last few decades. Each has its own pros and cons. In particular, the LSB 

technique5 is the most well-known and commonly used way to hide a message inside a cover media. 

[16] This method is widely used because it is easy to understand and follow. Let's figure out what RGB 

and HSI models mean, though. The tone of something is one of its most important parts. 

People usually use variety in picture handling because of two main reasons. 

A colour is a strong way to describe a scene because it makes it easier to find things and understand 

what they look like. 

People can tell the difference between thousands of different colour shades and levels, while there are 

just too many shades of grey. 

The second one is mostly important for actual picture analysis, which is done by people. Having a 

colour model or colour system makes it easier to describe colours in a way that everyone agrees on 

when you're working with images, which is what image processing is all about. [17] The HSI model 

is what this work is mostly about. You can freely switch between the HSI colour model and the RGB 

and CMY models17 while making colours in the RGB model. This colour system worked great for 

device applications. Although the human eye is naturally drawn to red, green, and blue colours, the 

RGB system works well with them.  
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People name things that are colored by their shade, strength, and shine. [18] The shade of a color, like 

yellow, red, and orange, makes it clean. On the other hand, saturation shows how much white light 

changes the color of a clear color. One thing that is hard to measure, though, is desire. The HSI model 

splits the part of a color picture that deals with intensity from the part that deals with color (hue and 

saturation). The HSI color model is a great way to find easy-to-understand ways to process pictures 

based on color descriptions. We think RGB is the best tool for making colors, but it's not great for 

talking about colors. The HSI color model is a great way to hide important data. In RGB, all the planes 

are clearly linked, but this is not the case. It costs a little less to work with a picture in the HSI model 

when using LSB-based methods, etc., because each one is different. [19] The process of LSB is to hide 

the hidden message in the pixels of the LSB cover picture. This can be done at random or in a certain 

order, as seen in Fig. 3. Shows how the embedding process works in Equation (1). 

 

 
Figure 3 The basic concept of least significant bit (LSB). 

The stego image i is shown by SIM (i, j), the cover image is CI, and the secret message is SM. where 

j stands for column and row. [20] Anyone with an open eye can see or guess that any smooth part of a 

picture hasn't changed much24. Putting the picture on top of the secret message can be done at random 

or in a set order. Different types of picture steganography are changed so that the right amount of 

information can be hidden in the right cover objects25. 

Randomization was used by Khan et al. to come up with a cyclic image-based steganography method. 

It was hard for the people who wrote this to make sure that all of the basic requirements were met. 

They also added 4–8 KB secret notes to the text. Not all attacks can be stopped, like ones that change 

the size, add noise, crop, etc., but this is a better way to hide pictures.29. 

Rustad et al. came up with a new way to hide images that makes them more clear to the human eye. 

The LSB method is turned around and an adaptable pattern is used.  

When Cheng and Huang changed the interpolation picture and the histogram, they came up with a new 

way for encrypted image-based steganography to work both ways. As part of this study, the author 

changed the positions of the pixels in a picture using the double scrambles method. The test results 

showed that the anchoring ability and security were high31. 
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Shwe Sin et al. come up with a way to hide things using LSB and Huffman codes. The research showed 

that the method had a high ability for embedding and better security32. 

Even so, the way that was mentioned can be made better for HC, on top of these benefits. [23] The 

suggested work is built on LBP, so it doesn't see the surface and smooth pictures clearly when the EBs 

are added.  

[24] The results were surprising when it came to the area that had been changed and the plans that 

could not be carried out. Later, the work that was suggested can be linked to getting the changed bits 

back on your own and making more room for change and moving things around even more. 

Steganography with images has been used in a number of known works. Table 1 shows some studies 

that have been done on the way things are done now.  

 Table1. Image steganography criteria are used to evaluate the pros and cons of different current 

methods. 

Techniques Pros Cons Measuri

ng 

algorith

m 

    

   Capacity Securit

y 

Transparen

cy 

Temper 

protecti

on 

Computati

on 

Canny edge 

detector[16] 

High 

strength 

and 

safety 

 

Low 

quality 

and 

payload 

No Yes No Yes Yes 

Huffman 

Encoding[17]  

A high 

capacity 

and a 

good 

ability to 

blend in 

 

Secure 

less 

Yes No Yes Yes No 

Huffman 

coding and 

the LSB 

replacement[

18] 

Embeddi

ng 

ability, 

safety, 

and 

invisibilit

y 

 

Can’t 

resist 

against 

attacks 

and time 

consumi

ng 

Yes Yes Yes No No 

Adaptive 

Huffman 

code mapping 

(AHCM)[19]  

More 

safe 

payload 

 

Low 

quality 

image 

Yes  Yes

  

No No Yes 

 

To sum up, Table 1 showed a study of the different ways that are already out there using the basic 

measure of steganography. It also went into detail about the methods used, their pros and cons, major 

goal, integration process, and what each method couldn't do. Choosing the right cover object and 

making sure it meets the most important steganography criteria. Because some people tried to make a 

reliable method but only got one or two factors right. They also broke the other criteria and the 

trustworthiness between the criteria, which is an important part of steganography. [25] However, the 
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suggested algorithm is made in a way that shows which picture size is best for which secret message 

size. This is done to meet these important goals and make a reliable method. But in the next part, we'll 

talk about the suggested algorithm's whole process in more depth. 

3. Proposed Algorithm 

This section describes about the encryption and the decryption methods. Encryption Method 

(Sender's End): Step 1: Pick out the text file where the first message was written. Use the RSA 

method and the receiver's public key to encrypt the text file's information. Step 3: Choose a good cover 

picture (.jpeg file). The fourth step is to read the image's title and tail from an array file. Add the 

protected data to the end of the picture tag. Step 6: Both the sender and the user are connected with the 

internet figure 4. 

 
Figure 4 Receiver in connected to the network 
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Step 7: When the sender knows the IP address of the user, they can send the Stego-image if the IP 

address is correct. On the receiver's end, the decryption algorithm is: Step 1: Get the picture of the 

Stego. Step 2: Read the header of the picture to get the hidden message from the end of the stegoimage. 

Step 3: Make the secret key, decrypt the message that was taken, and then save it as a text file. Step 4: 

Save the written file where you want to. 

 

CONCLUSION  

Sharing information and talking to each other over the internet is an important part of every business 

and every part of life today. The idea behind our suggested method is to use a safe communication 

system to make a spread link that will protect this communication. This algorithm hides encrypted text 

using the RSA algorithm inside a JPEG image. The encrypted image file is then sent over the network. 

In this way, we combine the ideas of cryptography and steganography to trick hackers into thinking 

that the sender is sending a safe media file. Since a picture file shows up on the network as a normal 

media file, hackers don't see it as a security risk. As a cypher text, cryptography protects the data in 

this method, and steganography hides the cypher text in a picture file so that only the person who is 

supposed to see it can read it. Here, we've put the protected text at the bottom of the JPEG file that was 

picked. Going forward, our main goal will be to insert text into picture pixels. We will also try to solve 

the problem of lossy compression in JPEG images and expand our work to other image forms, such 

as.BMP, GIF, and others. 
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