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Abstract

Federated design of client application is considered as the good design for privacy preservation and
security by many software scientists. This design principle with intelligent access control can be used
to provide security and privacy in application for storage cloud to offer security, privacy, and trust in
the utilization of storage cloud. The federated application design uses intelligent access control,
advanced encryption, and the secure communication link between cloud service provider(CSP) and
users to offer the security and privacy of storage-cloud.

The paper first briefs out the need for federated design using high-level design diagrams to explain
the federated structure and behavior of the client application. The Expected results and discussion
after the implementation of the design may vary with advancement in base technology used or
hardware capacity. The paper discusses the secure client design to establishe the fact that the
federated design of an application is reasonably good in offering security and privacy. Using such
designs really helps in trusted cloud system.
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l. Introduction

Security is one non-ending business as every time one creates some security measure, an intruder
come ups with some new method to bypass or break that security measure[1]. Providing security
requires many things to consider because many time a security measure itself can become the hurdle
in application’s usage[2]. Generally, a security breach happens if an intruder gets some information
or data necessary for entering the system. Keeping such information in one place and in one piece
can make stealing it easy. Federated design promotes the placing data in different chunks at different
places. This reduces the risk of entire data theft. And it also guarantees the safety of data and system
even some data get stolen by an offender[3].

Cloud computing’s three architectures: IaaS[4],PaaS[5], and SaaS[6] require strict implementation of
security measures. Security measures[/] plays very important role in ensuring trust[8] among the
parties involved in cloud computing: Cloud Service Providers(CSP) and Cloud Users(CU). Federated
design places data in scattered and distributed manner, which automatically guarantees, upto some
extent, security to data theft[9]. Cloud computing uses SLA(Service Level agreements)s[10], [11] to
define the level of trust (security and privacy measures) and type of services with billing procedures.
SLA acts as requirement specification and legal binding doc between CSP and CU, but till date, there
is no purely SLA based security or design of cloud computing is implemented[12].

The federated design principle uses 1AM(Identity and Authentication Manaagement), Machine-
fingerprinting, advanced encryption/decryption, and data redundancy to offer maximum security and
privacy. Machine-fingerprints are stored on the user’s machine itself, causing the possibility of
registering as many machines as possible by the user. If we store the data of machine-fingerprints at
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CSP, the storage and communication overhead involved, limits the number of machines per user.
The machine-fingerprint is generated using user’s credentials, and machine’s unique information[13]
to uniquely identify the machine.
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Figure 1: Abstract flowchart for the user registration process of federated client application for
storage-cloud

1. Related Conceptual Work of Federated Client Design

The abstract view of the federated client design puts before you the basic flow of system’s control
and data, refer figure 1. This design assures security at three stages: access control, data at transit,
and data at rest[13]. First, a user is authenticated at login process using IAM. Only authenticating the
user is not sufficient to sanction him/her the complete unrestricted access to all services. It is also not
good for safety of user’s account if the account has some confidential or sensitive data. Some parts of
user’s account and some services need to be kept behind post-login authentication to offer maximum
security[14].

If some illegitimate user or third person stole the user’s login credentials, then there always remains
a chance of abuse of user’s account. To avoid this, the concept of user’s machine locking using
machine-fingerprinting is used, in which the crucial unique identification information of machine is
collected by the system at the time of registration and then converted into some unique identification
code by combining it with user’s credentials. This information is kept in irreversible encrypted
format at user’s machine itself[ 15]

Storage of machine-fingerprint at user’s machine is preferred as it saves unnecessary maintenance of
it at CSP’s end and also allows multiple machines to be locked using the machine-fingerprinting[13].
A special algorithm is necessary for the machine-fingerprinting[15]. For new machine-registration/
locking, the process is made quite difficult to be intruded by an illegitimate user as (S)he requires to
know many things than mere valid user’s username and login password, refer figure 2.
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Figure 2: Abstract flowchart for the machine locking process of federated client application within
login process

The system generates dynamically the machine-fingerprint at the time of login and compares it with
existing (stored lock) machine-fingerprint. Only on correct match user can enter into the system.
After which user is offered with secure upload and download of files (data) using advanced
encryption schemes like RSA[], SHA[] and data are stored in fragmented and distributed manner at
storage-cloud[13], [15]. The complete scenario of ‘control and data flow” of federated client design
or secure channel is depicted here using high-level abstract designs, refer figure 1, 2, and 3.

Figure 3 shows the login process in its abstract view. While figure2 is the flowchart within the login
process, when the machine is yet not locked as Cloud User’s client for the user, and user needs to
lock it by entering a pin and answering pre-stored answers to secret questions. Secret questions and
answers are the part of registration process.

To make registration process secure, a special approach of getting one attribute filled at a time is
used. Where next attribute window in registration form gets enabled only after verification and
validation of first entry. This slows down the registration process a little bit, but leaves no room for
any error in data entry, refer figurel.

Though the storage-cloud itself may not require the database, the CSP need to maintain a database
for storing the user information. To store the user information, a federated design of database using
mysql or other database need to be implemented, i.e. the user information should be stored in
different tables and in different location in data-center. Even usernames and passwords should be
stored in federated manner in different tables or databases.

Security of data becoming more and more important in this digital age. Today, almost every type of
data, from personal to financial, are stored in remote storage-clouds. Banking systems, Googledrive,
Microsoft’s Onedrive, facebook, whatsapp, etc. . . are the few examples, where one will find data of
different types. All of these data need to be kept secure, so that virtually no one except legitimate
user, can use it. Access mechanism to these data need to be strong enough, so that no one can login
in to the system inadvertently. The federated design of Client is helpful in providing the necessary
data security. It also promises the user privacy by making service accessibility only possible through
the users’ registered device. The machine-locking process can only be countered using hardware
cloning, which is non-feasible for the many hackers and intruders.
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Figure 3: Abstract flowchart for the login process of federated client or secure channel application

Il. CONCEPT DISCUSSION

The federated design of secure channel application satisfies this need of security and privacy. The
access mechanism is designed in such a way that it is machine locked and require user to enter
locking permissions before actual use of any service through client. No service is accessible without
the client. This automatically restricts unauthorized access from some unknown machine by some
intruder/hacker. The locking code is generated using irreversible encryption algorithm, which
considers several factors to create it. Locking code is kept sufficiently long and complex, making it
difficult to create it just by intelligent guessing.

The OTP based post authentication or authorization mechanism in federated design of “secure
channel application for storage-cloud” restricts the unauthorized user from further entering into the
system even if s/he got the primary user credentials. This help in saving confidential and sensitive
data of the user from theft or abuse by third party.

For data transfer (upload/download) to/from cloud storage the secure HTTP protocol is used. This
provides a security to the transmission. The data is transferred using high end encryption mechanism.
This ensures that even if the sniffer or hacker somehow managed to steal the data in transmission,
they will hardly get any real data without the decryption keys. At cloud-storage data is stored in
federated form over the SAN(Storage Area Network) of storage cloud, making it difficult to access it
without the secure channel application. Only through secure channel application, on can reassemble
the data scattered in storage-cloud.

Data are stored on storage-cloud using redundancy principle. This obviously help in reassembling it,
in case it is not stored correctly or some part of it gone missing. The redundant copy of entire data or
part of data can be used to reassemble it for user. Data is stored using user account information to
provide compartmentalization to it. This prohibits a user from reading or writing the data from/in
other user’s account, if data stored is not of public type.
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The previous research done by various researchers in providing security to storage cloud missed
either one or more point while designing the client program. The federated design of client
application successfully combined the required features of security and privacy provision. As
Intruders, hackers, and cyber criminals are inventing new ways of attack and data theft every other
day, the federated design of secure channel is one of the efficient process of the security and privacy
provision. It helps in providing maximum security and trusted computing to the user as well as to the
cloud service provider.

The federated design of secure channel is mainly in the Field of IAM to provide maximum security
to CUs for Securely storing, retrieving, and sharing their data. There is no such claim made by any
researcher in the field of security for perfect and final solution to security. With advancement of
technology a cracker or hacker may come up with some intelligent tactics or algorithm to tampered
the cloud security. This require the continuous working and research in the field of digital privacy
and security.

Failure of present IAM system is possible in future. Continuous work to better the IAM for DCS
(Distributed Computing Systems) or ‘Cloud computing storage’ is needed. This implication
emphasizes on finding new and better ways of data encryption/decryption, data sharing, and data
storage and retrievals. Future implication is to make the federated design of Secure-channel
application for storage cloud as robust as possible.

A better and clear future implications to make secure channel application more better are:

. To Find out more robust algorithms for data encryption and decryption.

To design a more fine grain architecture of data redundancy than RAID6.

To develop more intelligent ways for User Identification and authentication.

Creating a light weight and completely platform independent Secure channel application
for storage cloud; and continuously enhancing it.

V. SUMMARY AND CONCLUSION

The concept of federated design of secure channel application presented is definitely a step ahead in
the field of providing better security and privacy to cloud users. The federated design of secure
channel application for storage cloud designed here uses intelligent security features of database
management, network communication, cryptography, and data redundancy to make the data storage,
sharing, and retrieval more safe.

The CSPs need to follow the local as well as Global laws while dealing with client using SLA. Due
to the attachment of commerce and law with the cloud computing, the cloud computing is just not a
technical venture; rather it is a complete business setup. Proper CSP infrastructure involving
operations of cloud requires efficient data center, hardware, secure applications, trained persons, 24
x 7 UPS (Uninterrupted Power Supply) and good building with proper ventilation and cooling
systems.

The small companies or individuals, who are using the services of cloud need trust to store their data
of any kind on the cloud storage. To built this trust, the cloud access mechanism must be safe. And
federated design of secure channel application for storage cloud proposed and presented here, using
the existing key technologies, assures the maximum safety to the CUs regarding data storage,
sharing, and retrieval. This conclusion is derived because the Secure channel application for storage
cloud provides:

o Novel algorithms, novel application and an economical prototype model of IAM;

. Security in data sharing by exploiting the features of secure http for data communication
and sharing;

o Security in data storage, retrieval and sharing by applying principles of data redundancy
and cryptography;
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. User isolation by providing password restricted access to each user with machine locked
client applications.
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