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Abstract 

Cloud computing is one of the most attractive technologies today due to its scalable, flexible and 
Cost effective access to infrastructure and application programs. Despite these advantages, cloud 
service users (csus) still have serious concerns about data security and privacy. Currently, there are 
many Cloud service providers (csps) that offer their customers a variety of services with different 
levels of security. Due to the variety of cloud services available, it can be difficult for customers to 
decide which csp to use and which option to choose. Currently, there is no basis for csus to evaluate 
csps based on their ability to meet customer security requirements. we propose a framework and 
methodology for evaluating the security capabilities of csps based on customer security preferences. 
We demonstrate the feasibility of our security assessment framework through research. 

Keywords Cloud computing, Cloud security, Cloud auditing, Security metrics, Security index. 

1. Introduction 

The National Institute of Standards and Technology (NIST), formally defines cloud computing as a 
service model that enables convenient, on-demand network access to a large shared pool of 
configurable computing resources (e.g., networks, servers, storage, applications, and services) that 
can be rapidly provisioned and released with minimal management effort or service provider 
interaction [1]. Cloud computing is considered as a new computing paradigm that provides 
numerous advantages to ser- vice providers, developers, and customers with respect to flexibility, 
scalability, and availability at lower cost [2]. Cloud services are offered to consumers through three 
fundamental service models defined by NIST as: Infrastructure as a Service (IaaS), Platform as a 
Service (PaaS), and Software as a Service (SaaS). IaaS is a service model in which vendors offer 
computing power (e.g., virtualized computer compo- nents) and networked storage space on-
demand to consumers. PaaS, on the other hand, provides a computing platform as an on-demand 
service, upon which applications can be deployed and executed. Finally, SaaS provides consumers 
with on-demand software running on a cloud infrastructure. 

The cloud computing model allows customers to use relatively low-cost, scalable, location-
independent platforms for outsourcing one or more types of their internal IT infrastructures to a 
cloud service provider (CSP). This, in turn, allows businesses to reduce their IT costs and provide 
services to their consumers without worrying about the essential management and maintenance of 
their IT infrastructure. In spite of the several advantages that cloud computing brings, there are 
several concerns and issues that hinder the widespread adoption of this new computing paradigm 
[3]. Security and data privacy rank as the top challenges facing cloud computing, as outlined by 
recent surveys highlighting security as the greatest deterrence for the adoption of the cloud [4,5]. 
Another concern for enterprises migrating into the cloud is the colocation with potentially malicious 
tenants that can exploit side channels in shared hardware to ex-filtrate or manipulate the victim’s 
sensitive data [6]. 

In the cloud computing paradigm, once organizations join a public cloud, they have limited their 
control over major aspects of security, conferring a substantial level of trust onto the CSP [7]. This 
scenario becomes more complex when most of the security- related key factors (e.g., transparency 
or collocation) are not clear or fully available to cloud users or third party auditors. This is mainly due 
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to the fact that the current cloud computing model does not have a centralized security auditing 
framework that could be used as a bridge between cloud users and CSPs in deciding the security 
needs and data privacy preferences. 

Recent research work suggests that a major obstacle in cloud adoption is the lack of cloud 
auditability [2]. A near-real-time auditing framework is considered as the key to assuring the cloud. A 
near-real-time auditing framework provides an auditing structure that can help solve and ameliorate 
many concerns within the cloud such as issues related to data privacy, security, transparency, and 
portability [2]. Currently, most CSPs offer performance metrics to measure the physical performance 
and system usage of a cloud such as CPU utilization, latency, and network throughput. However, 
there has been little effort made on information assurance and security auditing metrics. In addition, 
the current efforts of CSPs are not enough to establish a well-defined auditing framework. To 
improve the existing cloud auditing capabilities, there is a critical need of both information 
assurance and security metrics that can be used toward building a comprehensive cloud auditing 
framework. Another major obstacle to the widespread adoption of cloud computing is the lack of 
quantitative information about the security status of a CSP. In particular, the security- related 
quantitative information helps cloud stakeholders in performing the robust and accurate cloud 
auditing of a potential CSP. All security-related issues and challenges, therefore, need to be 
addressed before a ubiquitous adoption of this new computing paradigm can happen. 

This work is the continuation of our earlier research on cloud security auditing [15]. At present, there 
is no framework that can allow CSU to evaluate service providers and rank them based on their 
ability to meet the customer’s security requirements. In this work, we propose a framework and a 
mechanism that evaluate the security strength of a CSP based on the customer’s specified security 
preferences. Specifically, we present a security evaluation framework which consists of both 
conceptual and quantitative models. In general, the conceptual model will advance the theoretical 
understanding of the security issues in cloud security auditing whereas the quantitative model will 
provide the scientific techniques to establish a security index score for any given CSP or compare 
multiple CSPs for different security preferences. In particular, the proposed security evaluation 
framework consists of the following three key components: (a) security evaluation rules, (b) security 
metrics, and (c) security index analyzer. These three subcomponents of the proposed framework will 
assist a cloud service user (CSU) in determining the final security index value for a given CSP as well 
as analyzing the security index calculations for multiple CSPs. Both security index calculations and 
their analysis for multiple CSPs will be performed using the proposed security evaluation rules. 

The security evaluation rules are envisioned as an underlying structure or a place- holder in the 
proposed framework which facilitates the (a) development of new metrics for security index 
calculations, (b) addition of new security evaluation rules for addressing different scenarios, (c) 
selection of an appropriate security metric for com- puting the security index score for a given CSP. 
The security evaluation rules will be subsequently used to analyze the security index scores for 
multiple CSPs. 

The rule-based analysis of security index scores for multiple CSPs helps a CSU in making rational 
decisions, increasing the predictability of the quality of service (QoS), and allowing the appropriate 
proactive planning if needed before migrating to the cloud. To compute a security index score for a 
CSU, many unique cloud computing security factors and subfactors will be identified. To show the 
practicality of the pro- posed metric, we provide two case studies based on the available security 
information about two well-known CSPs. The results of these case studies demonstrate how the 
proposed framework may assist a CSU in determining the overall security level of a CSP using one of 
the available security metrics with respect to the CSU’s desired security preferences. 
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Fig. 1 A stakeholder oriented security evaluation framework 

The remainder of the paper is organized as follows: In Sect. 2 of the paper, we provide the details of 
the proposed security evaluation framework. In Sect. 3, we dis- cuss the potential methods that can 
be used for computing security scores of CSPs. In Sect. 4, we derive the closed-form expressions to 
compute security scores using the linear equations. Section 5 presents a discussion on some of the 
key security factors and their relationships with cloud security auditing. In Sect. 6, we present the 
case studies and discuss the security index computation for multiple scenarios. Section 7 presents 
the related work. Finally, we conclude the paper in Sect. 8 with a brief discussion on future work. 

2. Security evaluation framework 

The proposed security evaluation framework consists of the following three main components: 
security metrics, security evaluation rules, and security index analyzer, as shown in Fig. 1. When a 
CSU wants to determine the security score of one or more CSPs, CSU defines its security preferences 
by providing weights to the top-level factors. Some of the key cloud computing top-level factors are 
discussed in Sect. 4 of this paper. The range of weights that a CSU can assign to a top-level factor to 
show its security concerns is shown in Table 1. The top-level factor may be further partitioned into 
one or more subfactors where each subfactor has a particular security score assigned by the 
database. 
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The cloud security auditors (CSAs) are responsible to populate, update, and main- tain the database 
to reflect the most appropriate security scores for the subfactors. The CSAs are assumed to be 
expert in the field of information security and they are able to determine appropriate scores for 
each subfactor based on the CSUs security require- ments and preferences. In addition, CSAs can use 
Consensus Assessments Initiatives Questionnaire (CAIQ) responses [30] from the Cloud Security 
Alliance group as a ref- erence to determine the relative importance of subfactors for a given top-
level security domain. Additionally, CSAs can use their expertise to validate these responses as well 
as determine their appropriate security scores. Table 2 shows the top-level factors and subfactors 
along with their security scores. 

Once the initial scores are determined, CSUs can then choose one of the available security metrics to 
compute security score for a CSP with respect to their security preferences. The security metrics of 
the proposed framework is envisioned as a com- ponent that should provide multiple scientific 
techniques (such as linear versus non linear methods) to CSUs for computing security scores of one 
or more CSPs. In this paper, we show how a security metric can be used to compute the security 
index scores for multiple CSPs using the linear set of equations. In general, the framework allows 
CSUs to use any method for computing security score of a CSP as long as it satisfies the proposed 
security evaluation rules. 

The security evaluation rules are envisioned as an underlying structure or a place- holder in the 
proposed framework which facilitates the (a) development of new metrics for security index 
calculations, (b) addition of new security evaluation rules for addressing different scenarios, (c) 
selection of an appropriate security metric for com- puting the security index score for a given CSP. A 
CSU can use the security evaluation rules as a guideline to determine whether the final security 
score is in compliance with one of the specified evaluation rules. If the resultant security index score 
for a given CSP does not satisfy any of the evaluation rules with respect to the client’s security 
preferences, a CSU will be notified with the recommendation of an alternative secu- rity metrics 
method. This instant feedback allows the CSU to choose an alternative security metrics (e.g., a 
security metrics based on fuzzy logic system) for computing the security index score. 

Moreover, new set of evaluation rules can be created and added into the proposed framework for 
new security metrics (e.g., one of our future research goals is to develop a full set of evaluation rules 
for a security metrics using a fuzzy logic system). Finally, the security index (SI) analyzer of the 
proposed framework allows a CSU to examine the final security scores of one or more CSPs using the 
security evaluation rules. A high-level architecture of the proposed security evaluation framework is 
shown in Fig. 1. 

3. Security metrics 

In this research work, one of our goals is to develop a security evaluation framework independent to 
specific types of methods and consequently not to restrict a CSU to one specific method for 
computing security scores for one or more CSPs. In this section, we discuss some potential 
approaches that can be used by a CSU in computing security index score of a CSP. 

4. Linear and nonlinear equations 

As shown in Fig. 1, the primary objective of the Security Metrics in the proposed framework is to 
provide different alternative methods (such as linear and nonlinear equations) to CSUs for 
computing the security scores of a CSP using their defined security preferences. For a relatively 
simple security score calculation (e.g., one CSU needs to compute the security score of a CSP by 
quantitatively defining its security preferences using the weights for the top-level factors), a set of 
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linear equations can be used. As an example, a security metric based on the linear equations is 
proposed and discussed in detail in Sect. 4 of this paper. 

However, when scenarios become complicated where multiple CSUs simultane- ously evaluating 
multiple CSPs on different security preferences for top-level factors, more generalized evaluation 
rules are needed to address all complexities. As a result, a simple set of equation may not be 
sufficient to handle the dynamics involved in complex scenarios and to provide accurate security 
scores. 

This situation becomes worse if client’s security preferences are not well defined, or the clients have 
partial or no knowledge about the top-level factors, making it hard to closely approximate the 
security scores for CSPs. To address this specific need, our proposed framework allows the 
development of new security metrics or equations (such as nonlinear equations and fuzzy logic) for 
addressing complex scenarios to provide optimal security index scores. As an example, the use of 
Fuzzy logic as one of the alternative methods to compute security score of service providers will be 
discussed briefly in the next subsection. In general, any equation can be used to compute a security 
index score for one or more CSPs as long as it satisfies the predefined security evaluation rules. The 
security evaluation rules, therefore, not only assist the development of new security metrics but also 
provide a systematic way to analyze multiple security indexes. 

5. Use of fuzzy logic in a security metric 

A Fuzzy Logic System (FLS) can be used to define nonlinear mapping on an input data set to produce 
scalar output data. In our proposed framework, the input data set will be populated by the CSU’s 
input about the top-level factors as well as the evaluation performed by the CSA for the same 
factors. The nonlinear mapping will be done by establishing the set of rules and applying to input set 
of data to produce a quantitative security index. A FLS consists of four main parts as shown in Fig. 2. 

 

Fig. 2 Fuzzy logic system and its components 

6. Security index computations using linear equations 

Security metrics are used as a quantitative way to monitor and compare the level of security and 
data privacy attained by a CSU, as well as the current security status of a computing environment 
[8]. The use of security metrics promotes transparency, informed decision making, predictability and 
proactive planning [9]. 

This section presents the details of one of the alternative methods based on liner equations as a 
security metric. The security metric can be seen as a tool for providing information about the 
security status of a given cloud vendor. The security metric is developed based on the security 
auditing factors (some of these factors are discussed in Sect. 5). The primary objective of the security 
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metric is to produce a security index that describes the overall security level accomplished by an 
evaluated cloud computing vendor. The resultant security index will give confidence to different 
cloud stakeholders and is likely to help them with their decision making, increase the predictability, 
and allow the proactive planning if needed before migrating to the cloud. 

The security metric considers a cloud user’s inputs for top-level factors for quan- tifying the level of 
cloud computing security compliance. Some of these top-level factors will be discussed in the next 
section. Before the security index value is com- puted, the proposed system will inquire its users 
about what they care most and least about regarding various aspects of the cloud computing 
environment. These various aspects of a CSP will be defined by the proposed system through 
security-related auditing factors. For example, the data privacy and security aspects of a potential 
CSP might be viewed in the context of auditing factors such as portability, colocation, and 
transparency. This is one of the reasons that why the identification of security auditing factors is 
critical since it creates new security visibility in the cloud, which helps cloud auditors in performing a 
robust cloud audit of a potential or an existing CSP. 

For instance, if transparency is considered as one of the top-level factors in secu- rity index 
computation, the user will be asked to provide its preferences for the given top-level factor. The 
security preferences of cloud user for a given factor will be spec- ified by assigning a certain weight. 
Although transparent from the user, the proposed security metric divides a top-level factor into 
multiple subfactors. The value of each subfactor is determined from system assessment of these 
subfactors with respect to each CSP. For example, portability can be divided in the following multiple 
subfactors 

 

by the proposed system: operating system, location, storage, platform, etc. To show the 
implementation of the security metric, weights for the top-level factors and the security score of 
subfactors are shown in Tables 1 and 2, respectively. 

What is most critical in computing the metric value is that each metric criterion needs to be further 
elaborated and mapped to subcriteria that will decide the system- generated score for the particular 
metric. This implies that the resultant security index will be computed by both considering the 
weights of the top-level factors (i.e., the user preferences) and the values of the subfactors (i.e., 
system assessments). 

7. Related work 
 

Research has been conducted on establishing cloud metrics and metrics-based evalua- tion 
algorithms that can be used to evaluate and compare the CSPs and assist the CSUs in decision making 
[20–23]. Zeng et al. proposed cloud service architecture to com- pare and select cloud services 
based on the adaptive performances and minimum cost as an evaluation metric [20]. Hussain et al. 
proposed a similar cloud service evaluation and selection scheme with the exception of an extended 
selection criterion (e.g., cost, pricing policy, and performance) [22]. Gui et al. proposed a 
hierarchical information model for integrating heterogeneous cloud information from different 
providers and a corresponding cloud information collecting mechanism [23]. Although, these research 
works slightly differ in their way of comparing and selecting the cloud services, they all consider 
performance metric (e.g., cost and performance benchmarks) as their pri- mary evaluation 
criterion. In this research work, our goal is to develop a framework to compare the CSPs using 
security as primary evaluation criterion. 
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There have been a few security evaluation frameworks recently proposed in the literature to 
evaluate and measure the security readiness of service providers [24–27]. For example, Habib et al. 
proposed a framework to verify and evaluate the security controls of a service provider [24]. In 
their work, authors introduced a decision model as an integral part of the framework to empower 
consumers to determine trustwor- thiness of cloud providers using both soft and hard trust 
properties. However, their proposed trust framework does not provide any means to take the 
cloud user’s feed- back into account, making their security evaluation of a CSP static. Similarly, Ko 
et al. proposed a framework to address the issues related to cloud accountability and auditability 
using detective controls via technical and policy-based approaches [25]. Their proposed scheme 
can be considered as a conceptual framework which shows abstraction of layers needed for 
accountability in cloud computing. However, no quan- titative model was presented with the scientific 
techniques to establish a security index score for any given CSP or multiple CSPs. Tariq in [26] proposed 
basic building blocks needed to develop security metrics for cloud computing. Their framework assists 
cloud users to create information security metrics, analyze cloud threats, and perform threat 
assessment. However, their proposed framework does not provide specific quantita- tive ways to 
measure the security scores of service providers. Reixa et al. proposed a methodology to evaluate 
CSPs using the Multi-Criteria Decision Making (MCDM) model [27]. However, the scope of their 
proposed scheme is limited to small-size organizations. 

Several other frameworks have also been proposed in the literature to rank the cloud services. 
Garg et al. proposed a framework for ranking cloud computing services using Service Measurement 
Index Cloud (SMICloud), which helps CSUs to find the most suitable CSP [28]. The approach 
proposed by them is mainly focused on the performance metric (e.g., execution time, cost, etc.) as 
an evaluation criterion. Our goal is to develop a framework that can evaluate the CSPs based on 
the customer’s security requirements. Rivera et al. proposed an evaluation scheme that uses fuzzy 
logic to rank the CSPs based on the customer’s evaluations of the Consensus Assessments 
Initiatives Questionnaire (CAIQ) [29]. Later, the CAIQ [30] was slightly modified to be used as a 
part of the proposed Fuzzy Likert Provider Security Measurement prototype [31]. Although CAIQ 
provides 140 security controls under eleven top-level security domains, how CSUs can objectively 
use them to find an appropriate CSP is still an open research problem. Lately, a framework was 
proposed that certify the security properties of cloud services (i.e., IaaS, PaaS, and SaaS) by using 
multiple types of evidence gathering with respect to security (e.g., testing services, monitoring 
agents or trusted computing proofs, etc.) [32]. 

Recently, a lot of research has been done to evaluate the CSPs and rank them based on their 
security readiness using the trust-based frameworks. The trust-based frameworks are critical in 
establishing the basic evaluation criteria for determining the trustworthiness of a CSP or 
comparing whether CSP A is more trustworthy than CSP B. For instance, Tian et al. proposed 
several factors that affect users’ trust on CSP [33]. The impact of these factors was evaluated 
through a survey and a statistical analysis. In [34], the authors proposed a multi-faceted Trust 
Management (TM) system architecture which identifies trustworthy CSPs in terms of different 
attributes (e.g., security, performance, and compliance) using a trust metric. Since the subjectivity 
(i.e., customer feedback, observations, and experiences) plays a critical role in trust- based 
evaluation framework, it does not appropriately support the scientific ways (i.e., quantitative 
methods) to evaluate and compare the available CSPs. 

Moreover, many schemes use the Service Level Agreement (SLA) between CSPs and CSUs as their 
evaluation criteria. Marudhadevi et al. proposed an SLA-based trust model to select the most suitable 
CSP for CSUs using performance parameters [35]. An SLA-aware trust model is proposed in [36], 
which uses the SLA management and trust techniques to provide a reliable model to select the best 
available provider among various cloud providers. In [37], a hybrid distributed trust model is proposed 
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to prevent SLA violations by identifying violation-prone services at the service selection stage. 
Recently, an SLA-based framework, SelCSP, was proposed, which combines trust- worthiness and 
competence to estimate the risk of interaction [38]. In their approach, the trustworthiness is 
computed using direct interactions or from feedbacks related to the reputations of vendors 
whereas the competence is assessed based on transparency in providers’ SLA guarantees. We 
believe that SLA can be used as one of the impor- tant factors to compare the QoS of various cloud 
providers, but it cannot be used by itself as an evaluation framework. However, it is more like a 
provider-centric approach where the entire evaluation is typically done based on the SLAs of the 
potential CSPs without considering the user’s security and QoS requirements. Since SLA varies from  
one provider to the other, it is difficult to build a single evaluation framework that can be generalized 
for all available CSPs. In addition, it puts a lot of computational burden on CSUs and requires 
skills/knowledge to compare and contrast the SLAs of potential CSPs. 

8. Future research and conclusion 
This paper presented a security evaluation framework which can be used to provide quantitative 
information to cloud users in the form of a security index. Moreover, we developed the security 
evaluation rules for a security metric that based on linear set of equations, which assist a CSU in 
analyzing the security index score of one or more CSPs as well as validating the final security 
score. We demonstrated how a security index can be calculated based on security specifications 
or preferences provided by a user, for different top-level factors. Since the internal details (e.g., 
security controls, procedures, and management policies) of cloud providers are often inaccessible 
to cloud users directly, the values of subfactors considered in the security index computation are 
assigned by a system whose input is in turn provided by either an auditor or machine. This can be 
considered as one of the primary advantages of the proposed security framework because the system 
computes the security index based on the minimum end user input. To show the practicality of the 
proposed framework, we provided two case studies according to publicly available security 
information about two well-known CSPs. The results of these case studies demonstrated the 
effectiveness of the security index in determining the overall security level of a CSP with respect to 
the security preferences of cloud users. We believe that the security index would give more 
confidence to different cloud stakeholders and is likely to help them with their decision making, 
increase the predictability of the quality of a CSP, and allow appropriate proactive planning if 
needed before migrating to the cloud. 

One of our future research goals is to develop a full set of evaluation rules for a security metrics 
based on a fuzzy logic system. The ultimate goal of our cloud security auditing research is to build a 
system that interfaces end users on one side and auditors on the other. This system will provide a 
dashboard for CSUs who are interested in the up-to-date security status of their CSPs. Some of the 
data inputs to be processed by the semi-automated cloud security dashboard include pseudo-real-
time data provided by hardware components constituting the cloud, such as the uptime of a 
hypervisor or the memory consumption of virtual machines leased to the CSUs. With the proposed 
system in place, a CSU can receive instant feedback on what the CSP is doing to keep its cloud 
service secure by simply taking a quick glance at the dashboard. 
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