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Abstract: 

Data access control is an efficient way to 

provide the data security in the cloud but due 

to data outsourcing over un-trusted cloud 

servers, the data access control becomes a 

challenging issue in cloud storage systems. 

Attribute-based Encryption (ABE) technique 

is regarded as a most trustworthy 

cryptographic conducting tool to guarantee 

data owner’s direct control on their data in 

public cloud storage. The previous ABE 

schemes involve only one authority to 

maintain the complete attribute set, which 

can bring a single-point hindrance on both 

security and performance. Paper proposed 

the design, an expressive, efficient and 

revocable decentralized manner data access 

control scheme for multi-authority cloud 

storage systems, where there are multiple 

authorities exist and every authority is able to 

issue attributes independently. 

1. Introduction: 

Now a day’s cloud computing is an 

intelligently developed technology to store 

data from number of client. Cloud computing 

allows users to remotely store their data over 

cloud. Remote backup system is the 

progressive technique which minimizes the 

cost of implementing more memory in an 

organization. It helps government agencies 

and enterprises to reduce financial overhead 

of data management. They can extract their 

data backups remotely to third party cloud 

storage providers than maintaining their own 

data centres. An individual or an 

organization does not require purchasing the 

storage devices. Instead they can store their 

data to the cloud and archive data to avoid 

information loss in case of system failure like 

hardware or software failures. Cloud storage 

is more flexible, but security and privacy are 

available for the outsourced data becomes a 

serious concern. 

To achieve secure data transaction in cloud, 

suitable cryptography method is used. The 

data owner must after encryption of the file, 

store to the cloud. If a third person 

downloads the file, they can view the record 

if they had the key which is used to decrypt 

the encrypted file. To overcome the problem 

Cloud computing is one of the emerging 

technologies, which contains huge open 

distributed system. It is important to protect 

the data and privacy of user. 

Attribute-based Encryption is one of the 

most suitable schemes for data access control 

in public clouds for it can ensures data 

owners direct control over data and provide 

a fine-grained access control service. Till 

now, there are many ABE schemes 

proposed, which can be divided into two 

categories; Key Policy Attribute-based 

Encryption (KP-ABE) as well as Ciphertext 

Policy Attribute-based Encryption 

(CPABE). In KP-ABE schemes, decrypt 

keys are combined with access structures and 

in ciphertexts it is labeled with special 

attribute sets, for attribute management and 

key distribution an authority is responsible. 

The authority may be the human resource 

department in a company, the registration 

office in a university, etc. The data owner 

defines the access policies and encrypts the 

data according to the defined policies. Every 

user will be issued a secret key reflecting its 

attributes. A user can decrypt the data 
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whenever its attributes match the access 

policies. 

Access control methods ensure that 

authorized user access data of the system. 

Access control is a policy or procedure that 

allows, denies or restricts access to system. It 

also monitors and record all attempts made to 

access a system. Access Control can also 

identify unauthorized users attempting to 

access a system. It is a mechanism which is 

very much important for protection in 

computer security. The Cloud storage is a 

very important service in cloud computing. 

The Cloud Storage offers services for data 

owners to host their data over cloud 

environment. A big challenge to data access 

control scheme is data hosting and data 

access services. Because data owners do not 

completely trust the cloud servers also they 

can no longer rely on servers to do access 

control, so the data access control becomes a 

challenging issue in cloud storage systems. 

Therefore the decentralized data access 

control scheme is introduced. 

2. Related work 

To apply fine-grained policy-based control 

over encrypted data, ABE [9], [29] has been 

introduced in the literature. Concretely, ABE 

has two main research branches: one is CP-

ABE, and the other is KP-ABE which refers 

to as key-policy ABE. This paper mainly 

deals with the former. In a CP-ABE, 

decryption key is associated with attribute set 

and ciphertext is embedded with access 

policy. This feature makes CP-ABE quite 

suitable for secure cloud data sharing 

(compared to KP-ABE). Note this is so 

because KP-ABE requires decryption key to 

be associated with access pol-icy which 

yields heavy storage cost for cloud user. 

Since the introduction of seminal CP-ABE 

[9], many works have been proposed to 

employ CP-ABE in various applications, 

e.g., accountable and traceable CP-ABE 

[22], [23], [24], [25], multi-authority [10], 

[17], outsourced CP-ABE [15], [16], [21], 

and extendable variants [34]. 

Although being able to support fine-grained 

data access, CP-ABE, acting as a single 

solution, is far from practical and effective to 

hold against EDoS attack [11] which is the 

case of DDoS in the cloud setting [11], [39]. 

Several counter-measures to the attack [12], 

[33] have been proposed in the literature. But 

Xue et al. [38] stated that the previous works 

could not fully defend the EDoS attack in the 

algorithmic (or protocol) level, and they 

further proposed a solution to secure cloud 

data sharing from the attack. However, [38] 

suffers from two disadvantages. First, the 

data owner is required to generate a set of 

challenge ciphertexts in order to resist the 

attack, which enhances its computational 

burden. Second, a data user is required to 

decrypt one of the chal-lenge ciphertexts as a 

test, which costs a plenty of expensive 

operations (e.g., pairing). Here the 

computational complex-ity of both parties is 

inevitably increased and meanwhile, high 

network bandwidth is required for the 

delivery of ciphertexts. The considerable 

computational power of cloud is not fully 

considered in [38]. In this paper, we will 

present a new solution that requires less 

computation and communi-cation cost to 

stand still in front of the EDoS attack. 

Recently, Antonis Michalas [20] proposed a 

data sharing protocol that combines 

symmetric searchable encryption and ABE, 

which allows users to directly search over 

encrypted data. To implement the 

functionality of key revocation in ABE, the 

protocol utilizes SGX to host a revocation 

authority. Bakas and Michalas [3] later 

extended the protocol in [20] and proposed a 

hybrid encryption scheme that reduces the 

problem of multi-user data sharing to that of 

a single-user. In particular, the symmetric 

key used for data encryption is stored in an 
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SGX enclave, which is encrypted with an 

ABE scheme. Similar to [20], it deals with 

the revocation problem in the context of ABE 

by employing the SGX enclave. In this work, 

we employ SGX to enable the control of the 

download request (such that the DDoS/EDoS 

attacks can be prevented). In this sense, the 

purpose and the technique of ours are 

different from that of the protocols in [3], 

[20]. 

3. Proposed System 

To achieve the security requirements of 

anonymous data sharing, confidentiality of 

shared data and access control on shared 

data, we employ the CP-ABE technique as 

the basic building block. Specifically, we 

present the construction based on the CP-

ABE scheme in due to its efficiency and 

elegant construction. To achieve the security 

requirements of anonymous download 

request and access control on download 

request, we design an effective mechanism 

that the cloud can judge whether a data user 

is authorized or not without revealing any 

sensitive information (including the identity 

of the data user, the plaintext of the 

outsourced data) to it. In the first system, the 

cloud needs the help of the authority during 

the judgement on the download request (sent 

by a data user). As a result, the authority 

needs to be always online. However, in some 

other cases in practice, the authority may not 

be always online. This leads to the second 

(enhanced) system where the authority can 

be offline after the parameter initialization 

procedure. In particular, we employ the SGX 

technique to replace the role of the authority 

during the access control on download 

request procedure. 

We now explain the rationale behind our 

proposed systems. In order to provide strong 

security and privacy guarantees for shared 

data on the cloud (that could defend the 

EDoS attack), a cloud-based data sharing 

system should support dual access control as 

described. We start from the CP-ABE system 

proposed, and adapt it to the KEM/DEM 

setting. However, simply employing the CP-

ABE construction from in the KEM/DEM 

setting is not sufficient to provide dual access 

control. New technique needs to be 

introduced such that the control of both data 

access and download request can be 

guaranteed. Different from the straw man 

solution described, we intro-duce a new 

approach to avoid using the “testing” 

ciphertext in the straw man solution. 

Specifically, we allow the data owner to 

generate a download request, which contains 

a randomized form of the secret key held by 

the data owner. The download request retains 

the “decryption capability” of the secret key 

such that it can be used to test whether the 

underlying data owner is capable to decrypt 

the shared ciphertext(s). Since the above 

mentioned component contained in the 

download request is randomized, it cannot be 

utilized to infer the owner of the secret key. 

That is, the download request enables the 

cloud to check whether the data owner of the 

download request is authorized without 

leaking the identity of the underlying data 

owner (i.e., the download request is 

anonymous). To further prevent leaking 

secret information to the cloud, the 

verification of download request needs the 

help of the authority or the enclave of Intel 

SGX. Our first system is designed for the 

case where the verification of download 

request involves the help of the authority, 

while the second system is designed for the 

case where the enclave of Intel SGX is 

involved during the verification of download 

request procedure. We note that our 

technique described above is general in the 

sense that it can be applied to most of the 

current CP-ABE constructions based on 

bilinear maps. 
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There are five entities in system as shown in 

Fig. 2, a certificate authority (CA), attribute 

authorities (AAs), data owners (owners), the 

cloud server (server) and data consumers 

(users). A global trusted certificate authority 

in the system is CA. CA sets up the system 

and also accepts the registration of all the 

users as well as AAs in the system. For each 

legal user in the system, the CA assigns a 

unique user identity to it and also generates a 

unique public key for that user. However, the 

CA do not involved in attribute management 

and creation of secret keys that are associated 

with attributes. 

For example, the CA may be the Social 

Security Administration, an independent 

agency of the United States government. 

Every user can be issued unique Social 

Security Number (SSN) as its global identity. 

Each  AA is an independent attribute 

authority that is responsible for entitling and 

revoking users attributes according to their 

role or identity in its domain. In this proposed 

scheme, every attribute is associated with a 

single AA, but each AA can manage an 

arbitrary number of attributes. And each AA 

has total control over the structure and 

semantics of its attributes. Every AA are 

responsible for generating a public attribute 

key for every attribute it manages and a 

secret key for each user reflecting their 

attributes. 

 

 

 

 

 

 

 

Fig.1: Decentralized manner data access 

controlling 

4. Conclusion 

Proposed a revocable decentralized data 

access control system can support efficient 

attribute revocation for multi-authority 

cloud storage systems. It eliminates 

decryption overhead of users according to 

attributes. This secure attribute based 

encryption technique for robust data 

security that is being shared in the cloud. 

This revocable multi-authority data access 

scheme with verifiable outsourced 

decryption and it is secure and verifiable. 

This scheme will be a promising technique, 

which can be applied in any remote storage 

systems and online social networks etc. 
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