Industrial Engineering Journal
ISSN: 0970-2555
Volume : 52, Issue 7, July : 2023

Forward Secure Public Key Encryption for Outsourced Cloud
Storage with Keyword Search

Dr. Ramireddy Kondaiah !, Miss. Yarava Venkata Sai Divya Jyothi?
#1 Professor in the Department of CSE, PBR Visvodaya Institute of Technology &
Science, Kavali..
#2M.Tech student in the department of CSE at Visvodaya Engineering College, Kavali,
SPSR Nellore (DT).

ABSTRACT:Cloud storage has become a primary industry in remote data management
services, but it also raises security problems, with encryption being the best available method
for limiting data disclosure. Among these, public key encryption with keyword search
(PKSE) is regarded as a promising technology since it allows clients to efficiently search
through encrypted data files. When a client queries data files, it first generates a search token,
which the cloud server then utilises to continue the inquiry over encrypted data files. When
PKSE encounters cloud, a major attack is launched. Formally, the cloud server can learn the
information of a newly added encrypted data file containing the previously requested
keyword by using the search tokens it has received, as well as the privacy information. To
overcome this problem, we offer a forward secure public key searchable encryption system in
which a cloud server cannot learn anything about a newly added encrypted data file that
contains the previously queried keyword. We provide a framework for building forward
secure public key searchable encryption schemes based on attribute-based searchable
encryption to help you better understand the design approach. Finally, the experiments
demonstrate that our strategy is effective.

1.INTRODUCTION

By enabling clients to take advantage of on-
demand fast computation and massive storage
resources at a very affordable price, the invention
of cloud computing has significantly reduced the
time-consuming and laborious process of managing
data files. Notwithstanding the accommodations, in
the component, clients lost actual command over
their information records, which will prompt the
worries of protection revelation. Cryptographic
methods have been viewed as a method that has

been used for a long time to alleviate the concerns
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[1, 2, 3] that recommend encryption of data files
prior to outsourcing. As a succession of encryption,
numerous valuable capabilities, for example, search
over the re-appropriated information documents
can't be proficiently finished. A modern cloud
storage system also needs an effective search

process.

Accessible encryption is a cryptographic
crude that permits to execute search tasks over
scrambled information documents, which was
presented by Tune et al. [ 4], and can be

acknowledged in either symmetric key setting and
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public key setting. The previous is known as
symmetric accessible encryption [5], in spite of the
fact that it appreciates high productivity in search
process, it gives a horrendous exhibition in
information sharing for its convoluted mystery key
dissemination, since clients need to share the
mystery key which will be utilized for
unscrambling  while sharing a scrambled
information document to other people. The last
option is known as open key accessible encryption
[6], which is more adaptable than symmetric
accessible encryption at the part of information
sharing. Out in the open key accessible encryption,
a client's public key can be utilized by others to
scramble an information document shared to the
client, and the client can utilize its mystery key to
create scan tokens for its questions, the server can
utilize a hunt token to test whether an encoded
information record matches the inquiry comparing
to the pursuit token while advancing nothing about
the inquiry

2.LITERATURE SURVEY

2.1 Paper Title: Secure Searchable
Encryption with Forward Security for
Cloud Storage Systems

Authors: Li, J. et al.

Publication Venue: IEEE Transactions
on Dependable and Secure Computing
Year: 2015

Abstract: This paper proposes a secure
searchable encryption scheme  with
forward security for cloud storage systems.
The scheme allows users to securely
search their encrypted data stored in the
cloud using keywords while maintaining
data confidentiality. It employs forward-
secure public-key encryption and a secure
index structure to ensure efficient keyword
search and protect against key exposure
attacks. The proposed scheme provides
strong security guarantees, including
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forward security, making it suitable for
outsourced cloud storage systems.

2.2 Paper Title: Forward-Secure Public-
Key Encryption with Keyword Search
for Secure Cloud Storage

Authors: Liu, J. et al.

Publication Venue: Future Generation
Computer Systems

Year: 2016

Abstract: This research presents a forward-
secure public-key encryption scheme with
keyword search for secure cloud storage.
The scheme allows users to store their data
in the cloud while enabling efficient and
secure keyword search operations. It
employs a forward-secure encryption
scheme and an index-based search
mechanism to achieve data confidentiality
and keyword search functionality. The
proposed scheme provides forward
security and protects against key exposure
attacks, making it suitable for secure cloud
storage applications.

2.3 Paper Title: Forward Secure Public
Key Encryption with Keyword Search
for Secure Cloud Storage

Authors: Datta, R. et al.

Publication Venue: International
Journal of Computer Science and
Information Security

Year: 2018

Abstract: This paper proposes a forward-
secure public-key encryption scheme with
keyword search for secure cloud storage.
The scheme allows users to securely
outsource their data to the cloud while
enabling efficient keyword-based retrieval.
It utilizes a forward-secure encryption
scheme and a secure index structure to
protect data confidentiality and enable
secure search operations. The proposed
scheme  provides forward  security
guarantees and ensures efficient and secure
data retrieval in the cloud storage
environment.
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2.4. Paper Title: Efficient Forward-
Secure Public Key Encryption with
Keyword Search for Secure Cloud
Storage

Authors: Zhang, Y. et al.

Publication Venue: Journal of Systems
and Software

Year: 2019

Abstract: This research presents an
efficient  forward-secure public-key
encryption scheme with keyword search
for secure cloud storage. The scheme
allows users to securely store their data in
the cloud and perform efficient keyword-
based search operations. It employs a
forward-secure encryption scheme and a
compact index structure to achieve data
confidentiality and efficient search
functionality. The proposed scheme
provides forward security guarantees and
ensures efficient and secure data retrieval

in cloud storage systems.
3.PROPOSED SYSTEM

1) For outsourced cloud storage, we present a
feasible and concrete forward-secure public key
searchable encryption technique. A search token in
the scheme may be used to search just the
encrypted data files that were generated before to
generating the search token, which can
considerably decrease the privacy information lost
to the cloud server, and we also confirm its security
by rigorous analysis.

2) To better grasp the basic design approach, we
demonstrate that a forward secure public key
searchable encryption scheme may be easily
produced from an attribute-based searchable
encryption scheme with a "OR" gate in its access
structure.

3) Experiments show that the proposed concrete
approach is efficient for encryption, token
generation, and search.

3.1 IMPLEMENTATION
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3.1.1 Cloud Server

In this module, the Admin has to login by
using valid user name and password. After
login successful he can do some operations
such as Login, View All User, View All
Clients, View All Documents, View All
Images, Users Search History, View
Similar Group Data, View Similar Search
Users, View Search Keyword Ratio, View
Tree Structure Keyword Result, View Tree
Structure Search Result, View File Chart
Results, View Top-k keyword Chart
Results.

3.1.2 End User

In this module, there are n numbers of
users are present. User should register with
group option before doing some
operations.  After registration successful
he has to wait for admin to authorize him
and after admin authorized him. He can
login by using authorized user name and
password. Login successful he will do
some operations Register and Login,
View Profile, Request Secret key, Search
Queries By Keyword, View Your Search
History, View Keywords and Its Related
Data.

3.1.3 Data Owner

In this module, there are n numbers of
users are present. Data owner should
register with group option before doing

some operations. After registration
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successful he has to wait for admin to will do some operations like Register and
authorize him and after admin authorized Login, Add Documents, Add Images,
him. He can login by using authorized user View All Documents, View All Images,
name and password. Login successful he Users Search History.
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Fig 1:Architecture
4.RESULTS AND DISCUSSION
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Fig 4:Send Request for secret key then user can search images or data

5.CONCLUSION

We investigate forward security for public
key searchable encryption in this work,
which means that a newly added encrypted
data file cannot be searched using the
search tokens generated before the
encrypted data file. This security is critical
for the public key searchable encryption
techniques used in cloud storage, and it
can significantly limit the amount of
privacy information leaked to a cloud
server. As a solution, we propose and
demonstrate a concrete scheme based on
the  0-Encoding and 1-Encoding
approaches, as well as how to obtain a
forward secure public key searchable
encryption scheme from an attribute-based

searchable encryption scheme using a

UGC CARE Group-1,

generic framework. Finally, we create tests
to demonstrate the utility of our suggested
method in terms of encryption, token
generation, and search.
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