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ABSTRACT: 

Medical imaging is critical for medical diagnosis, and the delicate nature of medical images needs 

stringent security and privacy safeguards. Medical photos should be secured before being outsourced 

in a cloud-based medical system for the Healthcare Industry. However, at the moment, running 

queries over encrypted data without first performing the decryption step is difficult and impractical..  

We present a secure and efficient approach for determining the precise nearest neighbour over 

encrypted medical photos in the project. Instead of measuring the Euclidean distance, we reject 

candidates by computing the lower bound of the Euclidean distance, which is connected to the data's 

mean and standard deviation. In contrast to most previous systems, ours can determine the precise 

nearest neighbour rather than an approximation. We then assess our proposed method to see if it is 

useful. 

1.INTRODUCTION 

CLOUD computing is becoming a norm in our 

society, and in such a deployment, the data 

owner can outsource databases and 

management functionalities to the cloud 

server. The latter stores the databases and 

supplies access mechanisms to query and 

manage the outsourced database. This allows 

data owners to reduce data management 

expenses and improve quality of service. 

However, the cloud may not be fully trusted 

because it may leak sensitive information to 

unauthorized entities (e.g., compromised) or 

foreign government agencies. The rapid 

evolution of cloud computing is 

revolutionizing e-Health and the whole 

Industry 4.0 in the field of healthcare. The 

cloud-based electronic healthcare system is 

one popular application for Healthcare 

Industry 4.0. A well-designe electronic 

healthcare system can obviously improve the 

quality of access and experience of healthcare 

users. In recent years 
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2.LITERATURE SURVEY 

The Literature review plays a very important 

role in the research process. It is a source from 

here research ideas are drawn and developed 

into concepts and finally theories. It also 

provides the researchers a bird’s eye view 

about the research done in that area so far. 

Depending on what is observed in the 

literature review, a researcher will understand 

where his/her research stands. Here in this 

literature survey, all primary, secondary and 

tertiary sources of information were searched. 

A literature survey or literature review means 

that researcher read and report on what the 

literature in the field has to say about the topic 

or subject. It is a study and review of relevant 

literature materials in relation to a topic that 

have been given.  

1) Title: Computation partitioning for 

mobile cloud computing in big data 

environment Authors: J Li and D Yi 

 Description: The growth of Mobile cloud 

computing (MCC) is challenged by the need to 

adapt to the resources and environment 

available for mobile clients while working 

with the dynamic changes of network 

bandwidth. In this project, propose a model of 

computation partitioning for stateful data in 

the dynamic environment that will improve 

performance. First, constructed a model of 

stateful data streaming and studied the method 

of computation partitioning in a dynamic 

environment and developed a definition of 

direction and calculation of the segmentation 

scheme, including single frame data flow, task 

scheduling and executing efficiency. Second, 

we proposed a computation partitioning 

method for Single frame data flow and 

determined the data parameters of the 

application model, the computation 

partitioning scheme, and the task and work 

order data stream model 

2) Title: Model-driven safety analysis 

of closed-loop medical systems  

Authors: J M Goldman and I Lee  

Description: In modern hospitals, patients are 

treated using a wide array of medical devices 

that are increasingly interacting with each 

other over the network, thus offering a perfect 

example of a cyber-physical system and study 

the safety of a medical device system for the 

physiologic closed-loop control of drug 

infusion. The main contribution of the project 

is the verification approach for the safety 

properties of closed-loop medical device 

systems and demonstrate, using a case study, 

that the approach can be applied to a system of 

clinical importance. Our method combines 

simulation-based analysis of a detailed model 

of the system that contains continuous patient 

dynamics with model checking of a more 

abstract timed automata model.  
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3) Title: Ubiquitous data accessing 

method in IoT-based information system 

for emergency medical services  

Authors: B Xu and J Hu  

Description: The rapid development of 

Internet of things (IoT) technology makes it 

possible for connecting various smart objects 

together through the Internet and providing 

more data interoperability methods for 

application purpose. Recent research shows 

more potential applications of IoT in 

information intensive industrial sectors such as 

healthcare services. However, the diversity of 

the objects in IoT causes the heterogeneity 

problem of the data format in IoT platform. 

Meanwhile, the use of IoT technology in 

applications has spurred the increase of real-

time data, which makes the information 

storage and accessing more difficult and 

challenging. In this research, first a semantic 

data model is proposed to store and interpret 

IoT data. Then a resource-based data 

accessing method (UDA-IoT) is designed to 

acquire and process IoT data ubiquitously to 

improve the accessibility to IoT data resources 

3.PROPOSED SYSTEM 

• To locate the exact nearest neighbor in 

encrypted medical images that have been 

outsourced, we propose a method that is both 

effective and efficient. 

• In particular, we propose a safe and effective 

solution to the problem of exact nearest 

neighbor search on encrypted medical images 

in the project. Dynamic updates are supported 

by our plan. It permits information clients to 

effortlessly add or erase clinical pictures at 

whatever point important. 

 

• Permitted users should also send their 

encrypted requests to the cloud for evaluation 

to safeguard query privacy. Even though the 

data and queries are encrypted, the cloud—or 

a malicious insider—can still obtain private 

information about the actual data items by 

analyzing the data access patterns. 

• Rather than ascertaining the Euclidean 

distance, we reject competitors by figuring the 

lower bound of Euclidean distance that is 

connected with the mean and standard 

deviation of information. 

• The proposed system's scalability 

performance is satisfactory. Also, the unique 

changes to the data set no affect our 

calculation. 

3.1 IMPLEMENTATION 

Data Owner 

 

In this module, the data owner Collect Patient 

data and Upload to Cloudlet like pid, pname, 

paddress, pcno, pemail, ppulse, pecg, 
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pSymptoms, brwose and attach about 

symptoms with Digital sign, add 

pimage(Encrypt all parametes except pname) 

and View all patient collect data in enc format 

with digital sign. 

Server A 

 

 

The server-A manages which is to provide 

data storage service for the wearable devices 

and also View all patients and authorize and 

View all doctors and authorize ,Vliew all 

patient Cloudlet data with enc format ,View 

Patient data access request and authorize 

,View all Cloudlet Intruders details and View 

patient details recovered details ,View No.Of 

same symptoms in Chart(Symptom name vs 

No. Of Patients), View No.Of Patients refered 

same doctor in Chart(Doctor name vs No.Of 

Patients). 

Data User 

 

 

In this module, the patient Register and Login, 

View profile ,Request Data Access permission 

from cloudlet and view Response, Access 

Your data and select doctor from combo box 

and send to corresponding doctor and View 

doctor response with Medical prescription, 

Verify your data and recover and View and 

delete your details. 

Server-B 

 

 

The Server-B is the one who will perform the 

following operations such as Register and 

Login, View Profile, View patient details and 

give solution like Medicine details, Medical 

prescription details View all patient Medical 

prescription Details. 
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Fig 2:Server-A Main Page 

5.CONCLUSION 

Cloud-based electronic healthcare systems will 

become more popular, owing to their capacity 

to share and access data in real-time between 

organisations (for example, between medical 

practitioners and healthcare providers) and 

countries. One process becomes difficult, if 

not impossible. 

We provided a secure and efficient approach 

for locating the precise nearest neighbour over 

encrypted medical photos stored on a remote 

cloud server in the project. Our technique 

securely computes the lower bound of the 

squared Euclidean distance between a data 

point in the database and the query performed 

by a legitimate user in order to reject candidate 

data points. The effectiveness of our method is 

assessed using real-world medical photos. 
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