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ABSTRACT _ Trust in online social networks (OSNs) is crucial for a variety of purposes,
including online marketing and network security. However, it is a difficult subject to solve
due to the difficulty of dealing with complicated social network topologies and conducting
reliable assessments in these topologies. To overcome these issues, we propose the three-
valued subjective logic (3VSL) model of trust. 3VSL correctly captures the uncertainties in
trust and can thus compute trust in arbitrary graphs. We theoretically demonstrate 3VSL's
capability and correctness in various OSN topologies using the Dirichlet-Categorical (DC)
distribution. We further create the AssessTrust (AT) method based on the 3VSL model to
reliably compute the trust between any two users connected in an OSN. 3VSL is validated
using two real-world OSN datasets: Advogato and Pretty Good Privacy (PGP). According to
the experimental results, 3VSL can accurately simulate the trust between any pair of distantly

connected users in Advogato and PGP.
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) _ makes it possible to find potential friends.
friends of friends they may not have o
_ _ . In remote organization space, trust can
previously known and strengthening their ) _ o
] ] ) assist a phone gadget with finding
connections with known friends. Almost ) )
o dependable friends to hand-off its
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Given  the  previously  mentioned
applications, one bewildering issue is how
much a client can trust one more client in
an OSN. This paper concerns the basic
issue of trust appraisal in OSNs: How can
users' trust be modeled and calculated

using an OSN?

Trust is generally considered as notoriety
or the likelihood of a client being
harmless. In online marketing, users rate
one another based on how they interact
with one another. As a result, the trust of a
user can be determined by the sum of their
ratings. However, in the context of
2.LITERATURE SURVEY
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network security, a user's trust is defined
as the likelihood that they will continue to
act normally in the future. From the
perspective of a trustor, we define trust as
the probability that a trustee will act in
accordance with expectations [10, 11]. In
this case, the trustor wants to know how
trustworthy the trustee is because both
parties regularly use an OSN. Because of
its broad definition, trust can be used in
numerous contexts. We likewise accept
that confidence in not set in stone by
genuine proof, i.e., cognizance based trust

[12], isn't viewed as in this paper.

Study | Authors | Year Methodology

Key Findings

1 Liuetal. | 2012 | Survey and Identified factors influencing trust in online social
analysis networks: reputation, similarity, expertise,
recommendation, and privacy settings.
2 Jinetal. | 2014 | Experiment and Proposed a trust model based on social
modeling relationships, user behaviors, and information

propagation. Found that user behavior and
network structure significantly impact trust

assessment.
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Wang et | 2015 | Data mining and Developed a trust inference algorithm using user

al. analysis interaction data. Showed that trustworthiness can
be inferred based on users' behaviors and
relationships in social networks.

Zhou et | 2017 | Machine learning | Employed machine learning techniques to predict

al. and simulation trust levels in online social networks.
Demonstrated the effectiveness of the proposed
model in accurately predicting trust.

Chenet | 2018 | Sentiment analysis | Analyzed sentiment and network characteristics to

al. and network evaluate trustworthiness. Found that sentiment

analysis polarity and network structure influence trust

perception.

Lietal. | 2019 | Deep learning and | Proposed a deep learning model combined with

graph analysis graph analysis to assess trust in online social

networks. Achieved improved accuracy in trust
prediction compared to traditional methods.

Zhang et | 2020 | Game theory and | Applied game theory principles and trust metrics

al. trust metrics to quantify trustworthiness. Explored the impact
of strategic behavior on trust assessment in social
networks.
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3.PROPOSED SYSTEM

Based on the 3VSL model, the system
proposes AssessTrust (AT), a trust
assessment method. The AT algorithm
decomposes the trustor-trustee network as
a parse tree that offers the correct order of
executing trust operations to construct the
indirect trust between the two users. The
trust operations available in trust
computation are the discounting and
combining operations in this case. AT has
been shown to be capable of precisely
computing the trust between any two users
linked in an OSN by leveraging these two
procedures. AT provides more accurate
trust assessments than topology- and
graph-based methods because 3VSL
considers uncertainty in trust

appropriately..

However, because AT tries to compute
indirect trust between users, it beats
probability-based models that just focus on
direct trust. The findings of the
experiments show that AT produces the
most accurate trust evaluation results. AT
gets F1 scores of 0.7 and 0.75,
respectively, using the Advogato and
Pretty Good Privacy (PGP) datasets. AT
can rank users depending on their levels of

trust. The Kendall's tau coefficients are

UGC CARE Group-1,

Industrial Engineering Journal

Volume : 52, Issue 7, July : 2023

used to assess the correctness of the
ranking outcomes. Experiment results
demonstrate that in Advogato and PGP,
AT offers 0.73 and 0.77 kendall's tau

coefficients, respectively.
3.1 IMPLEMENTATION
OSN Server

In this module, the Admin has to login by
using valid user name and password. After
login successful he can perform some
operations such as Login, View All Users,
Add Filter, View All Friend Request and
Response, View All Opinions, View All
Ratings, View All Un trust Assessment
Details, View All Trust Assessment

Details,View All Ratings Results.
Friend Request & Response

In this module, the admin can view all the
friend requests and responses. Here all the
requests and responses will be displayed
with their tags such as Id, requested user
photo, requested user name, user name
request to, status and time & date. If the
user accepts the request then the status will
be changed to accepted or else the status

will remains as waiting.
Social Network Friends

In this module, the admin can see all the

friends who are all belongs to the same
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site. The details such as, Request From,
Requested user’s site, Request To Name,

Request To user’s site.
All Recommended Posts

In this module, the admin can see all the
posts which are shared among the friends
in same and other network sites. The
details such as post image, title,
description, recommend by name and

recommend to name.
User

In this module, there are n numbers of
users are present. User should register
before performing any operations. Once
user registers, their details will be stored to
the database. After registration successful,
he has to login by using authorized user

name and password. Once Login is
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successful user can perform some
operations like Register and Login, View
My Profile, Search Friends And Request,
View Friend Requests By Me, View
Friend Requests By Others, View All
Friends and Feed Opinion, Give Rating.

Searching Users

In this module, the user searches for users
in Same Site and in Different Sites and
sends friend requests to them. The user can
search for users in other sites to make

friends only if they have permission.
Adding Posts

In this module, the user adds posts details
such as title, description and the image of
the post. The post details such as title and
description will be encrypted and stores

into the database.

246



Industrial Engineering Journal

ISSN: 0970-2555

Volume : 52, Issue 7, July : 2023

Store aid retrievals|

~
.

.
a LY

Database T
e — Register and Login,

View My Profile,

Search Friends And Request,
View Friend Requests Bv Me,
View Friend Requests By Others,

View All Friends and Feed Opinion,
Give Rating.

Fig 1:Architecture

4. RESULTS AND DISCUSSION
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Fig 3:Trust Assessment

5.CONCLUSION

For the purpose of modeling and
calculating trust between any two users
connected within OSNSs, the three-valued

subjective logic is proposed in this paper.
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3VSL introduces the uncertainty space to
store evidence that is distorted from
particular spaces as trust spreads through a
social network and to track evidence as
multiple trusts combine. We find that

distorting and original opinions differ in
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that distorting opinions are so unique that
they can be used in trust computation,
whereas original opinions cannot. The
subjective logic model is unable to deal
with complex topologies, but this property
makes it possible for 3VSL to.

We design the AT algorithm to
calculate the trust between any two users
in an OSN using 3VSL. We demonstrate
that AT can correctly compute a parsing
tree by decomposing an arbitrary topology
in a recursive manner. How to estimate the
value of evidences is an open question for
3VSL and Opinion Walk. Probabilistic
graphic models and neural network models
provide additional research and solutions
to this problem [114].

Through
verify both 3VSL. The results of the
evaluation show that 3VSL accurately

experiments,  we

models computing trust in complex OSNSs.
The AT algorithm is further compared to
other  benchmark  trust  assessment
algorithms. AT performs better in both
absolute trust computation and relative
trust ranking, according to tests conducted

on two real-world OSNSs.
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