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ABSTRACT :

This paper introduces enhanced models for bandwidth prediction and security protection in power
communication networks. Initially, a queuing model incorporating quality of service (QoS) technology
is developed for bandwidth forecasting. Additionally, a security model that integrates grey relational
analysis is proposed to address network attacks. Experimental comparisons validate the performance of
the proposed models. The results reveal that the bandwidth prediction model achieves a forecasting rate
of 2.21 Mbit/s and 78.89% utilization, surpassing existing methods.

The security model also demonstrates a 26% and 20% improvement in recovery time following siulated
network attacks compared to traditional approaches. The research offers valuable strategies for network
optimization and enhanced security. However, the study is limited by a small dataset and lack of model
validation. Future research should test these models on larger datasets from power networks.

words: artificial intelligence; communication networks; power systems; security protection; quality of
service (QoS) technology.

INTRODUCTION:

Computer communication transmission network security involves safeguarding information in computer
networks from unauthorized access, tampering, disruption, or concealed threats. With the widespread
adoption and expansion of computer networks, security issues have become more pronounced. This is
particularly true in the power industry, where challenges such as unstable power communication
networks, interference in power systems, and virus intrusions persist. Consequently, improving the
security and efficiency of power communication networks is of utmost importance.

As digitalization and interconnectivity continue to advance, power systems increasingly rely on stable
and reliable data communication. Effective bandwidth management and robust network security
measures are critical to ensuring the uninterrupted operation of power systems and protecting against
potential cyber attacks.

Mch of the existing research focuses on specific areas of network security, such as data encryption and
protocol security. However, there is often a lack of comprehensive strategies aimed at enhancing both
network performance and security sipltaneously. Additionally, traditional studies tend to overlook the
performance assurance of power communication transmission networks under high load and in complex
scenarios. This research seeks to bridge this gap by developing advanced defense techniques, optimizing
data transmission methods, and leveraging artificial intelligence to improve network management and
resilience. By integrating Quality of Service (QoS) technologies, it is possible to enhance both the
performance and security of power communication networks in complex environments.

The novelty of this study lies in the introduction and refinement of QoS techniques, along with the
development of innovative bandwidth prediction and security protection models. These models not only
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optimize data transmission efficiency but also improve the network's resilience to security threats.
Through experimental validation, the proposed models demonstrate superior performance over existing
models in terms of bandwidth prediction accuracy, utilization rates, and the ability to recover from
network attacks.

The significance of enhancing the security of electric power communication networks extends beyond
technical considerations. It is crucial for ensuring the stability of national energy infrastructure,
supporting ongoing economic development, and safeguarding public safety. Electricity is essential to
modern society, and the security of communication networks directly impacts everyday life and various
facets of social operation. Therefore, this study aims to address several critical challenges, including
strengthening defenses against network attacks, improving the reliability and efficiency of data
transmission, managing large-scale data processing, boosting system resilience and adaptability, and
developing intelligent security monitoring and management systems.

By implementing these strategies, the research aims to significantly enhance the security and
performance of power networks, contributing to national energy security and stable economic and social
development. Building on the recognition of the importance of communication network security in the
power sector, the innovation of this research is the development of a bandwidth prediction model and a
security protection model that integrate QoS technology. This innovation not only improves the data
transmission efficiency and bandwidth utilization of power communication networks but also
significantly strengthens the network's ability to defend against various security threats through
advanced protection strategies. The dual approach, combining bandwidth management with security
protection, provides a comprehensive solution for optimizing both security and performance in power
communication networks.

This represents a major technological advancement in the realm of communication network security
within the power industry. The primary contribution of this research is the proposal of a novel
bandwidth prediction model and security protection model, which incorporate QoS techniques. By
optimizing queuing models for power communication transmission networks, these models substantially
improve bandwidth prediction accuracy and network security. Experimental results demonstrate that the
new bandwidth prediction model outperforms existing models in terms of prediction accuracy and
utilization, while the security protection model also delivers significant improvements.

Effectively reducing the recovery time of data transmission during network attacks, thereby significantly
enhancing both the performance and security of the power computer communication transmission
network. The field of computer communication transmission network security is vast and crucial. This
study primarily focuses on protecting data, information, and communication devices within computer
networks and transmission systems from a variety of threats and attacks.

In recent years, numerous researchers from both domestic and international backgrounds have
conducted extensive studies in this area. Grid communication security can be broadly divided into four
technological domains: network data transmission and storage security, industrial computer
communication network security, wireless local area network security, and anomaly detection in data.

In the field of network data transmission and storage security, Zhao M. et al. proposed a bipolar fuzzy
interaction multi-criteria decision model utilizing cumulative prospect theory. Their study demonstrated
the effectiveness of multi-criteria decision models in addressing network security issues. However, such
models may encounter challenges related to data processing complexity and high computational costs
when applied in practical scenarios.

In the realm of industrial computer communication network security, Shim K. S. et al. identified various
vulnerabilities in existing industrial computer communication networks during task transmission. To

UGC CARE Group-1 118



Industrial Engineering Journal
ISSN: 0970-2555

Volume : 54, Issue 1, No.1, January : 2025

address these, they proposed a field extraction prediction method for industrial communication network
protocol structures. Their experimental results showed that this method could derive the command and
protocol structures used in industrial environments, improving the prediction efficiency for various
network security issues. However, the method might fall short when dealing with more advanced cyber
threats, such as advanced persistent threats (APTS).

In the area of wireless local area network (WLAN) security, Yan Z. et al. developed a mutual
authentication method that integrates cryptography to ensure secure data sharing in WLANS. This
approach ensures double-ended data confidentiality by providing ease of use, anonymity, and fine-
grained access control. Experimental results demonstrated that this method had a high security utility,
fulfilling the existing needs for data sharing protection in WLANSs. However, challenges related to large-
scale deployment, management, and performance may arise with this approach.

In anomaly data detection technology, Gajewski M. et al. proposed a strategy to detect anomalous data
to prevent issues like traffic fluctuations, packet corruption, and increased message traffic during
network data transmission in building automation systems. Their experimental results indicated that the
detection strategy could effectively manage data fluctuations between the service client and the network
provider and provide timely feedback. However, the strategy may have limitations in detecting more
sophisticated network attack patterns.

Service quality technology (QoS) encompasses a set of methods and mechanisms designed to manage
and optimize data transmission within computer networks. The primary objective of QoS technology is
to ensure that data transmission meets specific performance and service requirements, including
bandwidth, latency, and overall service reliability.

Latency, jitter, reliability, and other factors to meet the requirements of different applications and
services. From the perspective of QoS technology application, optimizing data transmission
management can significantly enhance network performance and service quality. For instance, the
power allocation strategy proposed by Shili M. et al. and the feedback mechanism for mobile edge
computing introduced by Aghdam B. M. J. et al. demonstrate how QoS can boost network efficiency.
Shili M. et al. introduced a power allocation strategy between users that reduces the detection
complexity of non-orthogonal multiple access schemes while ensuring quality of service for users. Their
experimental results indicated that this new strategy is more robust than traditional methods, minimizing
performance loss even when the channel is uncertain.

Aghdam B. M. J. et al. suggested an effective feedback mechanism that combines QoS technology with
a server resource manager to reduce the complexity of mobile edge computing and achieve a local
optimal solution. Their results showed that this mechanism effectively meets user service quality
requirements and significantly improves system throughput. Fernandez S. A. et al. proposed an
intervention strategy that assigns service quality thresholds to potential hubs, exploring the impact of
network latency on video signals. Their experimental results demonstrated that this strategy outperforms
traditional methods in execution and allocation, substantially reducing losses caused by network latency.
Li L. et al. proposed a framework for evaluating cloud service quality, using service performance and
scalability as indicators, with a focus on evaluating node service quality in cloud service systems. The
experimental results indicated that this framework can quickly and reliably assess the service
capabilities of resource nodes, providing a strong foundation for resource allocation.Despite the progress
made in grid communication security and QoS strategies, there remain some limitations. Traditional
network security solutions often focus on a single security threat while neglecting network performance
optimization, potentially improving security at the cost of data transmission efficiency.
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Furthermore, many existing approaches lack flexibility in adapting to complex and dynamic network
environments, failing to respond effectively to changing network conditions and attack patterns. In
bandwidth management, traditional methods are often inadequate in predicting and adjusting to real-
time network traffic changes, leading to suboptimal resource allocation.

To address these limitations, the bandwidth prediction and security models proposed in this study offer a
more comprehensive and dynamic solution. By integrating QoS techniques, the bandwidth prediction
model can adjust and optimize network resource allocation in real time, enhancing the efficiency and
stability of data transmission. This dynamic prediction mechanism adapts to changes in network
conditions, ensuring optimal bandwidth utilization. Meanwhile, the security protection model utilizes
advanced algorithms to detect and defend against various network threats, such as distributed denial-of-
service attacks. This holistic security approach not only strengthens defense capabilities but also ensures
that network performance remains uncompromised while enhancing security.

RESEARCH METHOD:

To enhance the effectiveness of the power transmission communication network security protection
model, this section first discusses the existing network data transmission queuing model. Subsequently,
improvements are introduced, leading to the proposal of a new bandwidth prediction model. The second
section focuses on applying this new model to strengthen the security protection of power data
transmission networks.

BANDWIDTH PREDICTION MODEL.:

As the digitalization and networking of power systems continue to advance, power computer
transmission communication networks are facing increasing security threats [14] . These networks
vary in their transmission methods depending on the scenario, particularly within the context of smart
parks. To address these challenges, this study explores the transmission security of power computer
communication networks in smart parks, which operate under the influence of artificial intelligence
technologies. With the growing number of terminals, power computer communication transmission
networks face ongoing security threats. The current security protection system for these networks in
smart parks is illustrated in Fig. 1.

Figure 1 Smart park power computer communication transmission network secunty protection system

In Fig. 1, the power computer communication transmission network in the smart park experiences
frequent business interactions. During these exchanges, security violations, vulnerabilities in operating
systems and databases, and the injection of Trojan programs can disrupt signals, potentially leading to
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significant economic losses [15] . To mitigate these risks, a common approach is to group and queue
various data services within the transmission of power computer communication systems, ensuring that
the data remains independent of each other. parameters involved in this process include packet arrival
rate, forwarding rate, and the number of windows. The average arrival time at the arrival rate is
expressed by Eq. (1):

=l a®d=A®Y)
In EqQ. (1), (1) denotes the rate at which data packets arrive, (t) represents the time at which the packet
arrived, a(t)refers to the probability density of the arrival rate, and A(t) is the distribution function of the

arrival rate. The term % represents the average arrival time.The forwarding rate is represented by Eq. (2)
In Eq. (2), B(t) is the distribution function of the forwarding rate, and b(t) is the density function of the
forwarding rate. The term (ﬁ)refers to the average forwarding time.There are three main processes in

which the state of a queuing system changes over time.
n=/"b(t)dt=B(t)

Pt + At) = Pr(t)(1 — A AL — ppAtl)

The method for calculating the probability that no data packets arrive or are transferred at a given time is
shown in Eq. (3):In Eq. (3), ( A t ) represents an infinitesimal time interval. ( P_Kk(t) ) denotes the
probability distribution of state ( k ) at time (t), while (A _k ) and ( u_k ) are fixed constants.When a
packet is not forwarded within a specified time, the calculation method is given in Eq. (4):

P k(t+At)=P_{k-1}t)(n_{k-1}At)
In Eq. (4), (P_{k-1}(t)) refers to the state of the queuing system at time (t) as (k-1). If a packet is
forwarded but no new packet arrives within the specified time, the calculation is shown in Eq. (5):

P k(t+At)=P_{k+1}(t)(n_{k+1}At)
In Eq. (5), (P_{k+1}(t)) refers to the queuing system state at time (t) as (k+1). By combining these three
states of the queuing system along with the newly emerging businesses, the load on the queuing system
will increase. To handle this, the Poisson model is introduced. The queuing system for data services in
the power computer communication transmission network of the smart park, under this model, is shown
in Fig. 2. From Fig. 2, two representative business data flows are transmitted via a loose mooring
process and an interrupted loose mooring process, respectively. After reaching the queuing cache stage,
the operation proceeds with bandwidth prediction and allocation.

Persodic business
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Figure 2 Data service queing framework

To improve the prediction of business bandwidth and ensure the adaptability of business data resources
in the power computer communication transmission network of the smart park, QoS technology is
integrated. The system’s forwarding rate during service is set to a fixed value, and the data flow is
analyzed. The state transitions of the queuing system in the business data transmission network,
incorporating QoS technology, are shown in Eq. (6):
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Fy—= L (P — Pp)

In Eq. (6), (c) represents the number of edge network associations in the system. ( A ) is the rate at which
business data packets arrive, ( ) is the forwarding rate of a single edge network for business data, (n)
is the maximum number of configuration nodes, and ( k ) represents the system state. ( p ) is the ratio of
the data arrival rate to the forwarding rate. The probability of state transition overflow, or the packet loss
rate, is given in Eq. (7):

In Eq. (7), (gamma ) represents the group cache threshold, ( P_e ) is the data transfer status of business
(e), and ( P_k ) is the data transfer status of business (k). After the data packet arrives, the average
queuing time is represented by Eq. (8):

To=—
DY

In Eq. (8), (L_s) is the time when business data arrives, and ( A_e ) is the rate at which business packets
arrive. The bandwidth prediction, or system utilization rate, is shown in Eq. (9):

7= —

He

In Eq. (9), (n) is the forwarding rate. In summary, the study introduces an enhanced queuing model for
accurately predicting the bandwidth needs of power computer communication networks. This model
incorporates parameters such as packet arrival rate, forwarding rate, and the number of windows.
Notably, the model leverages deep learning techniques to analyze historical data and predict future
bandwidth demand, thus facilitating more efficient network traffic management. The model flow is
shown in Fig. 3.
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Figure 3 Power computer communicaton ransmession network bandwidth prediction process

In Fig. 3, the arrival rate for each type of power service is first calculated. The transfer probability for
each state is then determined, followed by the calculation of the packet loss and delay rates for each
service. Next, the sampling interval and constraints for bandwidth prediction are set, including the
maximum upper limit for packet cache.

The variable values are adjusted, after which the bandwidth utilization rate and bandwidth prediction
values for each service combination are calculated separately. The packet variable for the aggregation
node is updated. If this value is less than the maximum allowed packet cache size, the calculation is
repeated to determine the bandwidth utilization and predicted bandwidth values again. If the variable
exceeds the maximum cache packet limit, the result is output directly. Additionally, parameters of this
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new bandwidth prediction model include a packet arrival rate of 20 packets per second, a service rate of
25 packets per second, a queue length of 50 packets, and a 5-minute time window.

The model's training process consists of collecting historical network traffic data, performing data
preprocessing and feature selection, and building a time series prediction model using neural networks.
Cross-validation is applied during training and validation, with parameter adjustments made based on
the validation outcomes. Finally, the model's performance is tested on a separate independent test set.
For the bandwidth prediction model, parameters like data arrival rate, forwarding rate, and cache
window size need to be adjusted according to a deep understanding of historical data and current
network traffic trends. Specifically, the data arrival rate should be set to accurately reflect actual
network traffic, while the forwarding rate ust account for the network’s capacity and past performance.
The cache window size adjustment aims to balance the delay and data packet loss rate, optimizing the
efficiency and stability of the overall network transmission.

DEVELOPMENT OF THE POWER GRID SECURITY MODEL

Building upon the optimization design of the power computer communication transmission network’s
queuing model, resource adaptation has been enhanced to some extent. This improvement has led to
increased bandwidth prediction efficiency for power operations, ensuring the secure functioning of the
power computer network within the smart park. However, to implement more precise network security
protection, it becomes challenging to conduct correlation analysis of abnormal network attack events
using just a single QoS technology. Therefore, in addition to bandwidth prediction, the Grey Relational
Analysis (GRA) algorithm is incorporated for supplementary analysis.

The GRA algorithm is primarily used to identify and analyze the relationships between abnormal
network events. It is also effective for evaluating the strength of relationships among various factors in
complex datasets. In network security, this method helps detect abnormal behaviors or potential attack
patterns. The GRA algorithm starts by preprocessing the collected anomaly data, which includes
normalization to eliminate scale discrepancies and ensure consistent comparisons across data. It then
measures the correlation between data sequences by establishing a Gray correlation. A high Gray
correlation indicates a strong similarity between two sequences.

In the context of the security protection model for the electric power computer communication
transmission network, the GRA algorithm works by first collecting and normalizing data on network
attack events.

Next, it applies the GRA method to develop a correlation analysis model, which helps in identifying
abnormal events by calculating the relationship between the data. When potential security threats are
identified, appropriate countermeasures are implemented, such as strengthening firewalls, updating
security protocols, or isolating parts of the network. The correlation analysis framework for abnormal
events in a typical smart park’s power computer transmission network is illustrated in Fig. 4.
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In Fig. 4, the framework divides the entire power computer transmission network within the smart park
into three main components: the online network attack scenario matching, offline association rule
analysis, and abnormal event data processing modules. The attribute matching is specifically
demonstrated by gathering data related to network attacks, such as attack type, time, frequency, etc.
These data are then standardized to form reference sequences, including common attack patterns,
comparison sequences, and other collected data. Additionally, rules are generated by calculating the
correlation between reference sequences and comparison sequences to evaluate their similarity. Based
on these results, it is determined whether they match any known attack patterns.

The preprocessing module for abnormal event data is the most complex and critical part of the
framework. It guides the data association process by extracting event feature data. The set of event
characteristic factors is represented in Eq. (10).

X ={Si, Ali, Oi}

In Eg. (10), (Oi) represents the data source object, (Ai) represents the abnormal manifestation of
network attacks, and (Si) represents the attack scenario. There are typically 9 types of abnormal
manifestations, such as voltage anomalies, current anomalies, and device mis-operation. Similarly, there
are 9 types of attack scenarios, including session hijacking, device modification, and device locking.
These factors are organized into attack correlation matching modules. The correlation analysis between
these characteristic factors is shown in Eq. (11).

(X)) =(1,2,...,9) (Yi)=(12...,n)

In Eq. (11), (Xi) represents the abnormal event attribute set, (Yi) represents the reference attribute set for
each factor, (t) represents time, and (i) represents different attributes in the attribute set. Each factor
belongs to a different category, so correlation analysis requires dimensionless transformation of these
factors. This process is shown in Eq. (12).

zi(k) — min(z;)

z:(k) = s el D oo 9
zi(k) maz(x;) — min(z;) l -

The interpretation of all variables in Eq. (12) follows the same principles as Eqg. (11). After
dimensionless processing, the correlation coefficients for each time period are shown in Eq. (13).
lyi(k) — zi(k)| + |yi(k) — zi(k)

In Eq. (13), (zeta_i(k)) represents the correlation coefficient. The interpretation of other algebraic
variables is consistent with the previous equations. After processing, the 9 abnormal manifestations are
numbered 1 to 9, and the 9 attack scenarios are labeled A to I. After a random combination, correlation
screening is performed. The correlation scanning process for abnormal event data is shown in Fig. 5.
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Figure 5 Scanning process of abnormal event data in network attacks
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In Fig. 5, the original abnormal event data is scanned and filtered to extract the item header event. After
applying Grey correlation, frequent occurrences of abnormal data are removed. This results in the
creation of a new dataset with the remaining header data. In summary, the Grey correlation degree
calculation process follows several steps. First, the difference between the reference and comparison
sequences is computed, forming the difference sequence. Next, the difference sequence is normalized to
eliminate the impact of varying data sizes. Then, the correlation coefficient between the reference and
comparison series is calculated using the GRA forula, which indicates the degree of similarity between
the two. Lastly, the correlation degree is assessed by analyzing the correlation coefficient. A higher
correlation coefficient signifies a stronger correlation. The attribute correlation degree for each event
throughout the process is expressed in Eq. (14).

In Eq. (14), (r_i) represents the correlation degree of different events. Based on the analysis of the
abnormal event detection method and network attack correlation discussed earlier, a security protection
strategy model for the power computer communication and transmission network of the smart park is
proposed. The model’s response strategies to various network attacks for different scenarios are shown
in Fig. 6. From Fig. 6, the network attack defense mechanisms on the master side include IP address
management, identity authentication, data transmission encryption, and network isolation. On the
communication side, defense techniques include bandwidth restriction, data filtering, bandwidth
resource allocation, and certificate verification. On the terminal side, defense measures include address
encryption, access authorization, and device isolation. Each module operates independently but is
interconnected, forming a comprehensive security barrier for the entire power computer communication
data transmission network.This security protection model combines machine learning algorithms with
GRA. parameters include an anomaly detection threshold of over 30 login attempts per minute, a 10-
minute time window, and a Gray correlation threshold of 0.8. The model’s training process involves
collecting historical security event data, performing feature engineering, modeling with machine
learning classifiers, training with historical data, and using GRA to identify security threats. The model
is then validated on selected data and deployed to a real network for real-time monitoring and defense.
For the network security protection model, critical parameters involve the correlation threshold, the
sensitivity of anomaly detection, and the specific response strategy. The correlation threshold pst be
carefully balanced to minimize both the false alarm rate and the detection leakage rate, based on a
detailed analysis of historical attack patterns and the current network state. Furthermore, the sensitivity
of anomaly detection should be adjusted according to the specific security threats and attack frequencies
the network faces, improving detection accuracy. Finally, response strategies ust be designed to meet the
specific needs and security requirements of the network, including actions such as traffic restriction and
source address blocking to effectively address various security challenges.
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RESULTS AND DISCUSSION:

This study successfully developed innovative models for bandwidth prediction and security protection,
significantly improving the performance and security of power communication networks. By leveraging
advanced Al techniques, the bandwidth prediction model performs efficiently in high-traffic
environments, while the security protection model effectively detects and mitigates various cyber-
attacks, particularly in reducing false alarms. These outcomes highlight the immense potential of Al
techniques in enhancing power communication networks and set the stage for future advancements in
network technology.

Performance Evaluation of the Bandwidth Prediction Model for Power Communication
Networks:
The performance of the bandwidth prediction model was evaluated using a real dataset from the power
system communication network. The study utilized the UCI machine learning library’s network traffic
dataset, which includes over 50,000 records detailing network traffic, bandwidth usage, network delays,
and packet transmissions. The dataset was split into a training set and a testing set at an 80:20 ratio.
Initially, the model was trained on historical network traffic data to learn the patterns and trends in
network behavior. To assess the model’s prediction accuracy and robustness, a separate test dataset,
distinct from the training set, was used for validation. The performance was evaluated using several
metrics, including accuracy, latency, and packet loss.
This testing strategy aims to assess the model's ability to predict new data while considering pltiple
performance aspects like accuracy, latency, and packet loss. Such an approach ensures that the model is
reliable and adaptable for real-world applications in power communication networks. The testing was
conducted across four different intelligent distribution rooms, each containing various types of services.
These included distributed services, collection services, control services, and monitoring services.
% Distribution Room 1: 5 distributed services, 6 collection services, 2 control services, 2
monitoring services
% Distribution Room 2: 8 distributed services, 3 collection services, 4 control services, 2
monitoring services
% Distribution Room 3: 5 distributed services, 7 collection services, 3 control services, 4
monitoring services
% Distribution Room 4: 5 distributed services, 7 collection services, 5 control services, 5
monitoring servicesperformance indicators such as packet loss rate, latency, and bandwidth
utilization were used to evaluate QoS. Matlab2018b was used for the simulation, and the test
results are displayed in Fig. 7.
In Fig. 7, it is shown that as the predicted bandwidth increases, the bandwidth utilization rate decreases,
indicating the model’s effectiveness in handling high bandwidth demands. The optimal performance is
observed in Distribution Room 4, suggesting that improving the network structure can significantly
enhance performance in scenarios with high demands and elevated QoS metrics. Additionally, the low
packet loss rate is a critical indicator of network reliability, highlighting the model's reliability in data
transmission. The reduction in latency across all distribution rooms demonstrates the model's ability to
manage network congestion effectively and improve data transmission efficiency. The results of the
performance analysis for the bandwidth prediction model in Distribution Room 4 are presented in Fig. 8.
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Fig. 8a displays the latency test results for the new bandwidth prediction model, while Fig. 8b shows the
packet loss rate test results, and Fig. 8c presents the bandwidth utilization test results. As illustrated in
Fig. 8a, latency increases in proportion to the number of cached groups, indicating the model’s
effectiveness in maintaining low latency when handling large volumes of data. In Fig. 8b, the packet
loss rate decreases as the node configuration improves, highlighting the significance of enhancing node
capacity in network design. Fig. 8c demonstrates that as bandwidth configuration increases, bandwidth
utilization decreases. This suggests that the system becomes more efficient in resource allocation,
minimizing resource wastage when higher bandwidth configurations are implemented.

In conclusion, to ensure the security of the electric power computer data transmission network, it is
crucial to optimize the transmission network through innovative approaches. First, it is important to
ensure that all types of business data meet the QoS indicators and are transmitted and allocated
effectively.

Second, enhancing node communication bandwidth can significantly improve QoS metrics such as
latency and packet loss rate, thereby boosting the overall service quality of the electric power computer
communication network.
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To further evaluate the performance of the proposed bandwidth prediction model, indicators such as
bandwidth prediction accuracy, bandwidth utilization, latency, and packet loss rate are used. The
model's performance is compared with that of the elasticity coefficient algorithm, GCC algorithm, and
NADA. The test results are provided in Tab. 1.

Table 1 Qos indicator test results of different methods

Forecast : L )
Method bandwidth / | Caadwidth | Delay/) Loss
Mbit/s usage / % s rate / %

Elastic coefficient 1.95 66.72 001 051

method
GCC 1.56 74 .46 0.03 044
NADA 1.44 72.81 0.02 027

The method
proposed in this 221 79.89 0.02 025
study

From Tab. 1, it is particularly noteworthy that the proposed model achieves a bandwidth prediction rate
of 2.21 Mbit/s, surpassing the highest rates of the other models, demonstrating its superior data
processing capabilities. Additionally, the model maintains a bandwidth utilization rate of 78.89%, which
is higher than the other models, highlighting its effectiveness in handling high traffic loads.
Furthermore, the novel model exhibits exceptional stability in terms of latency and packet loss rate, with
a packet loss rate as low as 0.25%, indicating that it ensures data integrity and accuracy while
maintaining efficient data transmission. This is made possible by more sophisticated data analysis and
prediction mechanisms.

The improved model enhances bandwidth prediction accuracy by thoroughly analyzing historical data
and traffic trends, allowing for a more precise evaluation of the network's actual carrying capacity.
Compared to traditional bandwidth prediction models based on statistics or basic machine learning, this
advanced model, which incorporates cutting-edge artificial intelligence algorithms, shows substantial
performance improvements, especially in high-traffic network environments. Notably, the model
demonstrates exceptional efficiency in managing complex network behaviors, overcoming the
performance limitations of traditional models and exhibiting adaptability to future high bandwidth
demands.

SIMLATION TESTING OF POWER COMMUNICATION NETWORK PROTECTION
MODEL.:

To assess the performance of the proposed security protection model, abnormal data from the smart park
are used as training samples. The minimum support threshold is set to 0.1, and the minimum confidence
threshold is set to 0.5. The testing of the security protection model focuses on evaluating network
security. A public dataset, including a variety of network attack records such as those from the KDD
Cup 99, is used for training. This dataset contains over 30,000 records of various attack scenarios,
including DDoS attacks and intrusion attempts. The data is split into training and test sets in an 80:20
ratio. After training the model, simulated network environments are used to recreate these attack
scenarios and evaluate the model's ability to detect and defend against network security threats.

The performance evaluation of the model primarily focuses on metrics such as detection accuracy,
response time, and false alarm rate to ensure its effectiveness in real-world power network applications.
By simulating real-world attack scenarios in a controlled environment, the model’s detection and
response capabilities can be thoroughly tested. The correlation data training time is used as an evaluation
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metric. The new protection model, which integrates the GRA and Apriori algorithms, is compared to
other protection models. The test results are presented in Fig. 9.

In Fig. 9, the model demonstrates superior overall performance in training tests with abnormal data
when compared to traditional Apriori and GRA models. Specifically, the improvement is most
noticeable in data transmission frequency and power recovery time. For instance, the recovery time is
reduced by 26% and 20%, respectively. This result can be attributed to the deep integration of the GRA
algorithm with network security protection. By employing more effective detection and correlation
analysis of anomalous events, the model is able to identify potential security threats more quickly and
accurately, thereby enhancing response speed and processing efficiency
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Figure 9 Abnormal data training results for different protection methods

To further assess the performance of the protection model, two different interconnected microgrid
regional models are created on the Matlab platform. The configuration parameters for both regional
models are nearly identical, with the only difference being the delays, set to 0.28 s and 0.08 s,
respectively. Frequency deviation and tie-line power deviation are used as reference indicators. The
models are tested under distributed denial of service attacks, and the results of the tests are presented in
Fig. 10.
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Figure 10 Dewation results of power data in different regions

In Fig. 10, the transmission frequency and power of the two micro grid region models are impacted
differently when subjected to distributed denial of service attacks. When there is no attack, both regional
models experience relatively small frequency and power deviations, and they can restore to their pre-
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attack state. In the case of a smaller delay setting, i.e., Zone 2, the recovery time for both frequency and
power increases to 35 seconds and 15 seconds, respectively. However, when the delay setting is larger,
i.e., Zone 1, the system's stability is notably reduced, with significant fluctuations.

The recovery time for frequency and power in this case is 35 seconds and 20 seconds. Additionally, as
the delay increases, the lowest point of the frequency continues to drop. In summary, regions with lower
delays exhibit longer recovery times for frequency and power, emphasizing the significant impact of
delay on network stability.

Taking Zone 2 as the experimental context, the frequency deviation and power deviation in the region
before and after incorporating the protection model are examined to mitigate the impact of network
attacks. The data results are shown in Fig. 11.
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Figure 11 Test results before and after combining the protective model

From Fig. 11, it is evident that after experiencing a distributed denial of service attack, both the data
transmission frequency and power are greatly affected in an unprotected power transmission network.
After incorporating the proposed protection model, the recovery time for data transmission frequency is
26 seconds, and for power, it is 12 seconds.

These recovery times are reduced by 26% and 20%, respectively, compared to the previous network. In
conclusion, the frequency and power deviation recovery times are notably shortened after integrating the
protection model, demonstrating its effectiveness in mitigating network attacks and swiftly restoring
normal operation. Moreover, the security protection model shows superior efficiency in detecting novel
and complex network attacks, particularly when compared to earlier models that rely on static rules, by
introducing an adaptive learning mechanism. Remarkably, the model excels in reducing false alarms,
addressing a common issue in traditional security models and making it more suitable for countering the
evolving threats in today’s cyber security landscape.

CONCLUSION:

With the rise of big data and artificial intelligence, alongside the growing volume of communication
network data, the security of existing power communication networks faces significant challenges. To
address these challenges, this study aimed to optimize network data transmission methods and enhance
security strategies by integrating Quality of Service (QoS) technology. This paper introduced two
improved models: a bandwidth prediction model incorporating QoS technology and a security protection
model utilizing Grey Relational Analysis (GRA). Comparative tests showed the superior performance of
these new models compared to existing methods.
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The proposed bandwidth prediction model achieved a maximum prediction rate of 2.21 Mbit/s and a
bandwidth utilization of 78.89%, surpassing other models and demonstrating a 13% improvement over
current methods. This contributes to enhanced power network planning.The security protection model
reduced recovery times for frequency and power by 26% and 20%, respectively, after simulated network
attacks, thus strengthening the network's resilience to attacks.The integration of QoS and security
enhancement strategies offers significant network optimization and robustness.

In summary, this research presents innovative, data-driven optimization strategies that improve power
network efficiency, planning, and security. The bandwidth prediction model, which uses advanced Al
algorithms, outperforms traditional statistical or basic machine learning models, particularly in high-
traffic environments. It shows exceptional efficiency in handling complex network behavior,
overcoming the limitations of conventional models, and adapting to future high-bandwidth demands.
The security protection model also demonstrates excellent efficiency in detecting and defending against
new and complex network attacks. By incorporating an adaptive learning mechanism, it reduces false
alarms, addressing a common issue in traditional models and making it more suitable for the evolving
cybersecurity landscape.

This study successfully develops an innovative bandwidth prediction and security model that
significantly enhances the performance and security of power communication networks. By leveraging
Al techniques, the bandwidth prediction model performs well in high-traffic environments, and the
security protection model effectively identifies and defends against various cyber-attacks, particularly in
reducing false alarms. These findings highlight the potential of applying Al to power communication
networks, providing a foundation for future advances in network technology.

Furthermore, by improving the bandwidth prediction model and security protection strategies, this
research contributes to more efficient and stable network performance for communication transmission
networks in the power industry. The innovative application of QoS technology in network security
provides a novel protection strategy for computer communication transmission networks within the
power sector. This research offers critical theoretical support and practical strategies for network
security in the power industry, especially in the context of network attacks and big data.

The results not only enhance the performance of electric power computer communication networks but
also provide insights and solutions for similar challenges faced by other industries. These advancements
have significantly improved the operational efficiency and security of the power communication
network, offering crucial technical support and a theoretical foundation for addressing the challenges of
future network technologies.

While this study has made considerable progress in bandwidth prediction and network security, some
limitations remain. Primarily, the validity and accuracy of the models depend on the existing datasets,
which could limit their adaptability to more complex or diverse network environments. Additionally, as
network attack technology continues to evolve, security protection models may need to be continually
updated to stay ahead of new threats. Future research should focus on applying these models to real-
world power network environments and validating their performance. Furthermore, exploring the
adaptability and scalability of the models in different network environments and broader application
scenarios is essential. As data volume increases, optimizing the models to handle large-scale data while
maintaining efficient network performance will be crucial.
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