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ABSTRACT : 

The demand for secure, dependable, and cooperative technical evaluation systems has been 

heightened by the fast move toward remote learning and virtual recruitment. Traditional coding 

systems sometimes lack the required real-time cooperation and strong proctoring, therefore opening 

academic and professional integrity flaws. This paper advises a complete Real-Time Collaborative 

Approach. A Coding and Assessment Platform utilizing artificial intelligence surveillance to bridge 

this chasm. Using React, Node.js, and the Monaco Editor, the platform offers smooth real-time 

interaction via WebSockets while also running a sophisticated AI-driven proctoring solution. This 

suite has copy paste tracking, multiple- person identification, tab-switch monitoring, and automated 

face detection. Outcomes of trials run with the prototype reveal great accuracy in detecting 

misbehavior and little latency in cooperation performance. Integrating AI surveillance into 

collaborative coding systems, according to this study, greatly improves the openness and scalability 

of virtual assessments and guarantees a merit-based assessment in both academic and business 

contexts. 
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I. Introduction 

The globalization of technical education and the growth of remote-first employment have driven the 

creation of complex internet assessment systems. But the move to virtual environments has brought 

with it an increase in academic fraud and impersonation, which casts doubt on the validity of far-off 

diplomas and credentials [7]. Two types of traditional online coding settings mostly exist: those 

meant for static proctoring and those meant for collaboration. Although well-known evaluation and 

practice websites such as HackerRank, Codility, CodeSignal, and LeetCode offer extensive problem 

sets, they usually lack the interactive, live-monitored environment needed for safe technical 

interviews [16][17][18][19]. Still much needed is a single system that supports interactive interview-

style coding while upholding stringent integrity standards. 

 

II. Literature Review 

Collaborative programming has developed gradually, with several key milestones shaping the way 

developers work together today . Goldman et al. established the foundations of web-based real-time 

editing with the Collabode system, demonstrating that a web IDE could support multiple users 

editing a shared source file simultaneously through a centralized server architecture [2]. This work 

emphasized the reduction of "integration pain" by allowing continuous synchronization. This 

foundation was recently expanded by Babdi, who explored synchronous programming platforms 

specifically optimized for modern web environments [4]. 

The concept was further refined by Fan et al. (Li et al.) with CoVSCode, a lightweight collaborative 

environment that advanced the use of Operational Transformation (OT) to resolve synchronization 

conflicts in real-time [1]. CoVSCode addressed the limitations of resource-heavy IDEs by providing a 

browser-based solution that maintained  high  consistency  across  distributed  clients.  

Concurrently,  cloud-based  environments  like CodeSandbox and Replit popularized browser-
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based collaboration by enabling users to build and deploy applications with real-time syncing and AI 

assistance [8][9]. 

However, collaboration is not merely a technical challenge but a human one. Zreik et al. (Chaar et 

al.) highlighted the human and socio-technical dimensions of collaborative coding, noting the 

complexities of power dynamics, internet connectivity issues, and decision-making within multi-

national teams using internet-based software [3]. Their research suggests that while digital tools 

enable teamwork, they must be designed to promote equity and clear communication. Furthermore, 

the transition to these digital evaluation spaces requires a comprehensive approach to proctoring 

systems, as highlighted by Nigam et al., to combat increasingly sophisticated cheating methods in 

programming education [5][20]. 

 

A. Determining the Gap 

Though Collabode and CoVSCode were successful in encouraging teamwork, and AI-enhanced 

developer tools like Bolt.new and Cursor AI [10][11] were rising, these systems were not 

meant for high- stakes evaluation. Similarly, even if programs like CoderPad, CodeInterview, and 

InterviewDesk make it easier to have live interviews with other people, they don't automatically 

come with ongoing AI proctoring [13][14][15]. To stop cheating in a formal exam environment, 

they need administrative rules, automated proctoring technologies, and role-based processes. By 

combining real-time collaborative tools with an AI- driven monitoring system, the current research 

fills this need and provides a secure environment for technical assessment. 

 

B. Objectives 

This study has the following main goals: 

• To develop a low-latency collaborative coding environment using WebSockets. 

• To implement a multi-layered AI proctoring system capable of detecting visual and behavioral 

malpractice. 

• To provide a role-based dashboard for candidates, interviewers, and administrators to streamline the 

assessment lifecycle . 

 

III. Techniques and Materials 

A. System Architecture 

The proposed platform is made up of a three part system that can handle a lot of users working 

together at the same time and a constant flow of data from proctoring sensors. The platform uses 

React for the user interface that users see and interact with and a Node.js and Express system, for 

the backend that handles the work and communication in real time for the platform and the users of 

the platform. 
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Fig . 1 System Architecture 

 

B. Core Modules 

 

The platform is organized into six functional modules : 

• Candidate Module: The Monaco Editor (the foundation of VS Code), which provides a secure 

coding interface, is supported by the candidate module's syntax highlighting, auto-completion, and 

other features. 

• AI Surveillance Module: Monitors the candidate's environment using computer vision and 

behavioral analysis. 

• Backend & Database Module: This part helps with communication through WebSockets. It also stores 

results and logs of assessments. 

• Admin Panel: This is for administrators. They can manage users, roles and settings of the system 

here. 

• Interviewer Panel: This tool lets interviewers see candidates code in time. It also has tools, for giving 

feedback and evaluating together. 

• Practice Zone : A central repository of technical challenges categorized by difficulty and domain. 
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Fig . 2 Practice Zone Interface 

 

IV. Results and Implementation 

 

A. Real-Time Collaboration 

The Monaco Editor and WebSockets work together to make collaboration possible. WebSockets 

keep a connection, between the client and the server. When a candidate types something this change is 

sent to the server as an event. The server then sends this change to the interviewers computer in a 

short time just a few milliseconds. This way the Monaco Editor and WebSockets make sure that the 

collaboration happens quickly and smoothly. The Monaco Editor and WebSockets are really 

important for this to happen. This ensures that both parties remain synchronized without manual 

refreshes, mimicking the performance of local development environments [1][2]. 

 
Fig . 3 Web-Based Code Editor Interface & Real-Time Collaboration 

 

B. AI Surveillance and Malpractice Detection 

The foundation of the integrity of the platform is the AI Surveillance module. Uses machine learning 



 

 

 

Industrial Engineering Journal 

ISSN: 0970-2555   

Volume : 55, Issue 02 : 2026 
 

25 

tools like TensorFlow.js to perform these tasks automatically in real time. 

• Face and Person Detection : In this feature AI can detect multiple faces and no faces; it also monitors 

the webcam feed to ensure the registered candidate stays in frame and detects if an unauthorised 

person enters the view. 

• Tab-Switch and Window Monitoring : Using the Page Visibility API, the system detects when a 

candidate navigates away from the test window, triggering an immediate alert. 

• Copy-Paste Tracking : The system intercepts clipboard events. Unauthorized "Paste" operations are 

logged or disabled to prevent the use of external code snippets. 

• Voice Monitoring : Uses the microphone to detect prohibited verbal communication or secondary 

devices during the assessment. 

 
Fig . 4 AI Surveillance and Malpractice Detection 

 

C. Role-Based Dashboards and Auto-Submission 

The site has custom perspectives for several interests. Interviewers may view the candidate's code and 

webcam in a Live Feed. The system has an Auto-Submit on Malpractice feature to guarantee quick 

repercussions for misconduct. The evaluation is automatically terminated and sent for review if the 

surveillance module finds repeated or serious violations (such as face mismatch for more than 10 

seconds), therefore reducing the need for ongoing human involvement. 

Fig . 5 Assessment Interface with Warning message 
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Fig . 6 Problem Library Interface 

Fig . 7 Reports Interface 
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Fig . 8 User Management Interface 

Fig . 9 Candidate Progress Tracker Interface (Admin panel ) 

 

V. Discussion 

AI proctoring in a group coding setting is a major improvement over conventional lockdown browsers. 

Although programs like CoVSCode improved shared coding's technical efficiency [1] and others 

such as Glider AI included AI-powered fraud resistance [6], the suggested platform offers a 

thorough, consistent layer of trust required for accreditation and hiring. This study is 

important because it can manage assessments with people in the loop. Unlike automated tests where 

a candidate works alone, this platform lets an interviewer challenge or direct the candidate in real-

time, therefore the evaluation is more reflective of real-life software engineering work [3]. Among 

the main difficulties faced during implementation were tuning AI detection thresholds to consider 

changing illumination conditions in distant settings and maximizing WebSocket latency to minimize 

code jitter . 

 

 

VI. Conclusion 

With its artificial intelligence monitoring capabilities, the Real-Time Collaborative Coding and 

Assessment Platform clearly demonstrates in virtual environments that integrity and collaboration 

are not opposing concepts.  The platform  guarantees  a  fair  and  open  evaluation  process  

by combining  the interactive features of contemporary web IDEs with the monitoring of 

artificial intelligence. The prototype found unauthorized activities while preserving a flawless 

coding 

experience. Future research will concentrate on include more sophisticated behavioral 

biometrics, investigating interactive text and code interfaces akin to OpenAI's Canvas [12], and 

growing the problem bank with automated test case creation to improve the system's scalability even 

more. 
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