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ABSTRACT

Designing industrial systems that make use of digital technology is now possible thanks to the
Industrial Internet of Things (110T). Previously, this was not practical. The Industrial Internet of
Things, sometimes known as RFID, is a crucial part of the 110T. It enables industrial participants to
identify things and link 10T time-series data to the recognised objects. Additionally, by using the
cloud service, they can exchange data from loT devices, simplifying information sharing and
assisting them in making crucial production decisions. You could more effectively protect sensitive
business affairs if there were a way to restrict who could access Internet of Things data stored in the
cloud.. For time-series 10T data, traditional cryptographic access control schemes have many issues
with efficiency and key leakage. This is because this kind of data was not intended to be used with
conventional cryptographic access control systems. You will be expected to develop a secure
industrial data access control system for the cloud-based Internet of Industrial Things (110T) as part
of this project. Participants in the scheme are given the opportunity to restrict access to their Internet
of Things data in very specific ways using ciphertext policy-attribute-based encryption, or CP-
ABE.The strategy makes use of a hybrid cloud infrastructure so that users may confidently trust the
cloud service with time-consuming and resource-intensive CPABE chores without worrying about
the security of their data. Importantly, the plan addresses the problem of key leakage by introducing
a new type of data privacy for 10T devices, known as "item-level data protection.” With the use of a
number of various encryption and optimisation techniques, you can achieve these goals. To ensure
that the design is trustworthy and risk-free, performance evaluations take into account both the
system'’s real operation and in-depth computer modelling.
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1. INTRODUCTION
The use of the Internet of Things (lIoT) in an industrial context, such as a corporation or
manufacturing plant, is referred to as the Industrial Internet of Things (I1oT) [1]. By using the
internet infrastructure to connect intelligent technologies (smart sensors), data collecting and storage,
and cloud-based analytics, an organisation is able to boost productivity in a particular industry [2].
The Internet of Things (IoT) is a network of intelligent, networked devices that can monitor, inform,
and improve various aspects of a person's everyday life [3]. These devices are connected to one
another over the internet. It connects businesses, people, machines, data, and other devices in an
industrial setting using the same technologies and conceptual frameworks to increase the efficiency
of the entire manufacturing value chain [4-5]. To increase the manufacturing process's
competitiveness, this is done. For instance, the robotic arm on a manufacturing line, the thermostat in
a frozen food delivery truck, and the pump that supplies fresh water to a home are all interconnected
and exchange data with one another. As a result, reliable data-based decisions may be made in real
time, and the process they are a part of can be controlled more successfully [6]. The Industrial
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Internet of Things (110T) technology can be used to address challenging issues in supply chain
management, manufacturing, and logistics, which helps both the producer and the consumer [7-8].
Utilising 10T in an existing business is a mutually beneficial component of IloT implementation.
This can save operating expenses and raise the standard of a variety of commercial processes. The
way people connect with one another, complete jobs, and work together on projects has changed as a
result of the internet [9]. People are currently thinking about how they could achieve the same goal
using machines. Over the past few years, system developers have spent a lot of time and effort
connecting sensors, edge nodes, and analytics to create intelligent systems [10]. Operations are now
much more productive as a result. All of these interconnected systems are together referred to as the
Industrial Internet of Things (110T). In the history of industrial automation, this current iteration of
the Industrial Revolution is already proving to be the most transformative [11]. Everything will be
impacted, including manufacturing, healthcare, the energy industry, and transportation. Both the pace
of change and the advancements in the enabling technologies are quickening. In the next few years,
engineers in every industry willfigure out how to use the new capabilities that come from connecting
machines and processes with more powerful computing and analytics capabilities. These new
possibilities are the result of connecting processes and devices to the Internet [12—14].
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2. Related Works

Radio frequency identification tags, often known as RFID tags, are being included into an increasing
number of personal items, most notably smartphones, as part of 5G, also known as the fifth
generation of mobile networks. The authentication techniques used in 5G wireless networks should
be anti-scanning and preserve users' privacy because RFID chips in smartphones regularly leak
personal information about their owners [15]. On the other hand, most of the RFID protocols
currently in use are monitorable, and back-end servers are vulnerable to distributed denial of service
(DDoS) assaults. We suggest that smartphones in 5G networks employ a mutual authentication
system based on a hash [16] to eliminate these risks. This protocol stops snooping in public places by
dishonest persons from getting access to people's private places. The suggested protocol is a strong
deterrent against the dangers mentioned above since it employs hash values to verify RFID readers.
Additionally, our system's tag-side authentication efficiency is 2H, which is higher than the vast
majority of hash-based solutions that have previously been reported. Only two vectors, the first of
which contains k bits and the second of which contains j bits, can be stored by the tag [17-18].

This study looks into the localised polling issue that occurs in massive RFID systems.. When dM and
dN are both unknown but all of the tags N, including all of the wanted tags M, have previously been
gathered, the challenge involves how to most efficiently acquire information from wanted tags dM of
the total interrogated tags dN. There are many important aspects of this issue that are applicable to
the actual world, but it seems difficult to find a solution. We recommend utilising LocP, a brand-new
polling protocol [19]. The phase for filtering tags and the phase for arranging and reporting make up
this process. The goal is to reduce time that is wasted. LocP applies the Bloom Filter twice during the
Tags-Filtering step in order to considerably reduce the amount of candidate tags. The tags choose
when to submit data during the "Ordering and Reporting™ phase based on the allocation vectors that
the reader continuously sends to the tags. Perform a large number of simulations to gauge LocP's
effectiveness. The results show that LocP is quite efficient in terms of information gathering time. As
a result, it is a desirable option for the use and expansion of large-scale RFID systems[20].
Attribute-based encryption (ABE), a promising cryptographic primitive utilised in precise access
control systems for encrypted data, was developed by the authors. Waters and Sahai created ABE.
The key policy version annotates ciphertexts with attribute sets and connects secret keys to access
structures that define which ciphertexts a user is allowed to decipher [21-30]. The majority of KP-
ABE buildings share the following characteristics: The number of attributes used during decryption
affects how much it costs. This article discusses an alternative method for creating KP-ABE [31].The
proposed construction is the first KP-ABE algorithm that simultaneously possesses all of the
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following features:
It is expressive (that is, it supports any monotonic access structure).
It is fully secure in the standard model.
It decrypts quickly.
It has cipher texts that are a constant size.
e The problem with our design is that the size of the secret keys is equivalent to the number of
attribute smultiplied by four.
Users can encrypt and decode messages based on the qualities of those messages using attribute-
based encryption, or ABE for short. This kind of encryption relies on a secret, or private, key, as
opposed to encryption based on public keys. The use of this function is subject to a cost. In the
majority of implementations, the quantity of attributes in the ciphertext affects both its size and the
length of time needed to decrypt it. The amount of features that are included in the ciphertext
increases in direct proportion to its size. Additionally, the majority of ABE's real-world applications
demand one pairing operation for each attribute used in the decryption process. The main goal of this
research is to design ABE schemes with effective decryption algorithms. It suffices to verify that
those attributes can be used by the system as a whole rather than requiring a private key or ciphertext
to contain a certain minimum number of attributes. The first key-policy ABE system, which can
decipher ciphertexts using a predetermined number of pairings regardless of the length of the
ciphertext, is demonstrated in this case. GPSW ciphertexts can be deciphered with just two pairings
if the private key is increased by a factor of ||.
This necessitates a corresponding increase in the number of unique features in the private key. This
required expanding the private key's size to account for it. Then, we present a generalised
construction that enables each system user to choose their own efficiency tradeoffs along a
spectrum, with GPSW on one end and our incredibly fast scheme on the other, with our fast scheme
being at the other end. This standardised the building process. It is not essential to alter the
encryption technique or the settings that are visible to the general public in order to complete this
tuning.There are a few considerations that should be made while choosing a certain plan to
guarantee the greatest user experience. We shall discuss how these concepts can be used in the
ciphertext-policy ABE scenario in the article's concluding section, but at a higher cost than was
discussed in the preceding sections.
Rekeying is the process of switching an encryption key from one set to another. It updates the
security so that dynamic access control can be used in cryptographic storage and that keys cannot be
taken without authorization. However, it is challenging to rekey effectively in encrypted
deduplication storage systems.
These systems streamline deduplication by employing deterministic encryption keys, which generate
the values of their keys from the contents of ciphertexts. We were in charge of the design and
development of REED, a deduplication and encryption storage system that takes rekeying into
account. REED can accomplish secure rekeying and deduplication while retaining a small memory
footprint (AONT) since it uses an all-or-nothing transform. This ability is made feasible by REED's
determinism. Each of the REED encryption algorithms we created compromises security for speed in
order to function. Incorporated into REED is also the dynamic access control system. To increase the
functionality of the REED prototype, we employed a number of construction techniques. According
to our trace-driven test bed evaluation results, our REED prototype has maintained its high
performance and ability to effectively utilize storage space.
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2. Existing system
The cipher text policy-attribute (CP-ABE) method of encryption is one of the most potent ones. For
precise access control, it is the best option. A participant can create access policies based on logical
expressions over the properties of their data before delivering it to the cloud service. These
guidelines can be used to limit who has access to the data. A secret key that corresponds to a certain
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collection of traits that best describes each participant is handed to them by a key authority. If CP-
ABE is utilized, the only people who can decode the data are those whose traits match the logical
expression. Data that has been encrypted cannot be read by anyone who is not authorized to view it;
this includes the cloud storage service.

Disadvantages of Existing System

Even though CP-ABE has been put to extensive use in designing various access control schemes for
untrusted clouds, CPABE cannot be used for cloud-aided 10T because of a few key differences.

e First, the throughput requirements for time-series industrial 10T environment data require a
muchhighercapacitythanwhatCP-
ABEcanprovide.Thisisbecauseitisanexceptionallycostlycryptographicprimitive.

e Second, in order to obtain all of the ABE keys from a master key, CP-ABE makes use of a
critical authority. The use of a key authority in an IloT system that makes use of the cloud, on
the other hand, createsa significant risk to users' privacy.

e If the key authority is breached, then the data from the entire system's Internet of Things
devices will be made public.
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3. Proposed system
For the purpose of this research, we have constructed a reliable and risk-free industrial data access

control system by utilizing cloud computing.

]

loT records
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Fig.1.SystemArchitecture
Our current plans call for a hybrid infrastructure that combines a private cloud and a public cloud to
implement cloud services. Users' personally identifiable information will be stored in a public cloud.
Contracting out CP-ABE processes that require a big number of resources to a cloud provider that
provides a significant quantity of storage space is an option. The private cloud is in charge of
performing the CP-ABE procedures that must be done on the encrypted 10T data that is kept in the
public cloud. To safeguard the information gathered from IoT devices, we employ a system that
saves item keys at the item level.. Our system now offers a new privacy feature known as "item-level
data protection.” [Case in point] Even in the event that Only those people who were involved in the
manufacture of the item will have access to the Internet of Things (l1oT) data that is related to that
item because the key authority's integrity has been compromised.
Advantages of the Proposed System
The protocol enables CP-ABE encryption and decryption operations in batches, in addition to CP-
ABE re-encryption operations, in the private cloud.The strategy will actually quadruple the speed.
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System modules

The process of figuring out how an information system should be built, ensuring that it is function a
land being used, and ensuring that it meets quality standards, is referred to as systems
implementation (i.e., quality assurance).

- Data submission

« Data retrieval

« Policy revisions

« Key management

The plan uses three distinct types of cryptographic keys to protect the Internet of Things data that is
stored in the cloud service. The matching item is indicated by the "ik" abbreviation for "item key".
Each participant receives one that has RFID (radio frequency identification) tags built in. Data keys
for Internet of Things records are encrypted in this way. An additional layer of security is offered by
the item keys connected to the records in the 10T. An important SK is connected to a group of ABE
qualities in the acronym. Each member is responsible for maintaining the object, and its features
reveal something about their personality. Only individuals who have the ABE key in their hands are
able to access the 10T records. Each 0T record it contains has a unique data key identified by the
letter k. The Internet of Things record is created and stored by one of the participants, and
symmetric-key encryption, such as AES, is used to preserve the secrecy and integrity of the record.
A data key is secure when both an item key and an ABE key are present.
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Data Submission

This feature allows a participant to send an ABE-encrypted Internet of Things record to the SSP for
sharing. Following receipt of the request, Data-sub will start the CPABE encryption task creation
process before submitting it to the task scheduling framework. An loT participant p can use this
action to submit time-series 10T records anytime the participant is handling an object. In order to
submit an 10T record IDX, the user must first enter p, the item key ik from Item-list, construct a data
key k, and then add the IDX, the time stamp, and the record ID to Record-list. All of this is a
component of the 10T record IDX submission procedure. The 10T record's content is protected by a
limiting access policy, or Y. Following that, asymmetric encryption is used to protect both ik and k.
The temporal component, represented by k1, is then encrypted after the long-term component,
marked by k0. The participant then delivers the encrypted 10T record (IDX, p, t,,c1, c2) and a CP-
ABE encryption task to the CSP for decoding. The CSP encrypts the 10T record (IDX, p, t, C1, C2)
using the ABE public key PK, and then encrypts it once again before sending it to the SSP.

Data Retrieval

To obtain an Internet of Things record that was sent by another participant, this function must be
called. As soon as Data-re has the request, the CP-ABE decryption task is produced and sent right
away to the task schedule system. A participant p may use this operation to access time series 10T
records from a cloud service while processing an item. The person identified as p will have access to
these records. In order to continue processing a batch of n items, such as a participant p, participating
parties might ask the cloud service for these time series 10T recordings. These records are created by
the other participants. The prior action, which involved sending data, will be reversed as a result of
this action as it also required sending data. CSP is instructed to do ABE-decryption in order to get
the n 10T records that were produced for the batch of objects at a particular time point t as part of a
CP-ABE decryption task. This directive is provided as a requirement for a CP-ABE decryption task.

Reformulation of Policies

This feature allows anyone with access to an Internet of Things record to modify who else has access
to that record. Users who have access to the record are the only ones who can use this feature. The
CPABE re-encryption job will be created by Policy-up when the request has been received, and it
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will be sent to the task scheduling framework to be processed. This command allows users to modify
the users of the cloud service who have access to their Internet of Things records.
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4. Results and Discussions
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Each 10T record will be between 500 and 2000 bytes long and have a size of 1 megabyte. The CP-
ABE re-encryption process takes CSP many hours to complete for a significant quantity of Internet
of Things (10T) records. The method is time-consuming since CSP must first get these 10T records
from SSP, re-encrypt them, and then upload them. This demonstrates how critical it is to increase
the operational effectiveness of CSP. The results show that while the number of records in a batch is
relatively small, our optimisation achieves a large speedup ratio, which rises in direct proportion to
the batch size. Our optimisation significantly improves the speed at which data can be submitted,
retrieved, and updated when the batch size is 2000 and the record size is 10 KB. We accelerate the
policy update procedure using our scalable CP-ABE re-encryption optimisation. Due to the CSP's
ability to ask the SSP to re-encrypt the 10T records, we are able to do this regardless of the size of
the records. This indicates that our optimisation enables CSP to execute encryption and decryption
operations for CPABE in batches.

CONCLUSION
For the Internet of Things (1oT), a secure industrial data access management system that uses the
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cloud to enforce fine-grained access controls and protect data at the item level is necessary. The
strategy, which makes use of hybrid cloud technologies, assigns labor-intensive and expensive access
enforcement activities to a dedicated computer service provider. These tasks may be physically and
financially taxing. The data at the item level contained in the item records will be secure thanks to
the suggested set of encryption algorithms in our approach, which will also address the key
disclosure problem. Additionally, it offers a number of suggestions for how to boost computing
service provider performance while still maintaining item-level data protection.
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