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ABSTRACT

Recent news reveal a powerful attacker which breaks data confidentiality by acquiring cryptographic keys, by
means of coercion or backdoors in cryptographic software. Once the encryption key is exposed, the only viable
measure to preserve data confidentiality is to limit the attacker’s access to the cipher text. This may be achieved,
for example, by spreading cipher text blocks across servers in multiple administrative domains thus assuming
that the adversary cannot compromise all of them. Nevertheless, if data is encrypted with existing schemes, an
adversary equipped with the encryption key, can still compromise a single server and decrypt the cipher text
blocks stored therein. In this project, we implement Bastion, a novel and efficient scheme that guarantees data
confidentiality even if the encryption key is leaked and the adversary has access to almost all cipher text blocks.
We study data confidentiality against an adversary which knows the encryption key and has access to a large
fraction of the cipher text blocks. Bastion achieves data confidentiality by combining the use of standard
encryption functions with an efficient linear transform. We examine the security of Bastion and we also evaluate
its performance.
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I.INTRODUCTION

Cloud Computing is Internet (“Cloud”) based development and use of computer technology (“Computing”). It is
a style of computing in which dynamically scalable and often “virtualized” resources are provided as a service
over the internet. Cloud Computing is an emerging technology where data and services reside in massively
scalable data centers in the cloud and can be accessed from any connected devices over the internet. Users need
not have knowledge of, expertise in, or control over the technology infrastructure “in the cloud” that supports
them. It provides limitless “virtualized” resources to users as schemes over the whole Internet, while hiding
implementation and platform details.

The goal of cloud computing is to apply traditional supercomputing, or high-performance computing power,
normally used by military and research facilities, to perform tens of trillions of computations per second, in
consumer-oriented applications such as financial portfolios, to deliver personalized information, to provide data
storage or to power large, immersive computer games.

CHARACTERISTICS:

The salient characteristics of cloud computing based on the definitions provided by the National Institute of
Standards and Terminology (NIST) are outlined below:

On-demand self-service: A consumer can unilaterally provision computing capabilities, such as server time and

network storage, as needed automatically without requiring human interaction with each service’s provider.
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Broad network access: Capabilities are available over the network and accessed through standard mechanisms
that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, laptops, and PDAS).

Resource pooling: The provider’s computing resources are pooled to serve multiple consumers using a multi-
tenant model, with different physical and virtual resources dynamically assigned and reassigned according to
consumer demand. There is a sense of location-independence in that the customer generally has no control or
knowledge over the exact location of the provided resources but may be able to specify location at a higher level
of abstraction (e.g., country, state, or data center). Examples of resources include storage, processing, memory,
network bandwidth, and virtual machines.

Rapid elasticity: Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly
scale out and rapidly released to quickly scale in. To the consumer, the capabilities available for provisioning
often appear to be unlimited and can be purchased in any quantity at any time.

Measured service: Cloud systems automatically control and optimize resource use by leveraging a metering
capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth,
and active user accounts). Resource usage can be managed, controlled, and reported providing transparency for
both the provider and consumer of the utilized service.

Achieve economies of scale — increase volume output or productivity with fewer people. Your cost per unit,
project or product plummets.

Reduce spending on technology infrastructure. Maintain easy access to your information with minimal
upfront spending. Pay as you go (weekly, quarterly or yearly), based on demand.

Globalize your workforce on the cheap. People worldwide can access the cloud, provided they have an
Internet connection.

Streamline processes. Get more work done in less time with less people.

Reduce capital costs. There’s no need to spend big money on hardware, software or licensing fees.
Improve accessibility. You have access anytime, anywhere, making your life so much easier!
Monitor projects more effectively. Stay within budget and ahead of completion cycle times.

Less personnel training is needed. It takes fewer people to do more work on a cloud, with a minimal learning
curve on hardware and software issues.

Minimize licensing new software. Stretch and grow without the need to buy expensive software licenses or
programs.

Improve flexibility. You can change direction without serious “people” or “financial” issues at stake.
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Now-a-days cloud service provider offers both massively parallel computing resources and highly available
storage at comparatively low costs. As cloud computing becomes universal, a vast amount of data is shared by
the users with specified privileges and it is being stored in the cloud, which interpret the ingress rights of the
stored data. One analytical dispute of cloud storage services is to secure the data present in cloud.

In cloud, security is often better than traditional systems. Security typically improves due to
centralization of data, increased security- focused resources. Due to centralize data centre it is possible to
improve the level of data security. However, complexity of security is increased when decentralization of data
over the wide area of network and various devices are used to get services. Perpetrators were not hindered by the
various security measures deployed within the targeted services. For instance, although these services relied on
encryption mechanisms to guarantee data confidentiality, the necessary keying material was acquired by means
of backdoors or coercion.

If the encryption key is exposed, the only viable means to guarantee data confidentiality is to limit the

adversary’s access t0 the cipher text. For example, by spreading the data across multiple administrative domains,
in the hope that adversary cannot compromise all of them. However, even if the data is encrypted and dispersed
across multiple administrative domains, an adversary equipped with the appropriate keying material can
compromise a server in one domain and decrypt cipher text blocks stored therein.
In this, data confidentiality is studied against an adversary who knows the encryption key and has access to a
large fraction of the ciphertext blocks. The adversary can acquire the key by exploiting flaws or backdoors in the
key-generation software, or by compromising the devices that store the keys (e.g., at the user-side or in the
cloud). Adversary invalidates the security of most cryptographic solutions, including those that protect
encryption keys by means of secret-sharing.

To counter such an adversary, we implement Bastion, a novel and efficient scheme which ensures that
plaintext data cannot be recovered as long as the adversary has access to at most all but two ciphertext blocks,
even when the encryption key is exposed. Bastion achieves this by combining the use of standard encryption
functions with an efficient linear transform. Bastion shares similarities with the notion of all-or-nothing
transform.

An AONT is not an encryption by itself, but can be used as pre-processing step before encrypting the
data with a block cipher. This encryption paradigm- called AON encryption —was mainly intended to slow down
brute-force attacks on the encryption key. Existing AON encryption schemes require at least two rounds of block
cipher encryptions on the data: one pre-processing round to create the AONT, followed by another round for the
actual encryption. These rounds are sequential, and cannot be parallelized. This results in considerable — often
unacceptable — overhead to encrypt and decrypt large files.

Bastion first encrypts the data with one round of block cipher encryption, and then applies an efficient
linear post-processing to the cipher text. Bastion requires only one round of encryption — which makes it well
suited to be integrated in existing dispersed storage systems. Bastion provides data security when compared to
other systems. So the adversary cannot get all the data that is present in cloud. The performance of Bastion is
also increased in comparison to a number of existing encryption techniques. Bastion incurs a negligible
performance deterioration (less than 5%) when compares to symmetric encryption schemes and considerable
improves the performance or existing encryption schemes. It also incurs a negligible overhead when compared to
existing semantically secure encryption modes, for e.g., CTR encryption mode.

http://doi.org/10.36893 /IEJ.2020.V49I8N1.066-072 68



http://doi.org/10.36893/IEJ.2020.V49I8N1.066-072

Industrial Engineering Journal
ISSN: 0970-2555
Volume : 49, Issue 8, No. 1, August : 2020

Il. PROBLEM DEFINITION

The motivation behind the project is to provide security for transferring files from a faculty to students.

The main aim of the project is to implement BASTION algorithm for College Management System to provide
more security.

The main objective of the project is to generate a secret key for the students in order to download or view a file
which are uploaded by the faculty. Admin will provide the secret key to the students for downloading the file.
Therefore a file can be viewed by any person who has a secret key which will be provided by the admin.

IHHLLSYSTEM ANALYSIS

In the existing system, if the encryption key is exposed, the adversary can acquire the key by backdoors in the
key-generation software, or by compromising devices that store the keys. So the adversary can easily get all the
data is being shared among users. There was no data confidentiality. So the end user may also loss originality of
data.

DISADVANTAGES:

> There was no proper encryption method in the existing system.
> There was no proper security in the existing system because adversary can get all the data without loss
of originality.

In the proposed system, we implement a novel and efficient scheme called Bastion, which ensures that plaintext
cannot be recovered as long as adversary has access to a large fraction of cipher text blocks, even when the
encryption key is exposed. To guarantee data confidentiality, the only way is by spreading data across multiple
administrative domains, so that the adversary cannot compromise all of them. Bastion first encrypts the data with
one round of block cipher encryption, and then applies an efficient linear post-processing to the cipher text. We
use polynomial key generation to encrypt the data that is uploaded in Bastion provides more security and privacy
when compared to other systems.

> Bastion improves performance of the system.
> It provides fast accessibility of data.
> Bastion also provides deterministic data with zero probability of error occurrences.

In this system, to prevent an authorized access, a safety proof of ownership is used to provide the proof
that the user is authenticated. Here, both owner and user are authenticated by activating the owner and user by
the administrator. By using signature key and private key, owner and user can authenticate. In this system, owner
will upload the file in to cloud. Only the authenticated owner can upload the file in to cloud. After uploading the
file, owner has to generate the polynomial keys for encryption. By Polynomial key generation, owner can
encrypt the data that he uploaded. Finally by using this algorithm, we show that the data that is present in cloud
is secured and the performance of the system is also improved.

IV. SYSTEM MODEL

A system architecture or systems architecture is the conceptual model that defines the structure, behavior, and
more views of a system. An architecture description is a formal description and representation of a system,
organized in a way that supports reasoning about the structures and behaviors of the system.
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As shown in the figure, the faculty will upload the file or data to the cloud. The file will be encrypted by
performing the encryption process on it by using polynomial key generation. Therefore the encrypted file will be
uploaded to the cloud. The student will send a request to the college administrator for a file. Then the
administrator will send a key to student. Therefore by using that key students can select the required file and the
encrypted file will be decrypted. The decrypted file can be downloaded by the student.

V. IMPLEMENTATION
There are different types of modules in the system architecture of college management system. They are
as follows:

. Login

. Data Upload

. Key Management

. Data Search & View
LOGIN

Faculty and students has to register in to cloud. For registration, faculty and students has to fill the details
such as name, email-id, mobile number, gender etc.. Faculty and students has to login in to cloud to view the file
and to download the file that is present in the cloud. By using signature key and private key, faculty and students
can view the login details i.e., details of their profile.

DATA UPLOAD
Faculty will upload data in to cloud. Data such as materials, textbooks, circulars etc can be uploaded to cloud.
Different faculty members can upload different types of data.

KEY MANAGEMENT

In key management, there are two sub modules, they are:
> Key request

> Key response

Key Request:
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Students will send the search key request to college administrator. Students will send this key to access data that
is present in cloud.

Key Response:

Administrator will send the search key response to students. By using this key, students can access the data
present in cloud.

DATA SEARCH & VIEW

Students can search all the data that is uploaded by all faculty members. After entering the search key, students
can view the data present in cloud. Faculty can also view the data that are uploaded by other faculty members.
Students and faculty members can also download the data present in cloud.

VII.CONCLUSION & FUTURE ENHANCEMENTS

We addressed the problem of securing data outsourced to the cloud against an adversary which has access to the
encryption key. For that purpose, we introduced a novel security definition that captures data confidentiality
against the new adversary. We then implement Bastion, a scheme which ensures the confidentiality of encrypted
data even when the adversary has the encryption key, and all but two ciphertext blocks. Bastion is most suitable
for settings where the ciphertext blocks are stored in multi-cloud storage systems. In these settings, the adversary
would need to acquire the encryption key, and to compromise all servers, in order to recover any single block of
plaintext. Encryption can be done by using polynomial key generation.
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