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Abstract— Due to their characteristics of continually changing topologies or a lack of infrastructure 

networks, wireless networks pose serious security risks. This type of network uses routing protocol 

to transfer data from source to destination. The majority of MANET routing protocols are open to 

several kinds of attacks. However, wireless ad hoc networks are vulnerable to malicious node attacks 

because of security flaws in the routing protocols. When a rogue node enters the MANET's wireless 

coverage area, it can interfere with communication. A significant security concern inside MANETs 

is the Black Hole Attack. One of these attacks is called "Black Hole," which compromises network 

integrity by entangling every data packet and causing connection failures. There will be data loss if 

the assault prevents the data packets from reaching the destination node. 

Keywords— MANET, Routing Protocols, Black Hole Attack, Compromises Network Integrity, 
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INTRODUCTION 

In essence, wireless networks serve as infrastructure networks, arranging communication amongst 

mobile nodes. Ad hoc networks are classified as infrastructural networks since they use mobile nodes 

instead of permanent infrastructure to connect with one another. The largest problem resulting from 

wireless or infrastructure is low network security. The use of wireless networks in communications 

networks has increased dramatically in recent years. The primary feature of wireless networks is 

information access regardless of a user's topological and geographic characteristics. Due to the 

Internet's explosive expansion in the last several years and the increasing use of tiny mobile devices 

as a means of communication and data sharing, wireless networks have all but collapsed. Being 

aware of potential attack vectors is always the first step in creating effective security solutions. 

Information transmission over the MANET must be secure in order for it to be done safely. Due to 

its shared wireless medium and lack of a central coordinating mechanism, MANET is more 

susceptible to assaults, and these attacks frequently target MANET. Security is the main issue in the 

MANET since its operation depends on the cooperation of the nodes that are a part of it. Ad hoc 

networks are used in many applications, particularly in the military and emergency services, where it 

is more difficult to meet security standards than in conventional wired networks. The fact that there 

is no centralized network management and that every node has designated other nodes to route its 

packets makes secure routing even more challenging in this situation. Therefore, the existence of any 

misbehaving nodes inside the network can quickly interfere with its functionality and harm its ability 

to communicate. As a result, safe routing is a crucial component that ad hoc networks must have in 

order to successfully commercialize and sustain secure applications. Thus, establishing secure routes 

by reducing the likelihood of abuse detection in MANETs is a crucial area of study. A crucial 

element of mobile ad-hoc networks is security. More secure wireless networks are becoming 

necessary as wireless technology gains popularity and is used more often. Particularly susceptible to 

a potent assault called the black hole attack are wireless networks. The networking field's most 

popular study topics these days are wireless networks. The most practical and likely method of 

internet communication is through wireless networks. There are two types of wireless networks: ad 

hoc networks and infrastructure networks. 
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LITERATURE REVIEW 

A denial-of-service attack similar to a black hole attack was reported by Md Ibrahim Talukdar et al. 

against a general-purpose ad hoc on-demand distance vector protocol. It employs three methods: 

identified black hole AODV, regular AODV, and black hole AODV, where we find that black holes 

severely impair network performance. Using two methods an intrusion detection system (IDS) and 

an encryption technique (digital signature) with the preventive concept we have identified the black 

hole assaults within the networks. 

 In order to combat black hole attacks, Muhammad Salman Pathan et al. proposed an efficient 

and straightforward technique that improves the AODV routing protocol. Fake route request (RREQ) 

packets with an erroneous destination address are used by the MDBM mechanism to detect black 

hole attacks in order to identify black hole nodes before the true routing process begins. A simulation 

experiment has been done to confirm the effectiveness of the suggested detection and prevention 

plan. 

 The impact of a black hole assault on the network was presented by Layth A. Khalil A et al. 

To do this, we created a simulation of MANET circumstances, which included a black hole node that 

used the OMNET ++ simulator to show the impacts of a black hole assault. Several black hole 

attacks on the network's MANET performance have also been studied. 

 Using the AODV routing protocol, Pranjul Sarathe et al. provided an overview of several 

approaches and strategies for identifying and thwarting black hole attacks in MANETs. A significant 

security concern inside MANETs is the black hole attack. This happens when a black hole a 

malevolent node joins the network. This node acts as though it is the route to the destination during 

the route discovery process. It gathers all of the packets and leaves them there rather than forwarding 

them to the intended destination. 

 The black hole detection method in MANET using AODV and its prevention using AOMDV 

was described by Lokesh Baghel et al. Many routing protocols have been suggested, and AODV has 

been used in the implementation of the majority of them. In it, we use AOMDV to assess black hole 

attacks and compare each one's parameters with the results of AODV one at a time. 

 One of the well-known security risks for MANETs is the black hole attack, as explored by 

Taku Noguchi et al. A security attack known as a "black hole" occurs when a hostile node sends 

fictitious routing information, absorbing all data packets and leaving them unforwarded. Our 

proposal in this research is to avoid black hole attacks using a strategy based on at a fresh cutoff. 

 A comparative assessment and survey of sets of multipath routing protocols for mobile ad 

hoc networks was published by Tariq A. et al. in their paper On-demand Multipath Routing 

Protocols for Mobile Ad-Hoc Networks: A Comparative assessment. The results of this study will 

drive the development of new multipath routing techniques that address the issues this article has 

pointed out. 

 

AODV PROTOCOL'S BLACK HOLE ATTACKS 

All of the network's stations have their routing information managed using proactive table-driven 

protocols. Every station creates a unique routing table that may be used to find a way to a location 

and store data routing. The whole network must be updated if there is a change to the network 

topology. The Destination Sequenced Distance Vector Routing (DSDV), Optimised Link State 

Routing (OLSR), Wireless Routing Protocol (WRP), Cluster Gateway Switch Routing Protocol 

(CGSR), and Fish Eye State Routing Protocol (FSR) are a few of the table-driven protocols. Routing 

protocols that are On-demand or Reactive elaborate routes as needed. A node uses the route 

discovery technique to find the path to the target station before attempting to transfer data to any 

other station. Numerous on-demand driven protocols have been developed, including Ad hoc On 

Demand Distance Vector (AODV), Associativity Based Routing (ABR), Temporally Ordered 

Routing Algorithm (TORA), and Dynamic Source Routing Protocol (DSR). Routing protocols that 

are hybrid use both of the earlier kinds. Zone-based hierarchical link state (ZHLS), distributed 
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dynamic routing (DDR), and zone routing protocol (ZRP) are a few examples of hybrid routing 

protocols. The focus of this work is to analyse how black hole attacks affect MANETs that use 

AODV. The reactive routing technique known as AODV (Ad hoc On-Demand Distance Vector) is 

made up of two modules: 

(i) Route Discovery Module- The source station S checks its routing database in order to transfer 

data to a specific station D. It uses this station D if it finds an entry there; if not, it starts the route 

discovery process (see Fig. 1), which entails the source station S flooding neighbouring stations with 

a route request (RREQ) packet. In order to find a new route (if the route sequence number is greater 

than that of RREQ) to the required destination in the RREQ packet, the intermediate station that the 

RREQ packet acquired last searches its routing table. A route reply (RREP) packet is sent via the 

pre-planned reverse route to the source station S if such a path is discovered. The intermediate 

station updates its routing table and sends RREQ to the neighbours if it is unable to locate a new 

route. Until RREQ is received by destination node D, this process is repeated. The pre-established 

reverse route is used by the destination node D to broadcast RREP to S. 

 
Figure 1- Route discovery mechanism of AODV protocol 

(ii) Route Maintenance Module- Greeting messages are used by AODV to keep nodes connected. 

On behalf of the neighbours, each station waits for hello packages and sends them out on a regular 

basis. In the event that there is no connection interruption, a symmetrical link between stations is 

always maintained while Hello packets are sent in both directions. A route error (RERR) packet is 

transmitted to the source S if the station upstream is unable to fix the damaged link locally. This final 

step might restart the route finding process if needed. Multiple assaults can target MANETs. The 

threats against the most important layers of the network, physical layer, and MAC are known as 

general attack types. The two main objectives of network layer attacks are to either alter some of the 

properties of routing packets or prevent data packets from being sent. An adversary node can launch 

a simple assault by ceasing to transmit data packets. Consequently, the attacker station prevents the 

data exchange from occurring when it is selected as a route. A MANET that uses the AODV, a black 

hole station, suppresses network traffic by pretending to have enough new routes to all of the 

destinations that each station needs. The black hole station instantly answers that it is coming from 

the destination or from a station that has a sufficiently recent path to reach the destination station 

when a source station floods the RREQ packet for any destination node. In Fig. 2, a destination 

station D in MANETs is to receive information packets from source station S. Node M functions as a 

black hole node and is an attacker node. With a bogus reply RREP with a higher modified sequence 

number, the malicious node responds. Therefore, informational meals should be communicated from 

S to M rather than D. 
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Figure 2- Black hole attack process 

NETWORK SIMULATOR 

Developed at the University of California, Berkley, NS is an event-driven network simulator 

programme that incorporates a variety of network objects, including applications, protocols, and 

traffic source behaviour. The NS is a component of the VINT project's software, which has received 

DARPA funding since 1995. 

 
Figure 3-Network Simulator Architecture 

The NSCL 2's use of the OTCL script interpreter is seen in Figure 3. Network objects and the 

network topology are configured using functions in the library, which notify the sources of starting 

and stopping packet transmission traffic through the event planner. To configure and run a 

simulation network, a user must write an OTCL script to start an event programme. NS interprets an 

OTCL script that a user has written. NS concurrently produces two primary analysis reports. One of 

these is called "network animator" object, and it displays the simulation's visual animation. Every 

object in the simulation acts according to the second trace. NS is the one who generated both of these 

files. This uses the GAWK script to retrieve data from the trace file in order to run several 

performance matrices. The performance matrix is also used to detect network behaviour. 

(i) Advantages- A wide variety of protocols is supported by NS-2 at all tiers. For instance, NS-2 

provides the ad-hoc and wireless network-specific protocols. The NS-2 open source model reduces 

simulation costs, and users may readily edit and update the programmes with the help of online 

documentation. Because it is written in C++, it can run on any machine that has the GNU C-

compiler, gcc. 

(ii) Limitations- Users of this simulator must be conversant with modelling techniques and 

developing scripting languages, as the Tool Command Languages can be challenging to comprehend 

and create. NS-2 can occasionally need more effort and time to mimic a particular job than other 

simulators. NS-2's graphical support is inadequate, and it lacks a Graphical User Interface, forcing 

users to interact with electrical devices through text instructions. Owing to the ongoing modifications 

made to the code base, the outcome might not be consistent and might include errors. NS-2 is unable 

to replicate issues related to bandwidth, power consumption, or energy conservation in wireless 

networks. There is a scalability issue with NS-2 in that it cannot have more nodes than 100. 
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(iii) Experimental Setup- the structure of network source or scenario file, and these files generated 

using which command have shown in below: Following files have been used for simulation. 

(a) Traffic Pattern File- Ns cbrgen.tcl [-type cbr|tcp] [-nn nodes] [-seed seed] [-mc connections] [-

rate rate] 

(b) Scenario File - To generate the traffic movement file, following is example command. 

./setdest -n <num_of_nodes> -p <pause_time> -s <maxspeed>-t <simtime> -x <maxx> -y <maxy> > 

< scenario file> 

Here n – no. of nodes, p – pause time, s – speed, t – simulation time, and x, y – grid size. 

 

CONCLUSION 

In the theoretical portion of the research, it is evident to us that routing becomes a complicated 

problem because of the random mobility of the nodes. In MANET, several routing protocols are still 

in use. Every routing protocol has its own characteristics. We must select the appropriate routing 

protocol based on network environments. One type of DOS attack that can significantly impair 

MANET performance is the black-hole attack. To avoid network failures, it is crucial to detect black 

hole nodes in their early phases. As a result, the authors created a method for identifying and 

controlling various black hole attack types in MANET. He improved the AODV scheme to prevent 

attacks and connection breakdowns, boost packet reception ratios, and use a multipath technique for 

better outcomes when compared to the current AODV and black hole attack. The system performs 

better as a result of this. To address the shortcomings in the major accomplishments of low latency 

and high packet delivery friction, we have put out our own plan. It is determined that the suggested 

strategy outperforms the current plan. In the future, we plan to deploy multipath scheme for both 

detection and prevention of black hole attacks in wireless environments. 
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