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ABSTRACT: 

In nowadays world lots of people like a 

businessman’s, Media, politicians, etc., uses 

Twitter daily & have become an important part 

of life. Twitter is one of the favourite social 

networking sites which let the individuals to 

express their sentiment on various topics like 

politics, sports, stock market, entertainment 

etc. It is one of the quickest means of 

transmission information. It extremely affects 

people’s viewpoint. An increasing number of 

people on twitter but hide their identity for 

malignant purpose. It is dangerous for other 

users hence the necessity for identifying the 

twitter bots. So it is essential that tweets are 

sent by authentic users and not by twitter bots. 

A twitter bot transmits spam subject matters. 

Therefore detecting of bots helps to determine 

spam messages. The characteristics of twitter 

accounts are utilized as Features in machine 

learning algorithms to label users as genuine or 

fake. In this paper, we used three machine 

learning algorithms to detect the account is fake 

or real, which are Decision Tree, Random 

Forest, and Multinomial Naive Bayes The 

classification performance of the algorithms is 

compared with their accuracy. The accuracy 

given by the Decision tree algorithm is 93%, 

the Random Forest algorithm is 90% and the 

Multinomial Naive Bayes is 89%. Hence it is 

seen that the Decision tree gives more accuracy 

as compared to Random Forest and 

Multinomial Naive Bayes 

 

INDEX: Social media, Twitter, big data 

analytics, shallow learning, deep learning, 

tweet-based bot detection. 

 

INTRODUCTION: 

Twitter is one of the most popular micro-

blogging social media platforms that has 

millions of users. Due to its popularity, Twitter 

has been targeted by different attacks such as 

spreading rumors, phishing links, and malware. 

Tweet-based botnets represent a serious threat 

to users as they can launch large-scale attacks 

and manipulation campaigns. To deal with 

these threats, big data analytics techniques, 

particularly shallow and deep learning 

techniques have been leveraged in order to 

accurately distinguish between human accounts 

and tweet-based bot accounts. In this paper, we 

discuss existing techniques, and provide a 

taxonomy that classifies the state-of-the-art of 

tweet-based bot detection techniques. We also 

describe the shallow and deep learning 

techniques for tweet-based bot detection, along 

with their performance results. Finally, we 

present and discuss the challenges and open 

issues in the area of tweet-based bot detection. 
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SYSTEM ARCHITECTURE 

 

METHODOLOGY 

Data Preprocessing:  

Once collected, the Twitter data undergoes 

preprocessing to ensure its quality and 

consistency. This involves tasks such as 

removing duplicates, handling missing values, 

and cleaning noisy or irrelevant data. 

Additionally, text data may be processed using 

techniques  like tokenization, temming, and 

stop-word removal to prepare it for analysis. Table 1: Summary of Deep learning-based 

detection method 
Classification Accuracy: 

Classification accuracy is defined the numbers 

of the correct predictions are divided by the 

total number of inputs samples or total number 

of predictions made. It is mathematically given 

as: 

 

Allowing to this experiment the performance of 

artificial neural network is capable with highest 

accuracy is 98.9%. Decision tree is much 

closed result to ANN, having 92.7% accuracy. 

Confusion Matrix: 

Confusion matrix is doing well performance for 

the binary classification methods; we are also 
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using binary classification in this research. 

Confusion matrix is giving the result as form of 

matrix, where describe the full performance of 

the proposed model. It gives us 4 values and 

two classes (actual class and predict class) in 

output. The mathematical representation of the 

average accuracy of confusion matrix shown 

below, where ‘N’ is the total number of inputs: 

 
F1 Measure: 

F1-score is also called F-measures. It is used for 

the measure of test’s accuracy and identifying 

the number of true and positive of the precision 

and recall. It is the harmonic means value of the 

precision and recall. In this experiment the 

highest if values of AAN are 96%. 

Mathematically represent as: 

 

Precision: 

Precision define is the fraction of true positive 

values among number of positive values 

predicted by the classifier. It is expressed as: 

 

Recall: 

Recall, also referred to as sensitivity or true 

positive rate, and represents the ratio of 

correctly predicted positive outcomes to the 

total number of samples that are actually 

positive. Mathematically, it can be expressed 

as: 

 

 

Table 2: Summary of shallow learning-based 

detection methods 

Service Provider: 

In this module, the Service Provider has to 

login by using valid user name and password. 

After login successful he can do some 

operations such as Login, Browse Diabetic 

Data Sets and Train & Test, View Trained and 

Tested Accuracy in Bar Chart, View Trained 

and Tested Accuracy Results, View All 

Primary Stage Diabetic Prediction, Find 

Primary Stage Diabetic Prediction Type Ratio, 

View Primary Stage Diabetic Prediction Ratio 

Results, Download Predicted Data Sets, View 

All Remote Users. 

View and Authorize Users: 
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In this module, the admin can view the list of 

users who all registered. In this, the admin can 

view the user’s details such as, user name, 

email, address and admin authorize the users. 

Remote User: 

In this module, there are n numbers of users are 

present. User should register before doing any 

operations. Once user registers, their details 

will be stored to the database.  After 

registration successful, he has to login by using 

authorized user name and password. Once 

Login is successful user will do some 

operations like REGISTER AND LOGIN, 

PREDICT TWEET TYPE, VIEW YOUR 

PROFILE. 

RESULTS ANALYSIS 

 
Prediction Ratio Details 

 
Line Chart Prediction Results 

 

 
Bar Chart Prediction Results 

 

 
Pie Chart Prediction Results 

CONCLUSION 

Twitter is one of the most popular social media 

platforms that allows connecting people and 

helps organizations reaching out to customers. 

Tweet-based botnet can compromise Twitter 

and create malicious accounts to launch large-

scale attacks and manipulation campaigns. In 

this review, we have focused on big data 

analytics, especially shallow and deep learning 

to fight against tweet-based botnets, and to 

accurately distinguish between human accounts 

and tweet-based bot accounts. We have 

discussed related surveys, and have also 

provided a taxonomy that classifies the state-

of-the-art tweet-based bot detection techniques 

up to 2020. In addition, the shallow and deep 

learning techniques are described for tweet-

based bot detection, along with their 

performance results. Finally, we presented and 

discussed the open issues and future research 

challenges.  

FUTURE ENHANCEMENT 

Feature Extraction: Various features can be 

extracted from Twitter data, such as tweet 

frequency, account age, posting patterns, 

follower count, friends count, profile 

information, language used, sentiment analysis 

of tweets, and more. Python libraries like 
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NLTK (Natural Language Toolkit) and 

TextBlob can be used for text analysis and 

sentiment analysis. 

Bot Detection Rules: Developers can also 

create rules-based approaches to detect bots. 

This involves defining specific criteria or 

thresholds based on patterns observed in bot 

behavior. Python provides tools for 

implementing these rules efficiently. 

Visualization: Python libraries like Matplotlib 

and Seaborn can be used to visualize the data 

and analysis results, making it easier to 

interpret and communicate findings. 
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