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Abstract  

A data storage server, such as a cloud server, can demonstrate to a verifier that it is honestly storing 

the data of a data owner by using remote data integrity checking (RDIC). Numerous RDIC protocols 

have been put out in the literature to this point, however the most of these designs have a sophisticated 

key management problem, meaning they depend on pricy public key infrastructure (PKI), which could 

make it difficult to implement RDIC in practise. In order to simplify the system and lower the cost of 

setting up and maintaining the public key authentication framework in PKI based RDIC schemes, we 

suggest a novel architecture of the identity-based (ID-based) RDIC protocol in this study. We formalise 

ID-based RDIC, along with its security model, which includes protection from rogue cloud servers 

and zero knowledge privacy from a third-party verification. 

During the RDIC procedure, the proposed ID-based RDIC protocol does not reveal any information 

about the stored data to the verifier. The new design achieves zero knowledge privacy against a verifier 

and is demonstrated to be secure against the malicious server in the general group model. Extensive 

security research and implementation results show that the suggested protocol is practicable in real-

world applications and provably secure. We Extend This Work with Group Management, Forward and 

Backward Secrecy by Time Duration, and File Recovery When Data Integrity Checking Fault Occurs. 

Cloud computing, which has received considerable attention from research communities in academia 

as well as industry, is a distributed computation model over a large pool of shared-virtualized 

computing resources, such as storage, processing power, applications and services. 

Cloud users are provisioned and release recourses as they want in cloud computing environment. This 

kind of new computation model represents a new vision of providing computing services as public 

utilities like water and electricity. Cloud computing brings a number of benefits for cloud users. 

However, there is a vast variety of barriers before cloud computing can be widely deployed. A recent 

survey by Oracle referred the data source from international data corporation enterprise panel, showing 

that security represents 87% of cloud users’ fears1. One of the major security concerns of cloud users 

is the integrity of their outsourced files since they no longer physically possess their data and thus lose 

the control over their data. 

Moreover, the cloud server is not fully trusted and it is not mandatory for the cloud server to report 

data loss incidents. Indeed, to ascertain cloud computing reliability, the cloud security alliance (CSA) 

published an analysis of cloud vulnerability incidents. 

 

Objectives 

There are primarily four goals that summaries how this project will work in its entirety. To develop an 

automated model that is both affordable and capable of monitoring the moisture content of a soil 

sample, primarily to meet the needs of farmers who do not have access to technology. Determine the 

impact of fertilizers and soil nutrients on agriculture. Improve the effectiveness of soil conservation 
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methods and raise public awareness of soil degradation. Test the viability of indigenous sensors 

(resistance blocks) as opposed to commercially available sensors. 

I. Work related to the project 

The Far site distributed file system provides availability by replicating each file onto multiple desktop 

computers. Since this replication consumes significant storage space, it is important to reclaim used 

space where possible. Measurement of over 500 desk top file systems shows that nearly half of all 

consumed space is occupied by duplicate files. 2 We present a mechanism to reclaim space from this 

incidental duplication to make it available for controlled file replication. Our mechanism includes 

1) convert gent encryption, which enables duplicate files to coalesced into the space of a single 

file, even if the files are 

encrypted with different users’ keys, and 2) SALAD, a Self Arranging, Lossy, Associative Database 

for aggregating file content and location in formation in a decentralized, scalable, fault-tolerant 

manner. Large-scale simulation experiments show that the duplicate-file coalescing system is scalable, 

highly effective, and fault-tolerant. 

II. System Information 

Reclaiming Space from Duplicate Files in a Serverless Distributed File SystemThe Far site distributed 

file system provides availability by replicating each file onto multiple desktop computers. Since this 

replication consumes significant storage space, it is important to reclaim used space where possible. 

Measurement of over 500 desktop file systems shows that nearly half of all consumed space is occupied 

by duplicate files. We present a mechanism to reclaim space from this incidental duplication to make 

it available for controlled file replication. Our mechanism includes 

1) convergent encryption, which enables duplicate files to coalesced into the space of a single file, 

even if the files are encrypted with different users’ keys, a 

2) SALAD, a Self Arranging, Lossy, Associative Database for aggregating file content and 

location information in a decentralized, scalable, fault- tolerant manner. Large-scale simulation 

experiments show that the duplicate-file coalescing system is scalable, highly effective, and fault-

tolerant. 

A. Existing Systems and their Advantages or 

Disadvantages 

Advantages: 

• By using block level deduplication reduce the storage space 

• Reliability issue is overcome 

• Distributed Deduplication System is performed 

Disadvantages: - 

• To solve reliability problem by distributed deduplication system the storage space increase 

lightly. 

A. SOFTWARE QUALITY ATTRIBUTES 

The application software gives justice to important quality attributes such as: 

• Flexibility:   Input    related    to    various 

domains accepted by the system. 

• Reliability: System generates crime report data which includes the expected output as well as 

the criminal profiling. 

• Usability: Provides simple user interface 

easily accessible by the concerned user. 

• Scalability: System can be used for variable data as well as is scalable on multiple systems over 

same network. 

• Security: Secure as the system asks for user’s credentials to provide access to system. 
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IV .IMPLEMENTATION OF PROPOSED SYSTEM 

A. System Model 

Static (or structural) view: Emphasizes the static structure of the system using objects, attributes, 

operations and relationships. The structural view includes class diagrams and composite structure 

diagrams. 

Dynamic (or behavioral) view: Emphasizes the dynamic behavior of the system by showing 

collaborations among objects and changes to the internal states of objects. This view includes sequence 

diagrams, activity diagrams and 

Use case Diagram 

 
 

B. System Functionalities 

The primary design constraint is the Desktop platform. Since the application is designated for Desktop 

Systems, effective GUI and well user friendliness will be the major design considerations. Creating a 

user interface which is both effective and easily navigable is important. Also as we are utilizing the 

database for our each of the four major steps based on different algorithms so storage space need to be 

considered for smooth functioning of system.Other constraints such as memory and processing power 

are also worth considering.The analysis and auditing system is meant to be quick and responsive even 

when dealing with large amount of data so each feature of the software must be designed and 

implemented considering efficiency.As our system involves algorithms the system must consider the 

requirements of all techniques for the format of input and output generated and their individual 

working efficiency and its contribution to overall software applications efficiency.The software will 

give the desired results only if the specified software requirements are satisfied. 

At present only Text File format containing data in the form of database records of unstructured data 

or the algorithm’s output format is considered. 

The system will accept data as input from the database containing unstructured data as records 

generated by crawling through the web content by a web based crawler and we need active and smooth 

internet connectivity for effective working of web crawler. Application software designed must 

implement the algorithms effectively on the collected data and predict the expected result successfully 

also the interface of software must be easy and simple to be understood by crime analyst and no extra 

efforts needed by them to understand the usage of software. 
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• Time Dependency: 

Usability improvements and convenience enhancements that may be added after the application has 

been developed. Thus, the implementation of these features is entirely dependent upon the time spent 

designing and implementing the core features. The final decision on whether or not to implement these 

features will be made during the later stages of the design phase. 

 
III. RESULTS DISCUSSION 

We determine that our proposed SecCloud framework has accomplished both integrity auditing and 

file deduplication. Be that as it may, it can’t keep the cloud servers from knowing the substance of 

files having been put away. In other words, the functionalities of integrity auditing and secure 

deduplication are just forced on plain files. In this area, we propose SecCloud+, which takes into 

account integrity auditing and deduplication on scrambled files. Framework Model Compared with 

SecCloud, our proposed SecCloud+ involves an extra trusted element, to be specific key server, which 

is in charge of assigning customers with mystery key (according to the file content) for encrypting 

files. This construction modeling is in line with the late work. However, our work is distinguished with 

the past work by allowing for integrity auditing on encoded data. SecCloud+ takes after the same three 

protocols (i.e., the file uploading protocol, the integrity auditing protocol and the proof of 

proprietorship protocol) as with SecCloud. The main distinction is the file uploading protocol in 

SecCloud+ involves an extra stage for correspondence between cloud customer and key server. That 

is, the customer needs to speak with the key server to get the merged key for encrypting the uploading 

file before the phase in SeeCloud. 

 

CONCLUSION 

In this system, we investigated a new primitive called identity-based remote data integrity checking 

for secure cloud storage. We formalized the security model of two important properties of this 

primitive, namely, soundness and perfect data privacy. We provided a new construction of of this 

primitive and showed that it achieves soundness and perfect data privacy. Both the numerical analysis 

and the implementation demonstrated that the proposed protocol is efficient and practical. 
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