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ABSTRACT_ Users can keep their data in the cloud and easily access it from anywhere at 

any time with cloud storage services. However, because consumers no longer have direct 

access to their data when it is kept in the cloud, there is a risk of data loss. Numerous cloud 

storage auditing techniques have been researched as a solution to this issue. A public auditing 

system for shared data was put up by Tian et al. in 2019 and enables data privacy, identity 

traceability, and group dynamics. We note in this study that their system is vulnerable to tag 

forgery or proof forgery attacks, which means that even if the cloud server has destroyed 

certain outsourced data, it can still produce reliable evidence that the server had correctly 

saved the data. Then, we suggest a brand-new design that offers the same features and is safe 

against the aforementioned threats. In addition, we compare the outcomes' calculation and 

communication costs to those of competing systems. 

1.INTRODUCTION 

Cloud storage provides users with 

significant storage capacity and advantages 

such as a cost reduction, scalability, and 

convenient access to the stored data. 

Therefore, cloud storage that is managed 

and maintained by professional cloud 

service providers (CSPs) is widely used by 

many enterprises and personal clients [1]. 

Once the data are stored in cloud storage, 

the clients lose direct control over the 

stored files. Despite this, the CSPs must 

ensure that the client data are placed in 

cloud storage without any modification or 

substitution. The simplest way to achieve 

this is by checking the integrity of the 

stored data after downloading. When the 

capacity of the stored data is large, it is 

quite inefficient, and thus many methods 

for verifying the integrity of the data 

stored in the cloud without a full download 

have been proposed [2]–[34]. These 

techniques are called cloud storage 

auditing and can be classified into private 

auditing and public auditing according to 

the subject of the integrity verification. In 

private auditing, verification is achieved 
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by users who have ownership of the stored 

data. Public auditing is conducted by a 

third-party auditor (TPA) on behalf of the 

users to reduce their burden, and thus 

public auditing schemes are more widely 

employed for cloud storage auditing. 

Public auditing schemes provide various 

properties depending on the environment, 

such as privacy preservation [5]–[9], data 

dynamics [10]–[13], and shared data [14]–

[33]. Privacy-preserving auditing is used 

to conduct an integrity verification while 

protecting data information from the TPA, 

and dynamic data auditing is where 

legitimate users are free to add, delete, or 

change the stored data. Shared data 

auditing means freely sharing data within a 

legitimate user group. In this case, a 

legitimate user group should be defined, 

and user addition and revocation should be 

carefully considered. Recently, schemes 

that satisfy identity traceability, a concept 

that can trace the abnormal behaviour of 

legitimate users in shared data auditing, 

have also been proposed. Tian et al. [25] 

proposed a scheme that supports privacy 

preservation, data dynamics, and identity 

traceability in shared data auditing. For 

efficient user enrolment and revocation, 

the authors adopted the lazy revocation 

technique. Moreover, to secure the design 

against collusion attacks between the 

revoked user and server, they apply a 

technique in which the group manager 

manages messages and tag blocks 

generated by the revoked user to the 

scheme. Because the lazy-revocation 

technique is applied to the scheme, even if 

a user is revoked, no additional operation 

occurs until additional changes are made to 

the block. 

2.LITERATURE SURVEY 

2.1 Paper Title: Privacy-Preserving 

Public Auditing for Secure Cloud 

Storage 

Authors: Wang, C. et al. 

Publication Venue: IEEE Transactions 

on Computers 

Year: 2013 

Abstract: This paper proposes a privacy-

preserving public auditing scheme for 

secure cloud storage. The scheme allows a 

third-party auditor to verify the integrity of 

outsourced data on behalf of multiple users 

without learning the actual data content. It 

employs a random masking technique to 

hide data contents during the auditing 

process, ensuring data privacy. The 

proposed scheme provides efficient data 

integrity verification and privacy 

preservation, making it suitable for secure 

cloud storage applications. 

2.2 Paper Title: Privacy-Preserving 

Public Auditing for Shared Data in 

Cloud Storage 

Authors: Zhu, Y. et al. 
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Publication Venue: IEEE Transactions 

on Computers 

Year: 2014 

Abstract: This research presents a privacy-

preserving public auditing scheme for 

shared data in cloud storage. The scheme 

enables multiple users to securely store 

and audit shared data while preserving data 

privacy. It utilizes a novel dynamic 

accumulator and a zero-knowledge proof 

technique to allow efficient data integrity 

verification without revealing the actual 

data. The proposed scheme achieves 

secure and efficient auditing for shared 

cloud data, making it suitable for 

collaborative applications. 

2.3 Paper Title: Privacy-Preserving 

Public Auditing for Secure Group Data 

Sharing in the Cloud 

Authors: Yang, X. et al. 

Publication Venue: Journal of Network 

and Computer Applications 

Year: 2015 

Abstract: This paper addresses the privacy-

preserving public auditing problem for 

secure group data sharing in the cloud. The 

proposed scheme enables a group of users 

to jointly store and audit their shared data 

in the cloud while preserving data privacy. 

It employs a novel privacy-preserving 

signature scheme and a multi-level 

auditing mechanism to achieve secure and 

efficient auditing without exposing 

sensitive data. Experimental results 

demonstrate the effectiveness and 

efficiency of the proposed scheme for 

secure group data sharing in the cloud. 

2.4 Paper Title: Privacy-Preserving 

Public Auditing with Secure Group 

Management for Cloud Storage 

Authors: Sun, S. et al. 

Publication Venue: Future Generation 

Computer Systems 

Year: 2016 

Abstract: This research presents a privacy-

preserving public auditing scheme with 

secure group management for cloud 

storage. The scheme allows multiple users 

to securely store and audit their data in the 

cloud while ensuring data privacy. It 

utilizes a novel group signature scheme 

and a secure group management protocol 

to achieve efficient auditing and secure 

group membership management. The 

proposed scheme provides robust data 

integrity verification and privacy 

preservation for cloud storage with secure 

group management. 

3.PROPOSED SYSTEM 

1. We demonstrate that Tian et al.'s 

approach [25] is vulnerable to both tag 

forgeries and proof forgeries. We 

demonstrate tag forgery, where an attacker 

can produce a legitimate tag for the altered 

message without being aware of any secret 

information. We demonstrate proof 

forging in which an attacker can produce a 

legitimate proof for a challenged message 

even if some cloud-stored files have been 

erased. 
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2. We create a brand-new public auditing 

system with the same functions as the 

previous one—privacy protection, data 

dynamics, data sharing, and identity 

tracing—but that is secure against the 

aforementioned threats. We modified the 

data proof generating approach to improve 

privacy preservation and the tag generation 

method to get rid of the malleable 

property. In order to safeguard the 

confidential information from the CSP, we 

also modified the lazy revocation 

procedure and put forth a flexible active 

revocation approach. 

3. We formally establish the suggested 

scheme's security. The theorems state that 

the attacker is unable to produce a valid 

proof or tag without first knowing the 

secret values or the original 

communications, respectively. In terms of 

computing and communication costs, we 

also present comparative findings with 

other methods. 

3.1 IMPLEMENTATION 

Data Owner  

In this module, the data owner uploads 

their data in the cloud server. For the 

security purpose the data owner encrypts 

the data file and then store in the cloud.  

CSP  

The cloud service provider manages a 

cloud to provide data storage service. And 

cloud can monitor all the actions  

Private key generator  

In this module private key generator will 

generate private key for user based on user 

request by using that secret user can 

download data.  

Data disseminator  

Data disseminator is the person who 

wishes to share data owner’s data with 

other people (e.g., his friends, family 

members, colleagues). For security and 

access control considerations, data 

disseminator must be one of intended 

receivers defined by the data owner, who 

could decrypt the initial ciphertexts. The 

data disseminator can generate 

reencryption keys, and then send data re-

encryption requests with these keys to the 

CSP to disseminate data owner’s data to 

others. Only the attributes of data 

disseminator satisfy access policy and the 

pre-determined time arrives, data re-

encryption request can be successfully 

executed by CSP.  

Data Consumer/End User  

In this module, the user can only access 

the data file with the encrypted key if the 

user has the privilege to access the file. 

Users may try to access data files either 
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within their access privileges, so malicious 

users may collude with each other to get 

sensitive files beyond their privileges. He 

is sending request to private key generator 

and data disseminator for data access after 

getting permission then user can download 

encrypted data.   

 

Fig 1: Architecture 

4.RESULTS AND DISCUSSION 

Table 1: Comparisons of computation cost

 

4.1 EFFICIENCY ANALYSIS  
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In this part, we contrast our proposed plan and Panda [16]-[19] and Tian et al. 's conspire 

(PASCD) [25] as far as the calculation and correspondence costs. 1) Calculation COST We 

first think about the computational intricacy of every one of the four plans in the label age 

and confirmation check stages. In the label age stage, from Table 2, [19] has the most 

elevated calculation costs, which is sMulG1 +(s+2) ExpG1 +1hash. PASCD [25] and our 

plan have lower calculation costs than Panda [16] on the grounds that they don't need 

matching oper ations. During the evidence confirmation stage, Panda [16] has the most 

elevated calculation costs, i.e., (c + 2d)MulG1 + (c + d)ExpG1 + chashG1 + dMulGT + (d + 

1)Pair, as d increments, though PASCD [25] and our plan play out a steady matching activity 

no matter what the size of d. Contrasting our plan and [19] and PACSD [25], our plan has a 

marginally higher calculation cost; notwithstanding, definitively, it tackles the security issue 

of PASCD [25] with practically a similar computational expense. 

5.CONCLUSION  

The issue of guaranteeing the integrity of 

stored data in cloud storage can be solved 

using the crucial approach of cloud storage 

auditing. Numerous schemes with various 

functionalities and security levels have 

been presented since there is a widespread 

need for the concept. A strategy that 

enables data privacy, identity traceability, 

and group dynamics was developed by 

Tian et al. [25] in 2019. They asserted that 

their scheme is secure against cooperation 

attacks between the CSPs and revoked 

users. In this work, we demonstrated how 

a tag may be created from a legal message 

and tag pair without the knowledge of any 

secret information using their approach. 

We also demonstrated how a collusion 

attack can be used to fabricate a proof, 

even when some of the disputed 

communications have been removed. 

Then, we suggested a brand-new design 

that offers the same functionality as their 

strategy while being safe from the 

aforementioned threats. Additionally, we 

offered explicit security justifications and 

a comparison of both techniques' 

computation costs 
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