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Abstract: In this paper, we propose the
SecNet, an architecture that can enable
secure data storing, computing, and
sharing in the large-scale Internet
environment, aiming at a more secure
cyberspace with real big data and thus
enhanced Al with plenty of data source,
by integrating three key components:

1) Blockchain-based data sharing
with  ownership  guarantee,
which enables trusted data
sharing in the large-scale
environment to form real big

data;

2) Al-based secure computing
platform to produce more
intelligent security rules, which

helps to construct a more
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trusted cyberspace;

3) Trusted value-exchange

mechanism  for  purchasing
security service, providing a
way for participants to gain
economic rewards when giving
out their data or service, which
promotes the data sharing and
thus achieves better
performance of Al. Moreover,
we discuss the typical use
scenario of SecNet as well as its
potentially alternative way to
deploy, as well as analyze its
effectiveness from the aspect of
network security and economic

revenue.
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INTRODUCTION

Data is the input for
various artificial intelligence (Al)
algorithms to mine valuable features,
yet data in Internet is scattered
everywhere and controlled by
different stakeholders who cannot
believe in each other, and usage of
the data in complex cyberspace is
difficult to authorize or to validate.
As a result, it is very difficult to
enable data sharing in cyberspace for
the real big data, as well as a real

powerful Al.

In cyber world everything is
dependent on data and all Artificial
Intelligence algorithms discover knowledge
from past data only, for example in online
shopping application users review data is
very important for new comers to take
decision on which product to purchase or
not to purchase, we can take many examples
like health care to know good hospitals or
education institutions etc. Not all cyber data
can be made publicly available such as
Patient Health Data which contains patient

disease details and contact information and
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if such data available publicly then there is
no security for that patient data.

Now a days all service providers
such as online social networks or cloud
storage will store some type of user’s data
and they can sale that data to other
organization for their own benefits and user
has no control on his data as that data is

saved on third party servers.

To overcome from above issue author
has describe concept called Private Data
Centres (PDC) with Blockchain and Al
technique to provide security to user’s data.
In this technique 3 functions will work

which describe below

1.1 Blockchain: Blockchain-based data
sharing with ownership guarantee,
which enables trusted data sharing in
the large-scale environment to form real
big data. In this technique users can
define access control which means
which user has permission to access
data and which user cannot access data
and Blockchain object will be generate
on that access data and allow only those
users to access data which has

permissions. In Blockchain object user
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will add/subscribe share data and give failed in securing the
permission. data from the attacker.

I . « It does not verif
1.2 Artificial Intelligence:Al-based secure y

. whether the user was
computing platform to produce more

. . , . authorized or not.
intelligent security rules, which helps to

construct more trusted cyberspace. Al PROPOSED SYSTEM

work similar to human brain and « The  proposed  system
responsible to execute logic to check enables Private Data
whether requesting user has permission Centres (PDC) with

to access shared data. If access is Blockchain and Al
available then Al allow Blockchain to technique to provide
display share data otherwise ignore security to user’s data.
request. » Blockchain-based data

sharing with  ownership

) ) uarantee, which enables
1.3 Rewards: In this technique all users g

: : . trusted data sharing and
who is sharing the data will earn g

. . generates hash
rewards point upon any user access his

: code(unique).
data. trusted value-exchange mechanism (unique)

for  purchasing security  service,
providing way for participants to gain MODULE DESCRIPTION

economic rewards when giving out their e Patients: Patients first create his

data or service, which promotes the data profile with all disease details and

sharing and thus achieves better then select desired hospital with

performance of Al whom he wishes to share/subscribe

data. While creating  profile
PROBLEM STATEMENT

application will create Blockchain

« In existing system data object with allowable permission and
protection mechanisms it will allow only those hospitals to
such as encryption was access data.
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e Patient Login: Patient can login to
application with his profile id and
check total rewards he earned from
sharing data.

e Hospital: Hospitall and Hospital2
are using in this application as two
organizations with whom patient can
share data. At a time, any hospital
can login to application and then

enter search string as disease name.

Al algorithm will take input disease
string and then perform search
operation on all patients to get
similar disease patients and then
check whether this hospital has
permission to access that patient data
or not, if hospital has access
permission, then it will display those
patients records to that hospital.

SAMPLE RESULTS
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CONCLUSION & FUTURE WORK

In order to leverage Al and
blockchain to fit the problem of abusing
data, as well as empower Al with the help of
blockchain for trusted data management in
trust-less environment we propose the
SecNet, which is a new network paradigm
focusing on secure data storing, sharing and
computing instead of communicating.
SecNet provides data ownership
guaranteeing with the help of blockchain
technologies, and  Al-based  secure
computing platform as well as blockchain-
based incentive mechanism, offering

paradigm and incentives for data merging
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and more powerful Al to finally achieve
better network security.

Moreover, we discuss the typical use
scenario of SecNet in medical care system,
and gives alternative ways for employing the
storage function of SecNet. We can see
patient all details and hash code generated
by block chain and in last column we can
see patient reward revenue as 0.5 and it will
get update upon every access from hospital

user.
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