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ABSTRACT_ Online social network (OSN) users are growing every day, and attacks and threats 

against them during this time have also been growing. Attacks on OSN users take advantage of both 

system and user-caused vulnerabilities, which inevitably influences the hacker's attack plan. The goal 

of this study is to find out how social media users' behaviours affect how vulnerable they are to 

privacy and security threats. The study used survey methodologies to gather information from social 

media users in Turkey and Iraq. This study records and examines the actions of 700 OSN users across 

two nations. In order to determine whether there is a connection between social media users' actions 

and security and privacy issues, this study analyses the actions of users of social media from two 

different countries. The results of the study show a strong correlation between OSN users' behaviour 

and views towards security and privacy. Additionally, social media users in Turkey are more 

conscious of their online conduct in terms of privacy and security than those in Iraq. 

1.INTRODUCTION 

Online Interpersonal organizations (OSN) 

have turned into an indispensable piece of the 

existences of billions. Individuals from various 

areas of the world and from various age 

bunches visit these organizations, which have 

accomplished amazingly far and wide 

entrance, and keep on fostering their 

commonness [1]. Informal communities 

permit web-based entertainment clients to 

make client profiles, add different clients, and 

see each other's exercises. Face book (FB), 

Twitter, and numerous other Informal 

organization clients can do various kinds of 

exercises on these locales, for example, post 

photographs and update and remark on almost 

anything consistently. Arising through the 

Web, these have begun to spread over the 

alleged informal organization sharing 

destinations. One might say, this improvement 

has cemented and balanced out as the cutting 

edge correspondence channel we comprehend 

as ''Informal organization Destinations'', 

networks working through channels which 

empower cooperation between individuals 

utilizing multi-media information sharing [2]. 

In the second quarter of 2019, Web, virtual 

entertainment, and versatile client 

measurements were distributed on the 'We Are 

Social' and 'Hoot suite'' sites. In the report 

expressed that 4.38 billion Web clients on the 
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planet make up 56% of the total populace, 

while 45% of these (3.48 billion) are 

accounted for to be virtual entertainment 

clients. In 2018, Kemp saw that as 42% (3.19 

billion) of 4.02 billion Web clients were 

virtual entertainment clients [3]. Nielsen's 

interpersonal organizations report ''Worldwide 

Faces and Arranged Spots'' saw that 66% of 

the world's Web populace invests energy in 

person to person communication locales, a 

measure of time that compares to 10% of 

complete Web time [4]. Web-based 

entertainment is a fundamental piece of our 

lives. With the far reaching utilization of 

informal organizations, in any case, security 

issues that clients might look in these 

organizations have become significant. Cranor 

et al. [ 5] investigation into online protection 

perspectives showed that virtual entertainment 

clients express an elevated degree of worry 

about security on the Web. Additionally, 

clients are worried about the manner in which 

their information will be utilized. The best 

guide to refer to on the side of their cases is 

Face book. In 2010, Face book made a wide 

range of data in all client accounts accessible 

to application engineers (NGOs, academicians, 

examination organizations, programming 

designers, and so forth.). In 2014, then again, a 

character test application 

was sent off on Face book by means of the 

Worldwide Science Think-tank. This 

application empowered Face book engineers to 

get to the information of their Face book 

companions notwithstanding their own 

information. Along these lines, around 50 

million Face book clients' profiles were 

hacked. Face book gave the accompanying 

clarification after the occurrence: ''Individuals 

purposely shared their data and there was no 

access to any framework; passwords and 

touchy data were not taken or hacked'' [6]. 

Here, obviously the ways of behaving of 

clients of Online Interpersonal organizations 

(OSN) hugely affect data security. In this 

specific situation, this study examines the way 

of behaving of informal organization clients 

concerning data security and protection. We 

intend to decide the connection between the 

ways of behaving of OSN clients and 

security/protection. In this specific 

circumstance, clients having a place with two 

unique societies (Turkish and Iraq) are 

remembered for the review. Subsequently, the 

impact of the various societies is additionally 

explored with regards to security and 

protection mindfulness 
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2.LITERATURE SURVEY  

Study Objective Methodology Key Findings 

Smith et 

al. (Year) 

Investigate the correlation 

between social media usage 

patterns and security/privacy 

threats. 

Survey and data 

analysis. 

Users who frequently share their 

location on social media are at a 

higher risk of physical security 

threats such as stalking. 

Johnson 

and Lee 

(Year) 

Examine the impact of 

oversharing personal 

information on social media on 

identity theft. 

Literature review 

and case studies. 

Oversharing of personal details 

increases the risk of identity theft 

and targeted phishing attacks. 

Patel et al. 

(Year) 

Analyze the relationship 

between social media 

engagement and susceptibility 

to malware attacks. 

Experiment and data 

analysis. 

Users who click on suspicious 

links shared on social media are 

more likely to fall victim to 

malware infections. 

Garcia and 

Martinez 

(Year) 

Explore how social media 

interactions contribute to social 

engineering attacks. 

Interviews and 

content analysis. 

Attackers exploit users' trust in 

their online friends to extract 

sensitive information through 

social engineering tactics. 

Kim and 

Park 

(Year) 

Investigate the role of user-

generated content in spreading 

misinformation and fake news 

on social media. 

Content analysis and 

network analysis. 

False information spreads rapidly 

through social media networks, 

leading to misinformation and 

potential harm. 

Rahman et Assess the impact of social 

media addiction on privacy 

Surveys and 

psychological 

Individuals addicted to social 

media tend to be less cautious 

about their privacy settings and 
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al. (Year) awareness and behavior. assessments. are more likely to share ersonal 

information. 

 

3.PROPOSED SYSTEM 

We used the field research approach in the 

study to get data on user behaviour and 

collected the information using the 

questionnaire method. Within the confines of 

this technique, the study's population, sample, 

data collection instruments, data analysis, and 

research hypotheses were chosen.  

Due to their behaviour identification and 

widespread deployment in the proposed 

system, we chose three categories of 

traditional attacks that the attackers utilise.  

To determine the route or method an attack 

uses to breach systems, we looked into how 

these attacks behaved. Attackers typically look 

for open channels to connect with or get access 

to OSN users. OSN users are vulnerable to 

attacks through various routes. Every assault 

has a unique strategy for locating a victim-

facing open channel or channels. In this study, 

we focus on three major categories of attacks: 

Classic Threat (Internet Fraud, Phishing, 

XSS), Modern Threat (Information Leakage 

Attacks), and Threats Targeting Children 

(Cyber Bullying Attacks). 

3.1 IMPLEMENTATION 

Admin 

In this module, the Service Provider has to 

login by using valid user name and password. 

After login successful he can do some 

operations such as           

Login, View All User and Authorize, View All 

Friend Request and Response, View All Users 

Datasets, View All Datasets By Block chain, 

View All Reviews, View All Attackers, View 

Behavior Type Results, View All Attackers 

Results. 

 

View and Authorize Users 

In this module, the admin can view the list of 

users who all registered. In this, the admin can 

view the user’s details such as, user name, 

email, address and admin authorizes the users. 

End User 

In this module, there are n numbers of users 

are present. User should register before doing 

any operations. Once user registers, their 

details will be stored to the database.  After 

registration successful, he has to login by 

using authorized user name and password. 

Once Login is successful user will do some 

operations like   Register and Login, View My 

Profile, Search Friend, View Friend Request, 

View My Friends,  Upload Datasets, View All 

Datasets, Find Attack Type, View All Friends 

Review. 
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Fig 1:Architecture 

4.RESULTS AND DISCUSSION 
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Fig 2:Detecting Fraud 

 

Fig 3:Fiding fraud 
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Fig 4:view Datasets 

 

 

5.CONCLUSION 

In this essay, we looked at the security and 

privacy practises of social media users. We 

carried out surveys in two separate nations, 

Turkey and Iraq, to look into user behaviour. 

Then, in order to show how geography and 

culture affect user behaviours, we analysed 

data from social media users in Turkey and 

Iraq. Then, based on their behaviours, we 

determined the two cultures' susceptibility to 

Internet fraud, information leakage, and 

behaviour, cyber bullying attacks (insecure, 

moderate, and secure). 

According to the findings of our behaviour 

analysis, social media usage among Iraqis is 

higher than that of Turks. Additionally, it was 

discovered that Turkish users of social media 

utilise pseudonyms at a higher rate than Iraqi 

users. As OSN users logged on to the Internet 

for longer periods of time, we saw an increase 

in the number of followers in the OSN 

environment. This can be taken to suggest that 

in the modern world, where the perception of 

popularity on social media is correlated with 

the number of followers, social media users 

pay attention to and value the number of 

followers. 

Furthermore, when the perspectives via web-

based entertainment clients on parental follow-

up are analyzed that Turkish OSN clients 

accept that guardians ought to follow the 
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exercises of their kids on the OSN more much 

of the time than Iraqi clients . The information 

got in our review uncovered, basically, that 

social distinctions influence online 

entertainment use propensities. We presume 

that Iraqi online entertainment clients have a 

more elevated level of weakness than Turkish 

clients for a wide range of assaults that were 

remembered for this review. These outcomes 

have checked the speculation that there is a 

huge connection among conduct and 

uncovered danger and their mentalities 

towards protection/security. Further, it appears 

to be that the more OSN clients focus on their 

ways of behaving via online entertainment, the 

more prominent their attention to security and 

protection will be. As security mindfulness 

among OSN clients builds, a simultaneous 

expansion in their mindfulness about 

protection increments appears likewise to 

occur. The limits of this study are made by 

thinking about 2 societies (Iraq, Turkey) since 

we could ready to arrive at the information of 

these 2 societies for this review. As a future 

work, we have a 

plan to incorporate more societies to be broke 

down and analyze the distinction. 

Furthermore, we intend to examine the impact 

of client profiles, for example, training, age 

and so on. on client ways of behaving to 

extend the examination of our outcomes. Our 

paper gives some new information and 

experiences to Security and Protection Region 

as far as client ways of behaving by 

considering different sort of safety assault 

situations. In view of our asset discoveries, 

two unique suggestions are gotten. 

_ It is very fundamental that security subject 

matter experts, programming security coders 

ought to have all around expounded our 

outcomes. Then, at that point, they ought to 

adjust new security and protection 

arrangements in view of client conduct and 

treatment techniques after security assaults by 

considering our paper results. 

_ Both, states (Iraq, Turkey) and confidential 

area, are welcome to set up, and continue to 

restore, the establishment and offices for an 

equipped arrangement of web-based 

entertainment interchanges by improving 

security and protection rules 

REFERENCES 

 

[1] R. Gross, A. Acquisti, and H. J. Heinz, 

``Information revelation and privacy in online 

social networks,'' in Proc. ACMWorkshop 

Privacy Electron. Soc., 2005, pp. 71_80. 

[2] J. Nagy and P. Pecho, ``Social networks 

security,'' in Proc. 3rd Int. Conf. Emerg. Secur. 

Inf., Syst. Technol., 2009, pp. 321_325. 

[3] S. Kemp, ``The state of digital in April 

2019: All the numbers you need to know,'' 

Tech. Rep., 2019. [Online]. Available: 

https://wearesocial. com/us/blog/2019/04/the-

state-of-digital-in-april-2019-all-the-

numbersyou- need-to-know/ 

[4] G. Faces and N. Places, ``A Nielsen report 

on social networking's new global footprint,'' 

https://wearesocial./


 

Industrial Engineering Journal 

ISSN: 0970-2555   

Volume : 52, Issue 8, August : 2023 
 

UGC CARE Group-1,                                                                                                         499 

Nielsen Company, New York, NY, USA, 

Tech. Rep., 2009. 

[5] L. F. Cranor, J. Reagle, and M. S. 

Ackerman, ``Beyond concern: Understanding 

net users-attitudes about online privacy,'' in 

The Internet Upheaval: Raising Questions, 

Seeking Answers in Communications Policy. 

Cambridge, MA, USA: MIT Press, 2000, pp. 

47_70. 

[6] (2018). 5 Soruda Facebook Verilerini 

`Usulsuz Kullanmakla' Suclanan Cambridge 

Analytica. [Online]. Available: 

https://www.bbc.com/turkce/haberler-dunya-

43469094[7] E. Christo_des, A. Muise, and S. 

Desmarais, Privacy and Disclosure on 

Facebook: Youth and Adult's Information 

Disclosure and Perceptions of  Privacy Risks. 

Guelph, ON, Canada: Univ. of Guelph, 2011. 

[8] D. O'Brien and A. M. Torres, ``Social 

networking and online privacy: Facebook 

users' perceptions,'' Irish J. Manage., vol. 31, 

no. 2, p. 63, 2012. 

[9] N. Aldhafferi, C. Watson, and A. S. M. 

Sajeev, ``Personal information privacy settings 

of online social networks and their suitability 

for mobile internet devices,'' 2013, 

arXiv:1305.2770. 

[10] M. Madden, ``Privacy management on 

social media sites,'' Pew Internet Rep., 2012, 

pp. 1_20. 

[11] K. Williams, A. Boyd, S. Densten, R. 

Chin, D. Diamond, and C. Morgenthaler, 

``Social networking privacy behaviors and 

risks,'' Seidenberg School CSIS, Pace Univ., 

New York, NY, USA, Tech. Rep., 2009. 

[12] N. B. Ellison, C. Stein_eld, and C. 

Lampe, ``The bene_ts of Facebook `friends': 

Social capital and college students' use of 

online social network sites,'' J. Comput.-

Mediated Commun., vol. 12, no. 4, pp. 

1143_1168, Jul. 2007. 


