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Abstract

The proliferation of Internet-of-Things (1oT) technologies in the healthcare sector has ushered in a new
era of efficient patient care and monitoring. However, it has also brought to the forefront critical
concerns regarding data security and privacy. This survey paper comprehensively explores the
multifaceted landscape of security in 10T healthcare, addressing three key domains: secure data access
and device authentication, data encryption, and intrusion detection and prevention. The objective is to
provide a comprehensive overview of the current state of security measures in 10T healthcare and to
highlight emerging trends, challenges, and future directions. Through an extensive analysis of existing
literature and case studies, this paper equips stakeholders in the healthcare domain with valuable
insights to fortify the security of loT-enabled healthcare systems, ensuring the confidentiality,
integrity, and availability of sensitive patient data.

Keywords: Security in 10T Healthcare, Secure Data Access, Device Authentication, Data Encryption,
Intrusion Detection, Intrusion Prevention

1. INTRODUCTION
Because of the growing number of linked devices and technologies being used in the medical field,
there is an urgent need for security in the Internet of Things (loT) healthcare industry. Real-time
monitoring, data collecting, and remote patient management are now all possible thanks to the
integration of these technologies, which has also brought about a shift in healthcare practices.
Nevertheless, this ease of use is coupled with a large increase in both vulnerabilities and hazards. The
idea of security in Internet of Things (IoT) healthcare centers on the protection of the linked network
of medical equipment, software applications, and data exchanges from possible dangers and illegal
access.
The sensitive nature of the data involved and the possible repercussions of a security breach make it
very necessary to include security measures in 10T healthcare systems. These Internet of Things
ecosystems allow for the transmission and storage of patient records, medical histories, diagnostic
information, and even data pertaining to real-time patient monitoring. A compromise of security might
result in invasions of patient privacy, the theft of personal information, the manipulation of medical
records, and could even put the health of patients in jeopardy. In addition, Internet of Things devices
that have been infiltrated might serve as entry points for assaults that target bigger parts of the
healthcare infrastructure, such as hospital networks and essential pieces of medical equipment.
There is a wide range of potential applications for security measures within the IoT healthcare industry.
It includes not only the tangible gadgets, but also the communication channels, which are what make
the flow of data possible. In order to protect data while it is being sent and stored, implementing
security protocols requires the use of encryption methods, authentication mechanisms, and intrusion
detection systems. Encryption protects data during transmission and storage; authentication ensures
the validity of devices and users; and intrusion detection systems identify and react to possible threats.
In addition, it is essential to do routine software maintenance such as updating and patching in order
to address newly found vulnerabilities.
In the medical industry, Internet of Things (1oT) security encompasses a wide range of devices and
components, such as wearable health trackers, medical imaging equipment, insulin pumps, and even
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hospital facilities management systems. As the number of Internet of Things devices in use increases,
so does the potential attack surface available to cybercriminals; thus, it is essential to implement
stringent security measures. It is imperative that governments, regulatory organizations, healthcare
practitioners, and device makers work together to set and enforce standards that put an emphasis on
the safety of these networked systems.

In conclusion, the fast integration of networked devices and technology in the medical area has made
it imperative for there to be security measures in place for the Internet of Things (1oT) in healthcare.
The idea is on safeguarding sensitive patient data and maintaining the continuity of medical procedures
while operating within the context of the internet of things ecosystem. The potential dangers that might
be incurred as a result of illegal access, data breaches, and cyberattacks make the need for security
glaringly obvious. Because the area of application encompasses such a broad variety of medical
equipment and systems, it is necessary to implement extensive security measures in order to effectively
reduce risks.

2. Literature
2.1 Secure Data Access and Device Authentication in 10T Healthcare
Jafar A. Alzubi et al [1] proposed a system that utilizes blockchain technology to enhance the security
of medical Internet of Things (10T) devices. This system incorporates the Lamport Merkle Digital
Signature (LMDS) as a means of ensuring robust security measures. The first stage is the verification
of 10T devices using the Lamport Merkle Digital Signature Generation (LMDSG) framework. This
includes the creation of a tree structure, where the hash function of confidential patient medical
information is assigned to the leaf nodes. Furthermore, the identification of the LMDSG root is
conducted by a Centralized Healthcare Controller (CHC), using the Lamport Merkle Digital Signature
Verification (LMDSV) procedure.
Asad Abbas et al [2] introduced a framework, referred to as the blockchain-assisted safe data
management framework (BSDMF), which aims to enhance the security of data management in the
healthcare sector. The methodology presented herein is designed to address health information
management within the specific context of the Internet of Medical Things (IloMT). The primary
objective of this system is to enhance the safe transmission of patient information, while
simultaneously solving issues related to scalability and data accessibility within the healthcare sector.
The proposed BSDMF (Biomedical safe Data Management Framework) aims to develop a robust
framework for the safe management of data transmission between implanted medical devices and
personal servers, as well as between personal servers and cloud servers. The security framework used
in the Internet of Medical Things (IloMT) incorporates the use of blockchain technology to guarantee
the secure transfer and administration of data across networked nodes.
Moustafa Mamdouh et al [3] presented a comprehensive analysis of the Internet of Medical Things
(IoMT) or IoHT, with a particular emphasis on the 10T perception layer as the primary area of interest.
This study discusses the present trends and unsolved issues pertaining to authentication techniques for
Internet of Health Things (IoHT) devices. Specifically, it focuses on two approaches: the physically
unclonable function (PUF) and blockchain-oriented methods. Moreover, the article integrates Internet
of Things (loT) simulators and validation tools.
Parminder Singh et al [4] proposed a centralized cloud-based cross-domain data sharing platform that
runs on a number of security gateways. These security gateways make use of blockchain technology
to make it easier to store information in the centralized cloud. In the case that harmful behavior inside
the application is detected, the centralized cloud verifies the issue from the blockchain. Then, further
steps are taken against the entity in charge of the harmful behavior inside the security gateways. The
framework includes the construction of authentication and data transaction algorithms. The
recommended architecture has the capacity to safely move data across several global domains.
Sarada Prasad Gochhayat et al [5] proposed a revolutionary strategy for key management in the
Internet of Things (10T) ecosystem. The suggested system aims to enhance the security of 10T devices
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by delegating resource-intensive cryptographic operations to a local entity, hence effectively granting
protection to these devices. The collaboration between this organization and other similar
organizations leads to the establishment of a decentralized key and an authentication mechanism for
network devices. The suggested approach effectively utilizes the advantages of mobile agents, which
are strategically placed inside different subnetworks as required. The primary objectives of their
deployment include two key functions: firstly, to perform cryptographic operations for Internet of
Things (loT) devices, and secondly, to act as a local authenticated entity for expediting authentication
processes.

Mahdi Fotouhi et al [6] proposed a new strategy for distributed key management in the Internet of
Things (1oT) ecosystem. In the aforementioned architecture, security is efficiently conferred onto
Internet of Things (loT) devices through the process of delegation. This study presents a unique
authentication technique that leverages hash chains and forward security for implementation in
wireless body area networks (WBANS) within the health-care Internet of Things (1oT) domain. The
devised technique has been specifically engineered to effectively resist a variety of well-known
assaults that are often directed at Wireless Body Area Networks (WBANS). In addition, a
comprehensive security analysis is conducted using the Real-or-Random (ROR) paradigm, along with
an informal assessment of the newly suggested approach's security. The authentication of the scheme's
security is conducted by the use of the ProVerif tool. Furthermore, the functionality of the scheme is
simulated using the OPNET network simulator. A comparative evaluation is then performed,
considering security and performance requirements, versus many modern approaches. The allocation
of resource-intensive cryptographic processing to a local entity. The collaboration between this entity
and other similar entities leads to the establishment of a distributed key and an authentication
mechanism for network devices. The suggested strategy effectively utilizes mobile agents to harness
their advantages, deploying them inside different subnetworks as necessary. The primary objectives of
their implementation include two key functions: firstly, the execution of cryptographic operations for
Internet of Things (10T) devices, and secondly, the provision of a local authenticated entity to facilitate
efficient authentication processes.

Within the sphere of the Internet of Things (10T), Soumya Banerjee et al [7] have presented a novel
and effective way for establishing secure and anonymous user-authenticated session key agreements.
This strategy makes use of a system that requires authentication from three different sources, including
the smart card, password, and individual biometric data of the user. Notably, the gateway node does
not have to be used as a storage location for any user-specific data in order for this technique to be
used.

Geeta Sharma et al [8] have come up with an innovative user authentication system for remote patient
monitoring that guarantees both safety and effectiveness. It has been suggested that this approach,
which is distinguished by its toughness, its lightweight construction, and its resistance against a variety
of security risks, be used. Additionally, this method is lauded for the little burden it places on a
computer's resources. An innovative and lightweight method for generating anonymous user-
authenticated session key agreements has been proposed for usage in the context of the internet of
things (IoT). This strategy makes use of a three-factor authentication method, which includes a user's
smart card, password, and personal biometric data in addition to other identifying information. It is
important to note that using this method does away with the need of storing user-specific data at the
gateway node.

Gautam Srivastava et al [9] examined the potential benefits of these implementations, the drawbacks
of current designs, and the difficulties that this new field of study will face. This chapter examines the
most recent efforts in the area, offering an unbiased viewpoint to help academics move ahead in
navigating this new area for Healthcare, 10T, and Blockchain Technology.

A remedy has been proposed by Saurabh Shukla et al [10] in order to overcome the problem that was
discussed before. The implementation of both fog computing (also known as distributed computing)
and blockchain technology is part of their plan. An analytical model, a mathematical framework, and
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an Advanced Signature-Based Encryption (ASE) algorithm are included in this strategy along with a
three-tier architecture that is constructed upon FC. The key goals of this algorithm are to simplify the
authentication of healthcare equipment connected to the Internet of Things (10T), carry out verification
procedures, and guarantee the integrity of Patient Health Data (PHD). The primary purpose is to
improve the data transmission security inside healthcare 10T systems so that consumers who depend
on real-time services may reap major advantages. This architecture and algorithm that has been
developed has the capacity to provide safe transaction and transmission services in close proximity to
the edge of the network.
An new approach that is specifically designed for the e-Health cloud has been presented by Minahil et
al [11]. This protocol is able to efficiently combat a wide variety of key security concerns, such as
breaches in user anonymity, offline password guessing assaults, impersonation occurrences, and theft
of smart card data.
The use of a decentralized healthcare system that is augmented by artificial intelligence (Al) is
something that VVikram Puri et al [12] have advocated for as an alternative. This architecture is intended
to enable access to and authentication of Internet of Things (loT) devices while also fostering
confidence and transparency in patient healthcare records (PHR). This system is built on top of a public
blockchain network, and it makes use of smart contracts that are equipped with artificial intelligence
functionality. In addition to this, the framework does an active search for any Internet of Things nodes
that may be dangerous inside the system.

Table 1: Analysis of secure data access and device authentication in 10T healthcare

Eleof Proposed Method Parameter
Lamport Merkle Digital Signature
[1] (LMDS). accuracy
Accuracy
2] Blockchain-assisted secure data i:eeszli:eznonse time
management framework (BSDMF) pon
Latency ratio
[3] Discussed blockchain-based techniques
Centralized cloud-based cross-domain data
[4] Accuracy

sharing platform
[5] Distributed key management scheme

Correctness and effectiveness

decentralized healthcare framework

[6] Lightweight hash-chain-based and forward | Performance
secure authentication

Lightweight anonymous user authenticated | Performance
[7] session key agreement, Cost

Real-Or-Random (ROR) model
8] user authentication scheme .?:ﬁe
[9] overview of 10T health technologies

Three-tier FC-based blockchain, Accuracy
[10] Advanced Signature-Based Encryption Time

(ASE)

. . . Efficient,

[11] Lightweight authentication protocol reliable
[12] Avrtificial intelligence (Al)-enabled Energy consumption, time, throughput,

average latency, transaction fee.
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2.2 Data encryption in loT Healthcare

Sangjukta Das et al [13] presented a new encryption system is, within an loT-enabled healthcare
infrastructure, which makes use of elliptic curve cryptography, the Advanced Encryption Standard
(AES), and Serpent. The objective of this scheme is to improve the data protection provided to patients'
medical records. The combination of both symmetric and asymmetric-based encryption algorithms
into this newly proposed hybrid encryption method contributes to an increase in the level of data
security that is afforded to the healthcare industry. In addition, the suggested system makes use of
digital signatures that are based on elliptic curves, which guarantees the system's ability to maintain
the data's integrity.

Mohammad Ayoub Khan et al [14] suggested secure framework, the procedure is started with patient
authentication and then the sensor device attached to the patient is turned on. The readings from the
patient sensor are then sent to the cloud server. Along with the login and password, the authentication
procedure gains an extra component when the patient's biometric data is used. The SHA-512 algorithm
is used for authentication, and it was selected for its integrity-assuring capabilities.

M. Vedaraj et al [15] introduced an innovative approach, known as Homomorphic Encryption with
Random Diagonal Elliptical curve cryptography integrated with Multi-nomial smoothing Naive Bayes
(HERDE-MSNB), for ensuring robust security and disease prediction capabilities for patient data
within the 10T Health Cloud system. Within the proposed architecture, the cryptic framework takes
center stage, encompassing both patient data and keywords, and operates through the utilization of the
HERDE algorithm for encryption and decryption processes. The decryption task and subsequent
prediction utilizing the MSNB model are carried out by the medical personnel involved.

Wenchao Li et al [16] suggested proxy re-encryption with equality test (PRE-ET) by combining proxy
re-encryption (PRE) and PKE-ET. By combining the benefits of both PKE-ET and PRE, data that is
protected with different public keys can be decrypted to get specific information from a healthcare
record. At the same time, the named healthcare record can be shared without compromising security
or flexibility, while the secret key and data remain hidden.

Using homomorphic encryption, Xuancheng Guo et al [17] have developed a unique method that they
name Mutual Privacy-Preserving K-Means (M-PPKS). The fundamental objective is to keep the
privacy of the members' personal data as well as the information contained inside the cluster centers a
secret at all times. The M-PPKS method includes partitioning each iteration of the k-means algorithm
into two discrete phases in order to do the analysis. In the first phase, it is necessary to locate the center
of the cluster that is geographically closest to each participant. In the second step, it is necessary to
locate a new center for each cluster. During these first and second stages, the cluster center implements
strict privacy protections to ensure the safety of its users. It is important to note that researchers do not
have access to any sensitive information that may pertain to specific individuals. It is important to note
that M-PPKS makes use of a cloud platform hosted by a third party, which helps to reduce the
communication needs necessary for homomorphic encryption.

Within the context of a blockchain and Internet of Things (IoT)-based architecture, Pratima Sharma et
al [18] have suggested using ldentity-Based Encryption (IBE) as a method for making healthcare data
more secure using Identity-Based Encryption (IBE). A smart contract is used to govern the core
operations of the healthcare system in this method. This technique offers a solution that is helpful for
all of the parties who are involved. Extensive testing to determine the efficacy of this strategy that was
recommended has been carried out.

Ravi Raushan Kumar Chaudhary et al [19] proposed a new block cipher method was, to make sure
that data from the 10T devices described above is sent safely. The most important thing to think about
when saving a patient's record is keeping it safe from possible mistreatment and illegal data changes,
since it can be tracked by outside devices. Using advanced secure methods to protect data is made
more difficult by the fact that 10T devices have their own limits.
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Ata Ullah et al [20] presented a plan for putting together healthcare data with the help of Fog (FoG) in
a safe and effective way. Between healthcare tracking devices and gadgets, peer-to-peer contact is set
up so that sensitive data can be shared with an aggregation point. After that, this aggregation machine
talks to the FoG server. In this case, the scenario includes situations where a collector is far away from
a FoG computer, making it hard to send data directly. In these situations, the aggregator uses private
data sharing with a nearby aggregator, which adds the data to its own set of already-aggregated data.
Then, the FoG service gets this info that has been changed. The FoG server pulls the necessary values
from the data it receives and stores them in a local repository. Cloud files can be updated later if
necessary. To make these tasks easier, two methods are introduced: one for receiving messages at the
aggregator level and the other for extracting messages at the FoG server level.

K. Sowjanya et al [21] proposed a novel key management method for the Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) scheme. The system utilizes Elliptic Curve Cryptography (ECC) to
provide a lightweight solution. One notable characteristic of this methodology is that, irrespective of
the semi-trusted authority's generation of secret keys, which is conducted by an honest entity with a
curiosity regarding confidential information, said authority is unable to decrypt any messages utilizing
these keys unless it also possesses an extra private key from the intended recipient. In the specific
setting of the Internet of Things (loT), the CP-ABE technique has two main challenges: complex
decryption processes and the issue of key escrow. Therefore, the current work aims to develop a
simplified CP-ABE (Ciphertext-Policy Attribute-Based Encryption) method for a healthcare system
focused on the Internet of Things (loT), using Elliptic Curve Cryptography (ECC). The key
management mechanism included into the CP-ABE framework demonstrates the avoidance of key-
escrow and a significant decrease in the decryption overhead experienced by the receiver of the data.

Andreou Andreas et al [22] presented a novel encryption architecture that revolves on the concept of
data fragmentation. Furthermore, this study introduces a novel optical encryption technique that relies
on fundamental principles of mathematics and is implemented in a deterministic way using greyscale.
The objective is to use encryption as the primary method to make data less readily understandable,
while also using fragmentation to break down complex relationships between features. Consequently,
discrete and sensitive data is distributed across several data repositories, enabling later processes of
decryption and reassembly. The aforementioned objective is accomplished by using interpolation
techniques, which include the use of polynomial coefficients obtained via a systematic process, as well
as specific data collected from the Database Management System (DBMS).

Yaru Liu et al [23] proposed an innovative DSSE strategy, with a specific emphasis on safeguarding
privacy in Industrial Internet of Things (I10T) healthcare systems. This signifies the commencement
of a DSSE (Dynamic Searchable Symmetric Encryption) method designed for databases that store
personal health record (PHR) files, while also including the idea of forward security. The establishment
of the secure index is achieved via the utilization of a hash chain, while the incorporation of trapdoor
updates has been incorporated to bolster resistance against file injection assaults. Additionally, the
successful implementation of a sophisticated search feature in an encrypted database of personal health
record (PHR) files, organized in an attribute-value format, has been accomplished.

Sangjukta Das et al [24] proposed a unique technique, which utilizes CP-ABE, as a solution to tackle
the issue of attribute revocation. The proposed methodology entails the integration of numerous
attribute authorities, which helps alleviate the operational challenges often encountered in traditional
CP-ABE systems that rely on a single authority. In addition, the suggested technique involves
assigning the task of decryption to a separate entity known as the decryption helper. This allocation of
responsibilities effectively decreases the amount of decryption-related tasks that end-users are required
to do.

Table 2: Analysis of data encryption in loT Healthcare

Ref.

No Proposed Method Remarks
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Elliptic curve cryptography, Advanced Effectiveness

[13] Encryption Standard (AES), and Serpent
SHA-512, Substitution-Ceaser cipher and .??ni;
[14] |(rITI1Epécc):\;ed Elliptical Curve Cryptography Performance
Effectiveness
Homomorphic Encryption with Random Accuracy
[15] . . Cost
Diagonal Elliptical curve cryptography Ti
ime
proxy re-encryption with equality test (PRE- | Performance
[16] | ey,
[17] Mutual privacy-preserving k-means strategy | Performance
(M-PPKS)
[18] | Identity-Based Encryption (IBE) Efficiency
[19] ARX(Addition-Rotation-XOR) based FIYL ig])cr)gance
lightweight block ciphers
[20] Efficient healthcare data Storage, communication, transmission
aggregation (EHDA) ratio, energy consumption and resilience.
[21] Ciphertext Policy-Attribute Based Encryption | Effective
(CP-ABE) using ECC
[22] Encryption frame Performance
based on data fragmentation
[23] E)S/ggrEn)lc searchable symmetric encryption Security and efficiency
[24] Ciphertext policy attribute-based encryption | Effectiveness
(CP-ABE)

2.3 Intrusion Detection and Prevention in 10T healthcare networks
Tanzila Saba et al [25] introduced a methodology that utilizes Convolutional Neural Networks (CNN)
for the purpose of anomaly-based intrusion detection systems (IDS). This technique takes use of the
Internet of Things (loT) to provide a thorough examination of all 10T traffic in a highly efficient
manner.
Anar A. Hady et al [26] constructed a real-time testbed known as the Enhanced Healthcare Monitoring
System (EHMS) facilitated the monitoring of patients' biometrics and the collection of network traffic
data. The observed data was communicated to a remote server in order to ease later diagnostic
assessments and treatment-related choices. In this particular context, man-in-the-middle cyber-attacks
were used, resulting in the creation of a dataset consisting of more than 16,000 examples including
both regular healthcare information and instances exhibiting abnormalities caused by cyber-attacks.
Eman Ashraf et al [27] implemented FIDChain IDS, which incorporates lightweight artificial neural
networks (ANN) inside a federated learning (FL) architecture. The objective of this strategy is to
guarantee the safeguarding of privacy in healthcare data. The integration makes use of improvements
in blockchain technology, which enables a distributed ledger approach for combining local weights.
Afterwards, the revised global weights are distributed through broadcasting following a process of
averaging. This approach efficiently mitigates the risk of poisoning attacks while simultaneously
ensuring extensive transparency and immutability throughout the distributed system. The use of the
detection model occurs at the periphery, functioning to protect the cloud in the case of a security
breach. This involves the use of measures that hinder the timely transmission of data to its designated
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gateway, resulting in a decrease in the time required for detection, a reduction in computational
resources needed, and a drop in processing capacity. The use of the FL approach offers notable benefits
as it demonstrates proficiency in handling reduced data sets, consequently augmenting its efficacy in
safeguarding data.

Blockchain Assisted 10T Healthcare System with Ant Lion Optimizer and Hybrid Deep Learning
(BHS-ALOHDL) is the name given to the novel technique that was developed by Hayam Alamro et
al [28]. This strategy is intended to detect and identify any unwanted access or breaches inside the
system while also allowing for the safe transmission of medical data within the healthcare industry
through Internet of Things (IoT) devices. The goals of the BHS-ALOHDL approach are accomplished
by the use of an Ant Lion Optimizer (ALO)-based strategy for the selection of feature subsets. This
strategy is referred to as ALO-FSS. A collection of feature vectors is produced by using this method.
In order to simplify the process of intrusion detection, a combination of the properties of convolutional
neural networks (CNNs) and the long short-term memory (LSTM) model has been included into the
high-level design (HDL) model.

An novel machine learning assistance system that combines a genetic algorithm with Random Forest
(RF) has been described by Celestine Iwendi et al [29]. This system is intended to optimize
characteristics and develop superior intrusion detection systems, ultimately leading to increased
detection rates as well as more accurate false alarm rates. A weighted genetic algorithm and Random
Forest (RF) are merged in their approach in order to improve the efficacy of their technique. This
results in the generation of an ideal subset of features, which in turn leads to a considerable
improvement in detection rates while simultaneously retaining a minimum false alarm rate. Within the
context of machine learning, the research made use of the NSL-KDD dataset to carry out a
simultaneous classification of RF, Naive Bayes (NB), and logistic regression classifiers.

Adel Binbusayyis et al [30] investigated the use of several machine learning methods for the purpose
of detecting intrusions inside Internet of Medical Things (loMT) networks. The analytical investigation
comprises machine learning methods, including K-nearest neighbor, Naive Bayes, support vector
machine, artificial neural network, and decision tree. In order to assess the effectiveness of the ML
models stated earlier, the Bot-loT benchmark dataset, which is publically accessible and includes a
wide variety of assaults, was used for both the training and testing phases. In addition, a wide range of
assessment criteria was used to facilitate the comparison of intrusion detection accuracy in IoMT
networks across various machine learning algorithms being studied.

Daojing He et al [31] analysed the security vulnerabilities inherent in the systems is conducted,
followed by the proposal of a unique intrusion detection approach that utilizes a stacked autoencoder
as its foundation.

Prabhat Kumar et al [32] created an loT-enabled healthcare system using a Blockchain-orchestrated
Deep Learning method for Secure Data Transmission (BDSDT). As part of the strategy, a brand-new,
scalable blockchain architecture is suggested with the goal of assuring both data integrity and safe data
transfer. By using the Zero Knowledge Proof (ZKP) technique, this is accomplished. To efficiently
handle issues related to data storage costs, integration with the off-chain storage solution InterPlanetary
File System (IPFS) is also carried out. To address problems with data security, integration with an
Ethereum smart contract is also done. Following these steps, a deep learning architecture is built using
the authenticated data that was produced. This design is used to identify intrusions into the network of
the healthcare system.

Abdallah Ghourabi et al [33] offered a brand new intrusion and malware detection system as a means
of improving the network security across the whole healthcare system. The proposed solution is
comprised of two essential elements: an intrusion detection system that is developed for the medical
devices that have been incorporated into the healthcare network, and a malware detection system that
is customized for the data servers and the computers that are used by medical professionals. Both of
these systems are meant to protect the network from unauthorized access. Establishing network
security that is not reliant on the individual devices and computers that are in use is the major objective

UGC CARE Group-1, 18




Industrial Engineering Journal
ISSN: 0970-2555

Volume : 52, Issue 8, No. 5, August : 2023

of this project. The system that is being suggested is constructed using an enhanced version of the
LightGBM model as well as a Transformer-based model. These models have been trained using four
different datasets, which has ensured that a thorough knowledge of the many sorts of assaults that have
the potential to damage the healthcare industry has been achieved.
Faisal Hussain et al [34] offered a framework for making loT security solutions that are aware of
context and can spot harmful data in different IoT situations. loT-Flock, a new open-source tool made
to create 10T data, is a part of the system. With the loT-Flock tool, you can create an IoT use case that
includes both good and bad loT devices and generates network data to match.
Gia Nhu Nguyen et al [35] proposed a safe intruder detection system with blockchain-based data
transfer and a classification model for use in the Cyber-Physical Systems (CPS) of the healthcare field.
In this suggested method, monitor devices are used to collect data, and a deep belief network (DBN)
model is used to find attacks. A multiple share creation (MSC) model is also used to make several
copies of the picture that was taken. The goals of both private and security are met by the model
provided because of these tactics.
Raja Waseem Anwar et al [36] provided a full review and best practices for all types of firewalls,
including their pros and cons. This may help to define a full set of rules for smart medical devices and
settings.

Table 3: Analysis of intrusion detection and prevention in loT healthcare networks

iﬁ)f' Proposed Method Remarks
[25] Convolutional Neural Network (CNN) Accuracy
Performance
[26] Enhanced Healthcare Monitoring System (EHMS) Robustness
Accuracy
[27] | FIDChain Accuracy
Blockchain Assisted IoT Healthcare System using Ant Lion Optimizer
[28] . . . Performance
with Hybrid Deep Learning
Detection rate
Average
[29] Random Forest (RF) and a genetic algorithm precision
Average F1-
score
Investigate
[30] K-nearest neighbor, Naive Bayes, support vector machine, artificial
neural network and decision tree.
Effectiveness
[31] Simultaneous Authentication of Equals (SAE) Time
[32] Blockchain-orchestrated Deep learning approach for Secure Data Accuracy
Transmission (BDSDT)
[33] LightGBM model and a Tranformer-based model. Accuracy
[34] loT-Flock Performance
[35] Deep belief network (DBN) Effectiveness
Multiple share creation (MSC)
[36] comprehensive review on firewall types
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Conclusion

In the evolving landscape of 10T healthcare, security remains a paramount concern, and this survey
paper has endeavored to shed light on the key aspects of securing these transformative systems. Secure
data access and device authentication mechanisms are vital for controlling access to 10T healthcare
networks. Authentication protocols like OAuth and device fingerprinting have shown promise in
ensuring only authorized entities interact with these systems. Data encryption, both at rest and in
transit, is essential to protect sensitive patient information. Techniques such as homomorphic
encryption and blockchain-based approaches hold potential in enhancing data security. Furthermore,
intrusion detection and prevention mechanisms play a pivotal role in identifying and mitigating threats
in 10T healthcare networks. Machine learning-based intrusion detection systems and anomaly
detection algorithms have demonstrated their effectiveness in safeguarding these critical systems.
However, challenges like resource constraints and the dynamic nature of 10T environments must be
addressed. As loT healthcare continues to advance, the security landscape will evolve in tandem.
Future research directions should explore the integration of Artificial Intelligence and Machine
Learning for real-time threat detection, the development of lightweight encryption algorithms for
resource-constrained devices, and the adoption of standardized security frameworks. Through
continued vigilance and innovation, the healthcare industry can harness the full potential of 10T while
ensuring the highest levels of data security and patient privacy.
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