Industrial Engineering Journal
ISSN: 0970-2555

Volume : 52, Issue 4, No. 2, April : 2023
IMAGE STEGANOGRAPHY USING LSB ALGORITHM

@, S
Wisea

Dr.M.Aravind kumar Professor, Department of ECE, West Godavari Institute of Science and
Engineering,Affliated to jntuk, Andhra Pradesh, India. drmaravindkumar@gmail.com
N. Laxmi Tejaswini, Assistant Professor, Department of CSE, West Godavari Institute of Scienceand
Engineering, Affliated to jntuk, Andhra Pradesh, India. tejaswini.sudheer@gmail.coma
J. Sri Mahalakshmi, Assistant Professor, Department of CSE, West Godavari Institute of Science and
Engineering,Affliated to jntuk, Andhra Pradesh, India. jagu.mahalakshmi@gmail.com
Mr. P. Syam Prasad , Assistant Professor, Department of CSE, West Godavari Institute of Scienceand
Engineering,Affliated to jntuk, Andhra Pradesh, India. syamprasad544@gmail.com
G. Lova Raju, Student of CSE Department, 19PD1A0514,West Godavari Institute of Science and
Engineering,Affliated to jntuk, Andhra Pradesh, India. rajuraju3790@gmail.com
Ch. Satya Rajeswari, Student of CSE Department, 19PD1A0, West Godavari Institute of Scienceand
Engineering,Affliated to jntuk, Andhra Pradesh, India. rajichitrada999@gmail.com

Abstract:

Steganography is defined as the study of invisible communication .It usually deals with the way of
hiding the information of the existence of the communicating data .It hides the facts of
information. It is the process of hiding the data from one digital media to another digital media and
recover the same information afterwards .This paper focuses on a process of hiding data to image
by using the least significant bit(LSB) and the symmetric key between the sender and the receiver.
Here we have to choose the bits that will get the minimum resolution between the original image
and stego image. This paper further explains how the encryption and decryption processes are
done..

Index Terms: LSB, PSNR, Steganography and Dynamic Symmetric Key.

1. INTRODUCTION
Steganography is derived from the two Greek words Stego and Graphia, Stego means covering and
graphia which means writing , thus the translation is covered writing or the hiding the data. The
simplest way to do this process is by inserting the confidential data bits in LSB positions of original
image.[1].
1.1 Types of Steganography:

Image to image

Text to image

Image to text

Video to voice

Voice to video

Image to Image :-
In the image steganography the image is inserted within the another image by using the stego
key[2].

Text to Image :-

In this, the text is inserted within the image and sends the image with the help of the symmetric key.
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Video to voice:-

Hiding or embedding message in the video is like an art of hiding information because the sender is
not only hiding but how that message is prevented open by anyone except receiver.

Voice to video:-

Hiding message in the video is part of the art of hiding information, Video based steganography
techniquesare same like image based In Today‘s world, Information security is the sensitive case of
security and its getting necessary to protect the data from being tampered. For the data not being
tampered, we are usingthis steganography technique. The protection should be required, when the
data is already placed at the transmission
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2.STEGANOGRAPHY VS CRYPTOGRAPHY

Cryptography is the process used for the conversion of the plain text into cipher text by using the
symmetric key and this process is known as the encryption. The main disadvantage of the
cryptography is that the plaintext can be known and the cipher text is visible but we can‘t read it[4].
Steganography is a method that the plain text is concealed into the digital media .In this process the
Trespasser can‘t be able to see the plaintext or the cipher text because it is concealing into the another
media. The trespasser can‘t suspect if there is any confidential data that is existing. The
steganography technique is used for the better securityof the data over the computer network.

2.1 Steganography Process

Stego-Key Stego-Key
et 3 [
P Steganography N ) ( Steganalysis
Sender Receiver

Fig. 1 Steganography Process

Secret Message: The data that you need to insert inside the digital media.. Stego-key: The key used
in the Steganography process. Cover Media: The medium utilized in Steganography procedure, for
example, picture, video and audio. Sender Algorithm: The technique utilized in this Steganography
process. Stego-Media: The media coming about because of including the mystery message into a
spread media utilizing Stego-key and encoding calculation. Receiver Algorithm: The technique
used to extract the mystery message from Stegomedia utilizing Stego-key.

2 LEAST SIGNIFICANT BIT (LSB)

The well-known strategy that is utilized for steganography is the LSB. And additionally the
prominent technique for present day, steganography is to utilize LSB of picture‘s pixel data. This
investigation is utilized for one piece of the LSB. It inserts each piece of the double content piece
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with one piece of every pixel in the first picture. This strategy works when the record is longer than
the message document and if picture is grayscale, when applying LSB strategies to every byte of a
24 bit picture, three bits can be encoded into every pixel[3] Example: We can use images to hide
things if we replace the last bit of every colors byte with a bit from the message.
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Image with 3 pixel
Message A-01000001

Image with 3 pixels Message A- 01000001

Pixel 1: 11111000 11001001 00000011 piye 1: 11111000 11001001 00000010
Pixel 2: 11111000 11001001 00000011 pixe 2: 111110000 11001000 00000010

Pixel 3: 11111000 11001001 00000011  pixer 3: 111110000 11001001 00000011
Fig. 2 Message A before encryption Fig. 3 Message A after encryption

Now we hide our message in the image.Message A-
01000001

2.1 ZIGZAG SCANNING:

For the purpose of more security we used Zigzag scanning method which is gained by Steganography
technique. In this method the image pixels are used to hide the secret message by converting the
secret message into bits. This Zigzag scanning uses patterns for hiding the secret message bits. This
pattern will be only known to sender and receiver. By using this pattern, the receiver can retrieve his
secret message.

2.2 PSNR:

PSNR means Peak Signal to Noise Ratio which can be calculated easily. It is used to compare the
qualityof compressed images and compressed videos. If the PSNR is high, the image resolution will
be low. Ourgoal is to get high Peak Signal to Noise Ratio value so that our image resolution will not
be affected. By getting this high PSNR value, there will not be much difference between primary
image and the convertedstego image..

3 METHODOLOGY
In this term paper we used the technique that is using the symmetric key between the sender and
receiver and by the Least Significant Bit. In this we will also see the how the encryption and
decryptionwill be done.

3.1 Steganography using LSB and Symmetric Key:

In this framework to the rejection of everything else we need to change over the picture pixels to
Binary attributes by utilizing Zigzag Scanning by size=R*S*8 where R is the measure of lines in
picture and S is count of sections and 8 is number of bits for each pixel. Eventually to get the last
two bits of every pixel where LSB position is 0 and bit before the LSB is 1. While doing this
method, meanwhile convert the riddle message(which you need to hide away) into coordinated
qualities with size equivalent to1*N where N is count of bits in the mystery message. Coming about
to changing over the picture pixels and secret message, straight forwardly we will encourage the
mystery message two fold bits with the two bits of LSB. There are 3 steps in this process[5].
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1.1f the confidential message bit equals with —Olth position of the LSB, then the key value will be "0".
2.In this process, if the confidential message bit equals with position -1 of the LSB, then the key
value will be "1".

3.In this process, if the confidential message bit doesn't equals with both position 1 of LSB and

position 0 of LSB, by then the key value will be "0".
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After this strategy we will get the key. This key will be stegokey between the sender and receiver.
Without having this stego-key, the receiver won't be able to interpret the confidential data. This
stego-key will propose the Position of puzzle data in the stegopicture. This stego-key is basic for this
framework. This keyis called as Dynamic Symmetric key in light of how the key will be changed
subject to the picture we will utilize the key for this in like manner, the extent of the secret message.
By taking this model we will indicatehow the encryption and the decryption methods are finished. In
the below example I have taken the text as181 and then | converted the text value 181 into binary
value 10110101.Now using this text value | have calculated the key value. This key will be used for
the both encoding and decoding processes.

Encoding

Stego-Image LSB

Position
10 Key Text
1JoftJ1Jofof1]0 [1] (1]
oft]oft]ofofel1 Ed 0]
t{oft1[1]o(1]0 [ 1] (1]
o[t]{ofo]1]1]0]1 0 (1]
t[1]oft]1]of1]e 0] 0]
olofL]olo|l]of1 10| [1]
tjoft]1|1]of1]0 [ 0] (0]
olofofofLt]|1]1]0 1] [1]

Fig 4 : Encoding Process

3.2Experimental Results:
A MATLAB program that has been made by the makers for the computations check with suitable
models like characters with the data in an image. To rework the amusement with sure rational
models, GUI has been made. Dull scale Petra picture (for example) which is of type jpeg, has been
used in thisprogram with size proportional to (1024x1024 pixels). The framework is addressed by
going with advances: -The grayscale picture is to be converted into binary values by using the
zigzag Scanning.
- LSB technique is used to compute the degree of data (confidential message) that can be
embedded in the image: (1024 x 1024) — 27 = 1048549 bits.
The degree of data (confidential message) that can be embedded in this image is computated
by using the new system wa'el computation: ((1024 x 1024) — 27)/2 = 524261 bits.
for an example, the introduction to this paper has been picked in the spot of a secret message.
The check of the bits of the introduction is given by: - 2136 characters x 7 bits = 14952 bits.
Choose the Steganography method (LSB). By comparing the results of both the methods
usingPSNR[6].
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4 ENCODING
The advancements will clarify the encoding procedure of the (LSB+SPACING) calculation utilizing
a Graphic User Interface (GUI) reproduction program by Matlab:

» Press on the push catch (open picture) to choose the Mysore-Palace picture from the drive.

» Press on the push catch (open content) to choose the mystery message from the local drive that is
spared as a .txt record. The confidential message that we need to execute it on this process is
appeared in the figure, the content of the confidential message will likewise show up in the
contenton the program window. - Open the Steganography technique rundown to pick the
Steganographystrategy (LSB+SPACING).

At the finish of the Steganography procedure, an exchange window will seem to request that the
client spare the key in the shower stockpiling. The key that has been produced by the
information of the confidential message and the Mysore-Palace picture utilizing the
(LSB+SPACING) strategyis appeared in the figure 8.

«  Then, the stego media will show up in the stego picture.

« The client can realize the PSNR esteem between the first picture and the stego picture utilizing
thecatch PSNR.

- After that, the client can push on the push catch (Save Stego Image) to spare the stego picture on
the plate.
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Fig. 5 Encoding Process Fig. 6 Key Value for the encryption process

5.DECODING
This strategy will be at the recipient, it expels the confidential message from the stego picture subject to
thecommon key
between the sender and the receiver. Going with advancements we will show the decoding
techniqueusing the Matlab program that is showed up in the figure :
Press on the push get (Open Stego Image) to pick the stego picture from the shower accumulating.
The customer will pick the key from the plate storing as a substance report.
After that, the removed confidential message will appear in the substance region on the program
window.
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Finally, the customer can save the puzzle message that is appeared in substance on the program
window by tapping on the push get (Save Text) to save it in the plate amassing as a substance
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Fig. 7 Decoding Process
6.RESULTS
The Naibir Steganography Method
copies of | o ters | % | pSNR | PSR
introduction e
1 4073 28511 66.8017 | 69.8102
3 12219 §5533 62.0194 | 65.0435
6 24438 171066 | 39.0098 [ 62.0196
9 36657 256599 | 572485 | 60.269
12 48876 34132 | 55.9999 39.027
15 61093 427665 | 35.0369 | 38.0561
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